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BDeDDM[MesE §pdgud3ad (Motivation)

° oacoo:s:: gooé:{) (Class structure)

* &3lCz0p o: Shell (Topic 1: The Shell)

© Shell BYox 9052 (What is the shell?)

© shell 03 3a%s4|(3€s (Using the shell)
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O awk - sa@): Editor cmr):-[w_(awk — another editor)

o esmqpir‘éﬂq%so&@&: (Analyzing data)

O Binary data qpﬂ%_@lgégé_:(\mangli_ng binary data)

* spm|Cassyps (Exercises)

® Debugging and Profiling

* Debugging

© Printf debugging and Logging
O Third party logs

O Debuggers

O Specialized Tools

O Static Analysis

® Profiling

O Timing
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O Profilers

O Resource Monitoring
® Exercises

© Debugging
O Profiling

O Third party logs

L eéwé Editor (r‘é 600006052 (Which editor to learn?)

o Vi
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© Buffers, tabs, §§ windows
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O Modifiers (32002 @l@f:_ﬁéuﬁ_s).
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® Vimod 805@105 @an{:@f:: (Customizing Vim)

@&: (Extending Vim)
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L
® 330¢[g¢ Vim (Advanced Vim)

J
* 3qC:3(qoyp: (Resources)
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* copm|Cassyps (Exercises)

® Metaprogramming
® Build systems

® Dependency management

® Continuous integration systems

O A brief aside on testing
® Exercises
C C .
* 2606 63lC:0p4p: (Potpourri)
O Table of Contents

O Keyboard remapping

© Daemons

O EUSE

© Backups

O APIs

O Common command-line flags/patterns
O Window managers

O VPNs

O Markdown

O Hammerspoon (desktop automation on macOS)

O Booting + Live USBs

O Docker, Vagrant, VMs, Cloud, OpenStack

O Notebook programming

O GitHub
* Q&A

© Any recommendations on learning Operating_Systems related topics like processes,

virtual memory, interrupts, memory management, etc

© What are some of the tools you’d prioritize learning first2
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o

When do | use Python versus a Bash scripts versus some other language?

What is the difference between source script.sh and ./script.sh

What are the places where various packages and tools are stored and how does

referencing them work? What evenis /bin or /lib 2

Should | apt-get install a python-whatever, or pip install whatever package?

What’s the easiest and best profiling_ tools to use to improve performance of my code?

What browser plugins do you use?

What are other useful data wrangling tools?

What is the difference between Docker and a Virtual Machine?

What are the advantages and disadvantages of each OS and how can we choose

between them (e.g. choosing_the best Linux distribution for our purposes)?

Vim vs Emacs?

Any tips or tricks for Machine Learning applications?

Any more Vim tips?

What is 2FA and why should | use it?

Any comments on differences between web browsers?

® Security and Cryptography

® Entropy

® Hash functions

o

Applications

® Key derivation functions

o

o

o

Applications

Applications

Key distribution
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® Case studies

O Password managers

© Two-factor authentication
O Full disk encryption

O Private messaging

O SSH

® Resources
® Exercises

® Shell Tools .Jsc:: Scripting

* Shell Scripting

® Shell Tools

© Command gps 333’:):@1630‘;:\ ﬂ')_c(g@és (Finding_how to use commands)

o (?:cr:_ 23 EPEY E:(Findingfiles)

o ms :ﬂ')_e%o_@&: (Finding_code)

2=S

O Shell Command qpﬁ_@égéﬂo_eg &3 (Einding_shell commands)

o Directory_q_p:zaog&: og):m@&: (Directory Navigation)

* spm|Cassyps (Exercises)
® \Version Control (Git)

® Git’s data model

O Snapshots

O Modeling history: relating snapshots

O Data model, as pseudocode

O Objects and content-addressing
O References

O Repositories

® Staging area

® Git command-line interface
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O Basics

O Branching and merging
© Remotes

© Undo

® Advanced Git
® Miscellaneous
® Resources

® Exercises
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‘ 20C§ep5e000: (Syllabus)

® Command-line Environment

® Course Overview + The Shell

® c30M @l@&d")é@é: (Data Wrangling)
® Debugging and Profiling

® Editors (Vim)

® 2020 Lectures

® Metaprogramming

* 26060y 631C:09 yps (Potpourri)
°* Q&A

® Security and Cryptography

® Shell Tools §§ Scripting

® \Version Control (Git)
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Beyond MIT (MIT 32[4C200 comeomen)
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® Hacker News (2026, 2020, 2019)

® | obsters (2026, 2020, 2019)

® r/learnprogramming (2026, 2020, 2019)

® r/programming (2020, 2019)

* X (2026, 2020, 2019)

® Bluesky (2026)

® Mastodon (2026)

® LinkedIn (2026)

® YouTube (2026, 2020, 2019)
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‘ omam[y§a03|myps: (Translations)

® Arabic

® Bengali

® Burmese

® Chinese (Simplified)

® Chinese (Traditional, Taiwan)

® German
® |talian

® Japanese

® Kannada
® Korean
® Mongolian

® Persian

® Portuguese
® Russian

® Serbian

® Spanish

® Swedish

® Thai

® Turkish

® Vietnamese
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¢ pull request °3305°@333[§')°oo sl project gp:o€ ©2503 VloCmn3gendndul

3¢ P a qP: 2918 SORYPE&N Project gPsRC oY (A RdeeAL
C C C C

ao&[pze0sogniend [gdclaopdi

o

C C . . o . o C e N . o @
630000l pUEXRC git bisect @) sao?@@ Unit Test 03 4|0>8:6036000 commit 03 ﬂoe%obo

git revert @6 @%mé @680&30’% ew%@ooo:o’]ooé-

@ Video Demo (Git)

Scan QR code or visit link to watch demo:

https:/Imissing-semester-my.github.io/static/media/demos/git.mp4

Text editing (Vim)

C C o . o . o C . C C C C

Local ¢ Remote oz file gpzop command-line Jee‘?ﬁ osspnOgn Edit @la?o:?@a?g 3230C
C . C C C o o C . o C o

@g Editor q_p:eﬁ 0QUBIICHMYPM 3200:3|$p0s! File gPINY 6§,64700 MELIEFOEP BAE0R)

olit 063lodad file [géaoée§®ep 0c3eomoli
? 3
Vim macros q_p:ooé Vim el :raeooaé:e@: C\?Besm{:q](ﬁooos? @&@: 63Ul eomogé HTML

C o o . o C Cc C N o o C C
table 029903 CSV format o8 Vim macro @Q?z[g@ chc[Q:?g) e@)c:cmfm? em[gooo:d]ooe—

@ Video Demo (Vim)

Scan QR code or visit link to watch demo:

https:/Imissing-semester-my.github.io/static/media/demos/vim.mp4

Remote machines (SSH & Terminal Multiplexing)

"

SSH k 2sC terminal multiplexi 203 32003 t hi 25C O00
eys (:”')o?%g erminal multiplexing E’IPJT[) 390?.,[9@ remote macnine (:].ij§(§ 33(.\?00?06‘[)06)0

C C C C (‘u C d C O (0 C C C C T . I
®§®oooqj %mce@eoq§ @lC\?U'?eoll omman jSO?ﬁ? blc% cgc)qgmogm erminal GO’g
32 °@° (OEJ(IT)"O QC\%G(I)')O’]II OUS@(TSU(SE}" assword [g(‘o({)e (] QC\%GUI)(;]" CEE}(I)') O’S
qP3032 S o8P L s 9 2P ial FOSP L s $

oc c o c c o ¢ c c o o o c o o
(\?CS(TZ“O%D%@C: O%B(.Y.I?CD Laptop reboot (\?OC\?O’J @CSG@')? 3’36‘[)38’.)3(\?3 8?2163308'3361@0‘;(:”[2 Gﬂ

comoli

630050] QORE  tmux 0D 3209:[g|8) remote server gpzeSloRC session gpz0d 3200059
8 [ mux: €7 D918 qPs (] QP f1e

a0§:056300808C mosh  3209:[g|6) network 6[JpC:a3905 00§:006260:00 GwO(GoozSloopd-
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@ Video Demo (Ssh)

Scan QR code or visit link to watch demo:

https:/Imissing-semester-my.github.io/static/media/demos/ssh.mp4

Finding files ($cqps spey[3cs)

J o

C . o C Cc C 00 o C C ’] C o C o
Q0C gPEYS$62D file qP: C\qJC[§§ §PEYSRO:I 06 CP{|CE2D M3 LI file 602003200
project O oo file m&?qézo%a%rﬁ ?3,6@&71&?0@[) ememod]ll

C C C . o c C C C
630000 QLRC fd (¢E file p:ad [4§505e0 gpew(@: rg [¢C M3
13[gC fasd (S e[opeansdan 3aads(g3e00 fileffolder o3 aq|C(g$
0303 6wd(gaozGlaopd-

P ° 2

~Co ~Co

@ Video Demo (Find)

Scan QR code or visit link to watch demo:

https:/Imissing-semester-my.github.io/static/media/demos/find.mp4

e30m [4)[4cd5(3¢: (Data Wrangling)

. o Cco c ocC o C c
Command-line ¥ 0XMQD 6300$¢ YCHP:) cqjc[?ﬁ c\)oo g [gl[gc@c I @gﬁ@c I Parse
C
$posi Log file qp:oo? MW mzoog o8P GC\?

iL Ik

.
305§0d
apO[gEst Plot aé E25C 0900g|05(gEzqps [g|opd
600l 6307 2§ E:3Ceqp:0d COMB(YE R0dyndesep vcads0nul

Code quality and continuous integration

. . . . C [} ° C C o
Autoformatting! Lintingl Testing $C Code coverage tool qpPo? 33:1?.@@ D3 32§ P2326292 0200

3~

C C C c o C o C C C C C 00 C
e3nC EHC\?O‘?E“' 90302607 (HSYPiI ©C5C:306000 F26D:6UNCIYPE [§§[§o[§c:qul 8800
3¢ 3000000(Gs 32(g020p ©AH0RE qIEdBaEaM MHBYP: g0l

o L L L o (s} L 1 °
B d th d C o o [ ° (o [ [
eyond the code (M36qoms[gczc0m empasa))
.

C...C D tati . R ruo oc oc eSS, R
e(mc.,(g:?eooo ocumentation GGP:D}@&J pen-source oo<§°a)e,oﬁqpo§g ﬂC.,C\)Com 0
c °

IS
m

c. 9 I R [N C“CM C o rP”R t o’] C o
§8ul UJO'Z]JGOJ) ssue h”')., O’_)CO{))CD§&')JQ§C°} erge C\?OSQQ@ u eques E]Pu O OC(TIDL :?eall
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&z (Conclusion)

—o

Qﬁ%e@)é%&?@[ﬁ)bﬂ)ﬁ?é 3’3@')2 3’36@')6:3&6{)6”’):08’)0’.03 ODéS%SO’J(:]_PS?DUgéZ OD(S@'JEGOEO%DSG@C
C "l C C "]G ocCe en o ’] C C f°2020 C (‘D ° o (‘°
@OO CD&?II G‘??O q GU?CG 60’_)0.,%)’3 GC\QC\T.)C\?O 0 WaC CDCCD<§D Q)CS?:UJE”’& (7?(\)@;;

C C C oc C
oCeepod @@Jeﬁcd]oagu

Happy hacking,

Anishi Jon f.(:: Jose
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Command-line Environment

35630 - Job controli terminal multiplexersi dotfiles $& SSH 32a32(g|g) remote machines

C Co [
(:”'_)3 C\?UG&)’)CY 3?6@)0: G(\:)(\'DO”'II

» LECTURE VIDEO REFERENCE

Command-line Environment

[Lecture 5]
Command-1ine Environment

The Missing Semester of Your CS Education
<https://missing.csail.mit.edu>

Scan the QR code below using your mobile camera or click the link to watch this full lecture online:

Direct Online Link:

https:/lwww.youtube.com/watch?v=e8BO_dYxk5c
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c _c C o ° C C c _C C o 00 C c C c
0)|00C9§:0003C Shell 03 32035(g|epg 22Eel crOC§p (workflow) 03 S8e0mCgs aq|C(gseo
e&:vl .isé:c\)&:q_p:ogo(ﬁ 326003009 eogmoogo:cﬂeéu ogj%&or‘éooé Shell n’? 3220 lc\n{sooégn
326053200§ (03(4¢(G ([gs0050pds 326m3:(YE Command gp:ad 0003(Gz000 ©C

o

c c [ 'Tc 00 C c c
Q06300 C (execute) @CSSBGO QOJ) mq@ma@(ﬂmeu UDSSBS,]ODC Process CE&:[PSSB H{ep]
L L ° L o

-

cfo C C (‘o c O C C © o S 90 o P C o c O cC O (‘a
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o cC 0O _C C S C o C C C cC O S
ALVID VOOVOLD $C Process gPM 6$IMMWO (background) opc ©po run (run) coted
[ L Ie L o [+ Q]

o c .2 oG c '] c
&?:D&)}E{Pu()? GC\?(D')QOT_)DBE @OU ODBII

o C . o C C C C . o ° C C C C C
a3 [gE Aliases qpz0d 2005905(gCss¢ Dotfiles qp0d 3200:(g|8) [JCa0Ea00D905(5E:

. . C C C o cC 0 0O C c C cocC C O
(configuration) @g 20ce Shell $C 33[%): Tool gPz) ©POIY POENINCLYFE63C Bl(\?‘)%C:D@O?
0pd: 6c0adlepdi o) spd:06:802009:0000 20CeN PMHII:3:09¢ crpdeom Configuration

o ° oc 124 C o C AN N0 coc o oC c
g} 32033(g|8C60(g: §pdaqprea Command gp:ad 005l00030S §0dE00EP Va0 Fag[sms

w(ﬁmeoo']oaéu or%sa@é SSH rr‘.i) 390?:[9@ :raeo:éﬁ o)n'qu: (remote machines) js{: aéofé

o ¢ c c __c c 0o ,.] e '~| (%
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Job Control

c [ [ c o c
S’bq”_GOJ) 3’86@3’36?6”’) CYJC Command 0’30)9 rune.isoecraog angﬁ (UOGSO’JC%IO’JO’) 69(20610

9§ Bowad @ooecmmsﬁ @mommongu 3309003[9{: &L’) m&:e@oco 826@3(‘033@’) 7

C ~_ O C ocC
§peygesa0p) find H0d60m0 Command qpzoopd 329)§3209§ (0p(gEeso0p) 323l4|): (40
Cloogbi qp seomans(gC ctri-c 03 §6c30>lan Command gﬁ pOeemEy|0d 00§ 095000
@ooaeu 29600 gﬁmoeaoocqjmoo@ 6§20MRUOARE 8P 32090 0§P0:I FIDLOE[OPE

S’BQJIPGO:D Process Q;]PSODB qomieogo:oo @oee?sloa(?ezu
Killing a process

[ ﬁsh II C P PP C C ° oo C C Cc C UNIX

ooCell Shell 200 Process gp:od 32g|M3200004Ps 60203000056 $32090
. . . C C C o o ° C C C .

Communication Mechanism 0003(g®00p) Signal 03 32052(g|Cloopdi Process 02093005 Signal

C o C o o ’] fo ﬁ C [ (6 C OCD[§D (60 o rSl n I S
0303 00H3q§ea33] WEseN VOEaNCE§90S 689 0DE:(G 0D Signal &
pg%@):qlrfasacr%éz 2005000 cpdeamESlapdi o‘cige@’){: Signal 4p:a) Software Interrupts 3

o C

6315(0g0loopdn

c

0O 0OC O C C o O o
O’L)]soa?me:nosfaa'] Shell 0 Process @2) SIGINT SDAOPO
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630MORC SIGINT Signal (ge we:o&@: 0OLLO0DINM (ignore) SOMCOM runege P Qo Python
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https://missing-semester-my.github.io/ 21



FOSS Myanmar The Missing Semester of Your CS Education - Burmese

#!/usr/bin/env python
import signal, time

def handler(signum, time):
print("\nI got a SIGINT, but I am not stopping")

signal.s 1(signal.SIGINT, handler)
i=0
while True:
time.sleep(.1)
print("\r{}".format(i), end="")
g =0

[} c o SIGINT 0O (o€ ocCc oc¢C .ore, c STGOUIT .0 0 ¢ c ,] c 0
Qﬁoﬂﬂqeﬁ% (Yi.) ]so:a[_geo?cooc GODLL)D[(_.]oG‘f)(D Q G():;L@(\?(DOOQS"BS 680%
c

L
cC O C cocC C . C € C cC O
@oqjmoaozoo o?esmmogc@ ﬁc&oo@u Terminal € A 2060500200 Ctrl 9090>0)

oc c o o ¢ (%
§OOO'_)3@C§O’D (D(DO)')Z@I_O’]OD[BII
1 L L

$ python sigint.py
241C
I got a SIGINT, but I am not stopping

26/C
I got a SIGINT, but I am not stopping
307\ [1] 39913 quit python sigint.py

SIGINT SC SIGQUIT §033®c6:ooé Terminal $C 0052005607 60CE:EDY AOYPEIYM
Ie 1 L L I e L

o _C C o

b
L

]
o, 0 c c p c o c c . full <]
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kill
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29917 gnalg> SIGTERM SIg g3 Q) Signal 60§ 3203

o . C
(https://www.man7.org/linux/man-pages/man1/kill.1.html) Command (‘)? kill -TERM <PID> U'IDLGOCD Syntax @(ﬂ)

o oc c
SBO?SBI_‘%CU']ODQII

Pausing and backgrounding processes

o c ¢

SA | o C P C o o o C C C o o (‘o cocC
Ignal GIPoODe rocess CD‘D?('Y? ooooo)(a::o')em 33@’)96333 C\)OG&)’.)CQJ(’DG:]PJT{)C\DQQ @l(\i)(.)af.c

L
6169?3 (pause) eoo']oaéu Terminal

Olooodi oe’)m"@é SIGSTOP 0095 Process 000303 6900 C:

@ 8 o &2 T 1 5] °

orgé ctrl-z 09% %6(\%0’30’]0’3 Shell oaé Terminal Stop 09% n%ugms@leo:o SIGTSTP Signal OPf
uC) C C C

60300 pd [go20PON
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o C c oc o C C C C o
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C oc C o C (e . o ° oc C

©ODC ruNSCAOPOI VWY Process o)oocb::n:)so’]m disown Command 0 39&):@@06]03&71”
L [ L o L L L

C C C C C ocC C C C . . o ° C C

6§20 00RO EFMONEP) F2YC07C em@e@ Terminal Multiplexer g0] 3309:@[@0: @o

Cloogdi

C C ° o C o C S I S . C C ’] C
63’3’3(’0030 Qﬁ%%%m%a(’? C\)(DGCT(Z,)O[QCDCD’).,:DQ ample session CDO? @00 :D@II

https://missing-semester-my.github.io/ 23


https://www.man7.org/linux/man-pages/man1/fg.1p.html
https://man7.org/linux/man-pages/man1/bg.1p.html
https://www.man7.org/linux/man-pages/man1/jobs.1p.html
https://www.man7.org/linux/man-pages/man1/pgrep.1.html
https://www.man7.org/linux/man-pages/man1/nohup.1.html

FOSS Myanmar

$ sleep 1000
NZ
[1] + 18653 suspended
$ nohup sleep 2000 &
[2] 18745
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sleep

appending output to nohup.out

$ jobs
[1] + suspended
[2]

sleep
- running nohup
$ bg %1

[1] - 18653 continued

$ jobs
[1]
[2]

running
running

sleep

+ nohup

$ kill
[1]

-STOP %1
+ 18653 suspended (
$ jobs

[1]
[2]

o

running nohup

$ kill
(1]

-SIGHUP %1

+ 18653 hangup

$ jobs
[2]

+ running nohup

$ kill -SIGHUP %2
$ jobs
[2]

+ running nohup

$ kill
[2]

%2

+ 18745 terminated

$ jobs

3232 Signal 00960 SIGKILL

suspended (signal)

1000
sleep

sleep

1000
sleep

signal)

sleep 1000

sleep 1000
sleep 2000

sleep 1000

sleep 2000

sleep 2000

nohup sleep 2000

c (% [
@D(_;]OD@II 336@'_)0 EJQ'_) (.D Slgnal O’J Process (:“’)"(D (06 UD

c

°

2300 ooSouSooo"je 2 g1053|Es 30DV @0303 5123 Goco e:ne esce Child Process
pO0? :8)) 0922 9|09 2 e

°
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Terminal Multiplexers
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o ° c [ . . o 00 c o C C . . ° (o]

tmux 03 3209:[q|9§ GE:eN Keybinding gpzad 05§om:q$ 033206100051 Keybinding sa0s0d:000
oo O of(e C o C 0 OC o C C

<c-b> x UaeaM Odyjs §(Gs LEseN 38 UdE (0) ctritb 03 804l (J) Cctrivh of [g§ogod

Al Begrod (R) x 03§60l 03 [gocloopd tmux 03¢ 6330050 Object 3a0E=0E §0ladpd -

- . o C " C o C C C C e ~
® Sessions - Session 82006 Window 0009 3300705 0IOSCMEM oloéeom oo:@)z ™9

Bé (workspace) @ogoaéll

~ ~ 0o coc . C C C C
tmux" 0y §05800lm Session 3OO ©odEERSN
~ ~ 0o coc C C C . C C
tmux new -s NAME' oy §05800lm 2epd000beade) Session oooCegdi
[ ] ]
“tmux 1s® o0pd cond§ Session gpiad ooEs[gevzepdn
= 9 SIPEaR) CREHGEeRERD)

“tmux’ 3203C:3 “<C-b> d° 03 &60lm cond§ Session © eagy cgdepd (detach)u
[+ L 1 1 1 @ o [+

N < C C o . o [ ¢ oc (S 9 q Q
tmux a 038 G@ma?n Session 3.[2 @?C\JE q]cnaome&) (attach)u CDE@'J» Session ()?

Exg%:cx%o’]m T-tT flag (7% m:x? ﬁ.coaéu
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® Windows - Browser oféeo?org Editor qpzo Tabs qp:jgé ooé@:l Session oooc)eL)ooé:gﬁ :)5:@3:

L
@f:o’g&: zafgéssaoqps @03@0:)&5"

c (S [<]

<C-b> ¢’ 2025 Window 320000003 0§09:0001 Window 0 Gadd0lm “<C-d>* §6q Shel
o 0O C o0 C e{‘ C § 8 C 5 d

™ oooc\?me:] @@:D&?u

~ ~ C C . o C . o o C C C C
<C-b> N 00 _N_ e@am Window 2 3zl (Window Cleteal §(ﬂoooe ooooooaoa@)

L

N ~ C C . o C

<C-b> p 20pd0 wac window o JeuptClen]]

~ N [ C . [] C

<C-b> n 00 65M Window oo atiten]]

*<C-b> ,° 5 C\'J(TS?] window &l meéo’% e@’)é:c@eéu

"<C-b> w’ 5 C\)rf)(j;’] Window qp:o% mq&z@eozeén

® Panes - Vim splits gpss¢ 03p3(§: Screen 00090009:03C Shell 3aqps3a(gp:ad 6:g)C:09ps)

C oc C
@@ﬁ]%ceo)oaeu

+ '<C-b> "° oaé co(ﬁé’] Pan M (horizontal) §@’):eéu

+ °<C-b> %’ dpd coMH§ Pan o (vertical) 3gzepdn
36000 _direction  ([gpsococdyp:) 3205C: 3a[gn:
o C C
Pane o8 &g e[pCepdi

+ “<C-b> z° < c o P o c [ c N} c oc, [P
- z CD@ C\'J(Dﬂ ane (T? q]m@@c@@ (zoom) chB@ O%@UZEO’J %C\)B’BO?Ce [9§C\1JUQ

.
o
+ '<C-b> <a href="https://www.hamvocke.com/blog/a-quick-and-easy-guide-to-tmu
x/" class="ext-1link">" Q)é Scrollback mode 93 oéeéu 089@(73 ‘<space>" 38@ hig
N cre < N oc oc C B B !
hlight C\)U[S: <enter> §o§ COopy M2SCO0II
~ t N C ! !!- t C c 0o ¢ C
+ '<C-b> <space>" adpd Pane &\ maCszm)Cs 098 e[pEiadeuzepdi

[P

~Co

o o C o C C c
eL; GC\)C\D’)C\?L;](DI [ tmux %G@?CS S’BO?Q.”(.) :)OCS§:¢U_) (https://www.hamvocke.com/blog/a-quick-and-easy-

s

-

C o _C C C C c
guide-to-tmux)) $G YOO screen  command me@oczo’] 326003000 ﬂc:[gooozoo@ Qﬁwca§m

(https://linuxcommand.org/lc3_adv_termmux.ph )030% 005§ &0l b (I%S’b@& UNIX 080324p:000C 0o
p -orgfies_adv_ Php) O s 2R ¥ qPQR¢ @

OWO&GC\;)?]Q)&E screen (https://www.man7.org/linux/man-pages/manl/screen.1.html) 3?6@’_)&2(‘7%03é3

60900 a20¢ Al
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Aliases

c

c o C C o
09§6) PoCqP2e0 Command gp: 20000 Flag qpsgd olo€eom Command qpz e@jam

° 9

c [

m%&q@c:wé 805q|DYLd 60 CE2GlaopdN o@e@o{: Shell 32qp220pd Aliasing (3209003

8-—

35905[3C2) 05 6000050602000:[036ladpdN Shell Alias 5500p5¢0 §p5aqPsea Command 0003
C C
0

320905 20Ceh Shell m 39(\?332601[30'3 :ram:or%:eoseé S’aeéor% (shorthand) ooos? @&d]oaéu

o

gommz@]é Bash 02C Alias 00dael 0o 6350000l303E: @or)o’]ooé -
° [+ L L J L

alias alias_name="command_to_alias argl arg2"

ooo%@lsﬁ?o égﬂ@éz = eon:09C Space e(ﬂqo’h 336@’.)&‘;?’) alias (https://www.man7.org/linu/man-

C C C C o C C C
pages/manl/alias.1p.html) 90O Argument 020001223 QDM Shell Command oooeL;@o)eoao
Cc C C
s[op¢ [gocloopdu

. c o C € C [} C
Alias q_l'):orgc GBQBSOCGQYJ 330’]6106”’.)303’.) ﬂ()’]o)@ -
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o F.L ° C cC o C C (‘D
60 Flag gPs320300 320p00) CDCY)(JQCY)@CD
alias 11="1s -1h"
# ofopaan §adgeor Command gp3aoR0d I?[§MS 0MANE0[5E:
alias gs="git status"
alias gc="git commit"
alias v="vim"

c C C o

<§GOJ) mesfam“cqo@c F00:00:(5C:
alias mv="mv -i" -1 we oooeere@m HeoI=EH @.§ e@
alias mkdir="mkdir -p" # -p 33?_,3 C\)SBOG:)J) parent dlrectory qpem Lo.§03 H-¢H e@
alias df="df -h" # -h oae C\I?.?j,cogcgoaeoa') Lgceces Ll)o@g @eoae&?

# Alias qp:n’% 02(90'3 :{ao{v:@l@&

alias la="1s -A"
alias lla="1la -1"

. o C c o o C C
# Alias 0 empay ﬁ Qo Command » runm?o']m 6§,03C \ ooaohl
\1s
# 2dewyod unalias @5 Alias 09 od:0 005«“(736]

3 L s L L
unalias la

. o c c ¢ c o
# Alias gﬁ 3388’_)030303?036“(7)0? @

alias 11

ro%d]m alias command @(r: ealdl

# 11="1s -1h' 0y ogodelomepd

]

ooor?)[g $on Alias g0 5 em:m"@é Session 60503050lm eqp(ﬁ 052005 [90503 Si Alias
I.S].§J ° &? i v T ('” 6°° [")_,3 ?3
C

QP 32(§0062 00p0096q§320900 .bashre 9QeUP0d .zshre (o6 Shell Startup Files

L
30’_)((5(1) rOD(SS(ﬂ)@ 5 5 OSO’]CD CII
qPE3C L% 9 2
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Dotfiles

oeﬁnqé 3’86@')0’33’6@')309% Dotfiles 0 eeTsSL@oaé Plain-text (‘.zoéelps@:: Configuration @[(\ZL)(S
-

Cloogd ($E30pdgpsaopd . [4E ooCer§eame(PE [§ooopdi pued ~/.vimre | Qs[oPE

r° o C o C C '] o C ("u C C
WE030p0 s §050p0323] oTIE(YE V§rRUOES(FoORO)N

C o s O oc C . . C C o C C C
Shell gpz20p0 QM6 (fcqp,,@g Configuration [glo?osloo@ ogoqeqpaeﬁ eSLeale st @0
0looabi Shell ©0E5[$00E wEsel Configuration gpzad s GEQP:@INd voOgUlooadH Shell
8 q.]‘? (S ° 9 (’IP“ le |L€1‘? L q.P"o T JGI] e
o C . C o C . o] C C Cc C C °
s%mszam:eoTeﬁooeﬁl Login 93 0QewoDd Interactive 93 zaeo'reﬁooeﬁ Qﬁ CQUC§:0POOICD:
C C c C ocC C C C Cc C C Cc C Cc C
20pd 3260932008 §0609:8C0la0dN 7)) 651E:0pSC VO M) F2g§EOM 29§60 GaCE:Cl:
()’% %_ljcg (https://web.archive.org/web/20260329133158/https://blog.flowblok.id.au/2013-02/shell-startup-scripts.html) (QOSJSJ

$Ecloopdi
: 2

c O C C o C . o C C C C C
bash 320QMDYC 20&e .bashrc VO .bash_profile (2] @Csoc@c.,ooe 0$0324:
omC S'aso&e[go’]oa 51l ﬁe ¢ asm ew%[géeoao Alias gz 990000 20Cel  PATH
Lo 8 Q ‘?SP [ L§ S E’lP“ [
. . o C C C ~ O c _ocC C o C o
Environment Variable 03 [J€ao&[gEz0909600 Shell 900C5§03¢ runcdoopy Command qpso
C c ocC C C C C o C C C o . oc o oocC C
oo&?'ogcz%cd]oogu 3QFOCOD LYOEEGPIYIV oac:o%gﬁ Binary 9CqPsn) §Pe9emESCe0q$
3’30’305 export PATH="$PATH:/path/to/program/bin" 0’.‘)0%603’) Q%E:O’)&?O% 20CeN Shell
C f t ocC C C (‘00 C o o "l C
onfiguration $E03C c0poagC:dCEse0y §a3dloopdn
C C

Dotfile qp@é Bésocoaoo?ors%éeoao cra@'): Tool quLeﬁ RUEdYPEED -

® bash - ~/.bashrc , ~/.bash_profile

® git - ~/.gitconfig

® vim - ~/.vimrc TQ.(r: ~/.vim folder
® ssh - ~/.ssh/config

® tmux - ~/.tmux.conf

20Cel Dotfile gpzad 80503 0sO0M| BG3§300C0s0:1 LOELDM 03[%) Folder 0002030¢
E’IP" T 8 ° q? Oql '?oo ‘?@“ e T g T [+

S

ek}

co3§](Gs Veersion Control (Git) [4¢ ad§:05630m0 Script qps0 3209:(g|s) Symlink gjo>a005 co2:00

(.;]Q)éll Qﬁo% Bl(\?{)[%ég[g(% GS’B’J(YSU'] 33({1?[360’.”3(;{3&:”33 eﬁ]‘%éo’]méu
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Cc [ (% [ C C C o o C C C C o _C o C . [}

* mbzcq wwm@c:: 0053200000):A) ocespmoo&‘gsaa’] 20éel o)oo[_gloo Setting qpz0d
C
¢

o
8§00 Czg[00 [[gCepdn

o o

c C o [ C C o . o co _C cocre

® wsa MmO maco@c:: epo2pYesepPyesy Dotfile gp:o zaosmcx?oéf,c[gg 33098
e3nE mq?:oo&s%éeéu

° @c@)&:saaiqp:n% sa?cf)saom:@l%é@é:: Dotfile qp:o'f:) 20Cel ng.%tmlcm 2000063

C C ocC ocC C C . . o C C C C Cc
0DOBOYPM C0§:000:090360 00 @osp Version History ﬂeq?@c:oo@ 6§)§P030000 30§
emof::e%;o’]ooéu
o

X NP c ¢ [ c c oc . o c
Dotfile (:lP:OOO’gC U_‘DGUg oogogc:oagoaq?&?:u 3’03‘?0303 Documentation E{P: O%GU_BUJ man pages

o o c c Mc c . o oc c
(https:/fen wikipedia.orghvikilMan_page) 43 ©0DG) @c:@c 20CeN Tool Setting qp:d ecxgcvmlco']ooeu

C C C o C cC_ o C i o C C
33@3: $P0300050009ED VFNELOIVIVIVOYM 66320200360 Blog Post 4Py ﬂ)e%owoojsa[%c:
@6oaéu o%sa@& sa[goso%qp:eﬁ Dotfile quor% o&esprﬁ@éﬁ]@&z@{:mé: :D&)T?%&ﬂoaé -

. C - . o C
GitHub eale Dotfiles Repositories (https:/github.com/search?o=desc&q=dotfiles&s=stars&type=Repositories) colé:

qp:ogm’? §pe<gecrg§]%66]oaé — 3?0?:3’3%3:35?: eqo%:o:o:oj)eo;n repo 0’% 5_9;
C ocC C o C C Cc o C N C

(https://github.com/mathiasbynens/dotfiles) @@ﬁ]%ctﬂ&)&? (QBG:D’.) ﬁ%o(.)i)L(.OODJGL]GPOgC [EbIn]es) ('YIZE.,OIZE@CQ
0(g|9$ 32(03(g|0loopd)n o|esepoRE0Rd: (hipsiidotiies github o) F20I0EE0D T2{|ODITCOOOGPLOD

93 [oloopon gjefspoRCaop: tpsdidotiies gitub.a) 22202 Al 4P

oc C

ecpm.af,co']ooeu
gﬁmée%smeﬁ eelNplt] et :B):C\?:Q)é mégo‘éeﬁ Dotfile qp:o% GitHub ogé zaeu'):@éal? @&éqgé

T
C C C - N N . . N
61§ UJCGO%CD’)E@LS]OD& - Anish (https://github.com/anishathalye/dotfiles), JOn (https:/github.com/jonhoo/configs),

Jose (https://github.com/jjgo/dotfiles)ll
Portability

D fl o 20 C R o C N C C o o C C C
otfile qps 3209:(g|epo3C [§|e0R8 60§60 32805330 EMHI2GP:3(P:aE 3209000
:13[3_;73351 (goeo— Operating System o%eo?of) Shell q‘;@'):eﬂ%&z) Setting qp: %aoéee@@&@&:

C C o . o =] C C ~ C ° C C o cC o
[4®o0p5i 325,607 Setting 4pz0d a3:(gH: ©AOCDI0O0xCAM 323)3(g|q|C0RY F23lY||:c0pd: §
20500

o C C C C C o O C . . o C C o
) B9320900 cgUdMEDLR) CppRrRS324|, §dloopdi Configuration $Em econmHsvzClm
if-statement qp:&é o'ljléeoa:) Logic qp:rr% saofgs[gl%éo']a)éu gued

3%3@)3 (DOS%”’)SCQO’.) $C

C
m
o

C C C C O C oc C
3?3:@9 20ce Shell 03C 6320M0IZ0YCE eslzwo:%congu
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if [[ "$(uname)" == "Linux" ]]; then {do_something}; fi

e j3 C o o © C C
# Shell oa:@’): 061 oqP0p 820 o@eso:@c:
if [[ "$SHELL" == "zsh" ]]; then {do_something}; fi

# a%:[%a: ®(r5mep_,5 (hostname) 330305 oéeao:[%é:
if [[ "$(hostname)" == "myServer" ]]; then {do_something}; fi

Configuration t%f:m scoomdeoz0lon include qp:o% sa:f?s@ld]u goensao:@{: ~/.gitconfig 03¢

6320054 Setting 03 @

[include]

path = ~/.gitconfig_local

o C C C -] C N/ t f _L _L ocC N C o C C GD C S tt ° o

CREFIM OMDOOOI0GC -gitconfig local (COOY MOMDI20RM 303304, Setting qp:a)

5o0Cam0:&E O 0 032008 Setti s R itor 03@) 005)9@605 03§:0362000:8E
00PYAYC2a0D:SCLIND PO CY 300§ Setting Pz Repository 00s(Fds =1 $2 30002
Cloogbi

C [o C N C C N o o o N _O C C C

gﬁzaoﬁzasow&)) 0goge (%)@32603)(\)83 Setting 329]|,07 ©|600:PCY0PY 33l0xCCOPd:

° C C C C C ° C . (o (o C o °
%w:octﬂoa@n goe'xms@]c bash SC zsh s©200):00C Alias 0D C2 0DDIOD PO Q|60IY3

L ° 1 e 1 L L o L L L

30l wEDM  .ali OEDNE 6 oc)@ 0EsD00d:5 6320000 Block 03 c02000E30008
? o 27 .allases D 3 Gla o|Qe PCT D Log ? @ 9 Ce o

8¢ulaoodn
: 2

[

# ~/.aliases GC so]eg] oéeao:@: so]o']no w3x0wol
L 1 il 1 L L
if [ -f ~/.aliases ]; then

]

source ~/.aliases
fi
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Remote Machines

P o C C C C C R S o o o, C 0o
rogrammer q:3268(4E 6509 30ZCRE Remote Server gpz0d 3209:[g|co (03000590 38
qps[gpzco3dlaopdi Backend Software g0 006208q§ 360205 38 [§Ewnze00 030dg0de
(‘u C t t t o C C '] 00 C R t S o o L C S
96260 (computation capacity) a332000p932314|:03¢ Remote Server gp:ad 3203:(g|q$ Secure
Shell (SSH) o'f:) sfaa"?z[glqeé @o’)o’]saéu 3’3@'):60:0 Tool qp:(@oﬁéoé SSH ooé 803@105

@Eeoé.géo)&" @893“00@6 600QD0m26)& 300§ 00§G:§0laoaN
SCQO3 [CE:0(YC 6QY 363 320Q% O25PsqOlOR®

c o [ c ¢ c c oc o c
Server 092 ssh OCGGT)(TJGT?S?O’JO’J GS’B’)(D(;]S?ODC: Command o runqd]epj -
[ <] 4 o

ssh foo@bar.mit.edu

Qﬁ&?spog& @J%Bor%ooé bar.mit.edu (36200 Server e:mn%ﬁ User foo 39@03 ssh oéeﬁ;

@l:mze§[§8: [§o3:oéu Server 3200003 URL (D bar.mit.edu ) 9900900 IP address (RUed
foobar@192.168.1.42 ) @E oacf)eosgéd]oaéu e@(ﬁ&é:ooccz SSH Config felelos) @630&\0)060']
° 1 L L o L L L

™ ssh bar 07 D[4S 0Cespad8coopiad 6oy [gEqdlepdi
? A% P ? €93.5Cq0eR

Executing commands

e@)em ooo%eclf&@ooé SSH el 33516160903??3 Command qp:cf::) 0%0/5%05 run%éoo 5 063

9

5

.—80 o

C C C o ¢ [ Y
Sfes) @oo’]:)a@u ssh foobar@server 1s U?sl]mo']m foobar e home folder 320C:3 1s

"

ruNa22E2d @1503 51 GC20005 Pi eqp%scr:co 5: 3200000080100 °|086@'Jc ssh
R0 RN GCE20 Flp SPEOORs [ G 2R s
C C o C C
foobar@server 1s | grep PATTERN 20p0 Remote DM 1s outputo?Local DMAC grep
C C cre C C o
0060:000 [0[Gs s | ssh foobar@server grep PATTERN 20p0 Local 95059 output 05 Remote

PMHD eo:&ﬁ grep o&eo:eé @&oaéu
© o
SSH Keys

o o . . C . o ° o C C
Key @ 336@9603’) Authentication 20 Public-key Cryptography 0 3309:@@ Server o) ocespm
eporgf: Private Key 0’% sfa[géoé oceo%e[g:ﬁ Client é 05:03% Private Key %e@éz oa(ﬁeoo@
C

Cloopdin o)) $p52(4E 600632C 0ETHE: 02005 (password) 03 cdsloaded §ad§00ep ©0d
R D)) $R5YS g [l °T L QOO0 L
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Key generation

C

o N o C o
Key CDOL) (palr) O? (1?0’)0{%61:? ssh-keygen (https://www.man7.org/linux/man-pages/manl/ssh-keygen.1.html) (IL)

run&Eulao S
3 2

ssh-keygen -a 100 -t ed25519 -f ~/.ssh/id_ed25519

Private Ke 0% 3’3@')"03 H OOD'.)%;]O’) Server °O% GODG')O(SG 06@6"6 (YJ)(D(JS $

y o SRP: 519373 QP P °3 RPN
Passphrase 009 2005905000:20¢0laopdI Passphrase o) 32[136(36 {rdweseoqs ssh-agent
P L T R 2 p T 8 $60€§¢ ssh-agent
(https://www.man7.org/linux/man-pages/manl/ssh-agent.1.html) Q('L))QGU%US gpg-agent (https://linux.die.net/man/1/gpg-

o ° oc C
agent) 0? %O?S@[&LCO.’]ODQII

GitHub ofli SSH Key moﬁ?z@@ Push C\'L)f)sﬁ; [gcc:sof:ﬁfzo']m %_G‘?_s[)_ogé

C C o C C C C
(https://help.github.com/articles/connecting-to-github-with-ssh/) G@D@G)’JSG&D S’DSOQELPE(T% C\?OGSO’)C(I{)SGE @‘D

123 .. 0fe coc C C C c o C C C
(G2 Key pair §(Gzoo: [goSCCloopdn Passphrase dlod] 0dean:q§sC D00g§320305 ssh-keygen

-y -f /path/to/key (ferun%éd]oaén

Key based authentication

C C o

ssh ooé eéooé Client qpcf:é 0665[30530’0@[519@‘7% 3‘?@0661‘% .ssh/authorized_keys
c

~Go
(o))

5

o C C . o C O C o ° oc
(gel ooeeo:o’]ooeu Public Key (ga) Remote 0 Mg $ 632H0l Command (gel 33:)?3@[%0

Sloogh -

ssh-copy-id -i .ssh/id_ed25519 foobar@remote

(] c ° o o
O%@U_L)UJ 3’66@9 §&?»(\D@o3’b’_)o[§§ -

cat .ssh/id_ed25519.pub | ssh foobar@remote 'cat >> ~/.ssh/authorized_keys'

Copying files over SSH

SSH coc .0 0n 26 (NI R <] r] C
QJQOJEDCQ} LLOCQ:IP.,O? (T)AD%CCD J §8&08.&:‘ng3 § O OD&? -
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ssh+tee - 33&3050%9[:):?3 SSH command execution js{: STDIN input or%or% orécoogsj cat

. . C C C C
localfile | ssh remote_server tee serverfile U{@l{\?ogc @O:D@II tee

c 0 oc
(https://www.man7.org/linux/man-pages/man1/tee.1.html) 3P0 STDIN © QD620 Output qpP:0p ©C

8.
0o

eqsw):eose@)& ooo%qo’]u

. oc o [ C o
Scp (https://lwww.man7.org/linux/man-pages/manl/scp.1.html) - (I?C 3%90?03 Directory S’BGE‘P(‘DSBB’)‘;O?

M0005323| Secure Copy scp Command 20 5 C\)&e@)é" 3230C20CMD CQUIMEd MWD
REROR [ ° ° i AN iLo °
.%603@6 (c:)(% sasoée[gdloaéu Syntax @ scp path/to/local_file

remote_host:path/to/remote_file @&O']Ooéll

rsync (https://www.man7.org/linux/man-pages/manl/rsync.1.html) - rsync :Dé Local ‘J§(§: Remote @’)3
e ocC n0 C o OO(‘BO C o o (‘00 °B° o C C 00
0RPO6 PYTyPEO) oo)eeoaecgqﬂ%c@o 0o orIJLooﬁ@ch oaooeo.,eo,oo@g scp GO0 QO
6 C:0§0100001 083?@6 Symlinksi Permissions gpzad 08 326003800 §é§5@° e[§°eo:>°eo:n
°o§ 8 3 Y qP" TTtL ° T ° ° °
MeEPIM @rm 5 000C&E005 tial flag m®adeom 326 190gps GloCaoadi
REORRAP? 950 T & --partia g mR o9qps 2
C C C
rsync eﬁSyntaxej;o scp §C eocorlalo']oo@u

Port Forwarding

C C e o C . .
me@sae§qpuogo%)c omel om[%)., Port gpznp $26000C6§600 (listening) Software Sl

C

(3803802050100 Local 0050pCa3g|C  localhost :PORT o36wr0d 127.0.0.1:PORT 0D

8868600500052 Port gpznd Network/Internet & 0305§ 0> oCe (rgje 6200 Remote Server
02503 [k qpP=? Q MDY PPY) 0

o

C c O C C C
93¢ 089 [glopbepdepdun

@ooéo% Port Forwarding ) eeTeS@: e:rss&)qj’lz ej;)]()']ooé - Local Port Forwarding jsc: Remote Port

L L1

C C

. 0O € 0 o o ocC C
Forwarding (32600580503 g€ [03p00l Oypiel 93CaCw o) StackOverflow Post

(https://unix.stackexchange.com/questions/115897/whats-ssh-port-forwarding-and-whats-the-difference-between-ssh-local-and-

remot) © @&o’]wé)u
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Local Port Forwarding
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kg,
tumle{

ssh -L 123:localhost:456 remotehost

ssh -L 123:farawayhost:456 remotehost
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Remote Port Forwarding
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=)
r“’?nef

ssh -R 123:localhost:456 remotehost

ssh -R 123:nearhost:456 remotehost
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° C o . o C O C o C C
32602§)30s 8’36@3’3&?9’) Remote om§) Service &) Port o3 Local ©m§ Port $¢ §/0230M60:600
0Oc L 1 f] L 1 Ie
- C C C o C C
Local Port Forwarding @o)o’]oo&))u Ruen Remote Server opC Port 8888 0D §2:6000C6520Q
. o C o o o o o C C
jupyter notebook 0P runcod:000 s?o']oan @Q Port ge) Local Port 9999 R Forward Lg$
330@(75 ssh -L 9999:1localhost:8888 foobar@remote_server 0? run@: Local @05 Browser O;)é

o C C C oc C
localhost:9999 O% OCG&T)(D @@J&J%mﬂweu
SSH Configuration

cc o c c__coc
(QJ%OU@OD@ 00&2 Ce ‘% 6200 Argument (:”')3

C o cC _© C C C C
@ e:mooo’]@o?cz Shell Alias gpz coﬁsoo:@ B @o) Eooph -

°8
~ho r-80
2]
8
g
Q-
e
)
[S)ed
8
[-g’)
o
S‘z'v
g
o3
3-
S,
Q
8'»
3
9%'1

alias my_server="ssh -i ~/.ssh/id_ed25519 --port 2222 -L 9999:localhost:8888 fo

obar@remote_server"

] (% . oc o ° c 00 c c (% c
206200 ~/.ssh/config ©CM 3’3333[9[33 0 G('TZDCSB‘?G:D’.) §82C\363
[ L L L LL o

Host vm
User foobar
HostName 172.16.174.141
Port 2222
IdentityFile ~/.ssh/id_ed25519

LocalForward 9999 localhost:8888

e

# Config gpsopc wildcard gps nocop_’o 3303 @%&CD
Host *.mit.edu
User foobaz

. C . oc o ° C o C
Alias eu’):ooo:) ~/.ssh/config ({)C(‘Q S’aa?:@ @Cseﬁ 320M 3’3’)3&3’)%]0’)6) scp , rsync ,
C

o o C C
mosh 3208630 3(g: 0§0gOgP:LPOCVPd: o) Config 75 WAQEE(J: coME3Eep Flag gps
C o C C N oc C
33@@ 20032609P0d e@)o:me 28C @c @od]oa@u

o C . ocC o cocf(e C .
:Doo@leﬁtjso ~/.ssh/config $Co3 Dotfile oooasa ® oaooej;oo§c[3., oéel 33[5:7 Dotfile gps

o

sC300 036:2005:8C0100001 936205 WM 3EP:[GO03 g([gadmdulm 3aEomsndedle
T% R 008 lg_,‘)°L 0 8" 3 T "W"@E i L°q~I@ 0 ‘? ole

39[%3"03 23203 20CeN Server a30oogpsl User 32000Gp: 0Caon:e00 Port gp: 3208000509
S 4P E24Ps ge oo 4p? 3205200

https://missing-semester-my.github.io/ 40



FOSS Myanmar The Missing Semester of Your CS Education - Burmese

JloCogni&caloopdil j|o0pden 03053093g]|,05 0gudMESCad(¢C SSH Configuration 4psad
67 °T 21 QP4 1T L2 B T g 9 qpP=a?
9|e0§po3E 2003amedli

Server o0[gé2 Configuration qps0d 3aqps3as(gC /etc/ssh/sshd_config o€ 0205905600§)

ooéu Qﬁeq?spogé Password authentication 0’? 805@63 SSH Port q_pzo’% e@)é:oﬁ@&:l X11

f di o Ccc, [} c 0o coc f] (%
orwarding ('Ti) (gg@ca 3?0?]&3@0%0? @l(\?o‘%c() CD&?H

Miscellaneous
Remote Server of’? q])ogsowr)q)ogé @lecgﬂeo?%em zaatrgcraéej;) (Ygf%q”lcn) 80’308’):@6:I Sleep

[ C o C (o (o o C o C C C Cc C o [
oCag(gEs 98ewrdd Network 6[pEsognz(gEzode(ngpe qjodannde myjogn:(gcs (goaopdn cdaa(ge
Lag gp:eam C\%é"@é SSH a3s @é"e} 32008 B0OQIMOWLS 60100051 Mosh (https:/mosh.org/
g &:U)o 2CYC L.,Sl 5€ 0:? L” ¥ H & (https://mosh.org/)

. C o 00 C c C C 121 . o C C ocC
(mobile shell) 20p0 SSH M 0O 6000CY$630C @lc\?oooau[gu Roaming §]00s0m@qPsl 00C:69Q)
o:uog):ﬁqpm% @@é%{:m chf:@%e:m Local Echo or% eos%)&:%f:d]oaéu

o C o C C C C
329)|,6970 sfaegsae:fqpsogc Remote Folder o) Local o¢ Mount c\?oooasgc:m saaace@
dlo::éu sshfs (https://github.com/libfuse/sshfs) ooé Remote Server 5?] Folder O%L Local ogé Mount C\?Geo:

ocfre . C o co ¢ C coc C
§¢(Gs Local Editor [§C 0305§05 [§Esoc&ceodloogdn
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Shells & Frameworks

C P o C C C C o N C o N
Shell Tool $¢ Scripting 32QC:03C 32 o;)@q;us?n 0?.,03@6033 bash shell 396@30.,0? [=levTavats)
C o C

C o C C C C C
@Lﬂ&)ell O%GCD’) qCSU)O?U) 00D easqloaosp ﬂ&)& eu?ood]u

eoe:):m:@(:: zsh shell o;)é bash el Superset @&@: (ﬁ(\)L;]OCCIGZXD S’aeof:e[goaé 395’]616
4Psg> §iloopd -

L l?éz) o)eorSo:“eoao Globbing, **

® |nline globbing/wildcard expansion

o mc\"?zed](r:: 39 [96305«303@63

o (‘i)e%emoé:eg%e:)o’) Tab completion/selection

® Path expansion ( cd /u/lo/b 20p0 /usr/local/bin 03 03:3]ag220p0)

c

C C [ 0 00 (o C c
Frameworks Clekienteslevtost 20Cel Shell 0 QOE0MCEY eod]o::eu 66 0§:02:600 Framework

o
o . - o c o c o,
33%”9?3 prezto (https:/github.com/sorin-ionescu/prezto) 200VI0D oh-my-zsh (https://lohmyz.sh/) O% @G[Ebul

[ L
o £ C o 00 C . . . .
:D:@J: sao']sloelp:o? 320§ 0100226000 zsh-syntax-highlighting (https://github.com/zsh-users/zsh-syntax-

highlighting) a‘éeo?cﬁ zsh-history-substring-search (https:/github.com/zsh-users/zsh-history-substring-search)
o cC O C - N . O o C £ C o N
THcopds ﬂ@oap_qu fish (nitps ishshell.coml) 03336200 Shell gpsogC gﬁsao’]qo 335”')033@3, 900
C c(e C C
[galesteniies] 6]0(:[3:033: @ooo@u
® Right prompt
® Command syntax highlighting
® History substring search
O o .
® manpage 0 sae@aeoaa flag completion qp:
L
° QGOBOqJe:D’) autocompletion
® Prompt themes
F k uo 2, C o °(‘ (‘OO (‘Sh”O o o o oc C
gﬁ ramework qPs0p saa?,[glqacgc 20050002 §¢D LWOC20D0 O Shell 0D 6§:60P20FD:60SCAO
C C C o C . C C (e ° £ C 0 0 C
06200 32{ M @oooeu C\?S’BO(.;](Y) Profile c\?o@e@ e@asm ©2)3600 mnqqoqpoo? 0o

002:8E0lo0ndn
°T E

https://missing-semester-my.github.io/ 42


https://github.com/sorin-ionescu/prezto
https://ohmyz.sh/
https://github.com/zsh-users/zsh-syntax-highlighting
https://github.com/zsh-users/zsh-history-substring-search
https://fishshell.com/

FOSS Myanmar The Missing Semester of Your CS Education - Burmese

Terminal Emulators

20Cel Shell B [969063)0’3@03@6:&6390’) oaésaof):@leé Terminal Emulator € 0oCzel
T T TS i T 5 TS
Setting gpPz0d 6§:8|056§ 3237560:00C 10051 Terminal Emulator 3a4j:3202:qp:@2 012025 (3en
QPR ]| W08 § 329|§60:0¢0I0R q||33202:4P:g0 §OI0R (36D
) g . ; . ~ o (‘D C cC O cocC ’]OD (')"
(ttps://anarc.atiblog/2018-04-12-terminal-emulators-1/) §|C3U9 DYDY @@aﬁ.oo S

. C e Cc cC _© ocC C o C C . o C C C C
Terminal o9& <§')eleoflcs ep]sgq@ 39]§07§0:90p0 @osp Setting gp20) 60900 Bcaoc[%c:::o@
c o C cC e C o C C C coc C )
09§ AdeepDEaN slc:js:@lojsﬁ @o)d]oap_qu @ceoc%ceoao 32905324, -
® Font easunSﬁ
® Color Scheme
® Keyboard shortcuts
® Tab/Pane 6con05de

® Scrollback configuration

. o C - .~ 0
Performance (Alacritty (https://github.com/jwilm/alacritty) jeslClSales) Kitty (https://sw.kovidgoyal.net/kitty/) [galen]

. C C . o C o C
6200 Terminal 2004Ps0pd GPU Acceleration 09 600006020 M)
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Exercises

Job control

o ° o ®@ 0 C coc C c 0O
1. ps aux | grep command 9P 330;3@@ Job PID 9P quib, 00200SCE2NOs QO
C Cc C C o C . C o C
6000C29$6000 $pOC0LG DS ﬂo’]ooeu Terminal 0QC sleep 10000 0 ®00C runoli ctri-z
C 0 O (e C C C .
@g Background R %[9: bg @g 20050005 rundli O3 pgrep (hitps://www.man?.org/linux/man-
o ° o o C o 0O € ocC o C N .
pages/man1/pgrep.1.html) 0D :rao?,,[g@ PID ge) §Po’]| aQE$IM PID 0D 0PWOOC LD pkill
(https://man7.org/linux/man-pages/manl/pgrep.1.html) [§(:: 805005(.;]" (8?6”0533(\)(73- -af fIag (:“’_)2(7%

%a?:@ld])u
C 121 (o C (o o C C o o [) o) C (o]
2. Process 0003 e[geeqlc., 6§00 Process 003() 6©01C3|CLY s?d]olaou CTestes) @lc?oe@‘?@ou
Ca&:nC sl 60 & 0D 6EICADCI0 Process 33@5 %of)"@ Oleadn 3305"@ 8¢
aj) g &agioge sleep p enghsopy 2s(g1olepdn s20ps(y3

C C C . o
[2}005] ;‘fegc\)@:d)@?éj;) wait (https://www.man7.org/linux/man-pages/mani/wait.1p.html) Command 0?

39:)”?3@[@53 [Qor)ooéu sleep command O'?L) run@: background process e@:eeﬂé: 1s ™

c_oc, c c ,]
emga?coe§esa’)c @lc?oo I

ad6a” o|spdec0dz00pd (g bash session © eodlm @z0Ces(qdli se[oPpéien wait®

C N C C C C C C N . N .
20pd child process gp:3030bam 32000c0060m6(0PE [§d20pdn “kill® command el exit
status :)apé sm&@éo’]m zero @8@: esm&@éo’]m nonzero @&o’]oaéu “kill -0° oaé

. o C C o . C C C
signal edeoobcopd: process o§dlm nonzero exit status e0sopd [§oo0pdN
C 0o C o [© (<] e C c oc C ~ . . N
PID 00309 com3(ds a3 process o[Geog|s eo&aDCic0t0p) “pidwait’ wvyesleom bash fu
nction 063 eqedli CPU 3200000 ©[gocogs “sleep” o3 3203:(g|dln
T q“ Gl‘? p i 2°Yl

Terminal multiplexer

[ Cc o 124
1. Qﬁ tmux ODC&?AD) (https://www.hamvocke.com/blog/a-quick-and-easy-guide-to-tmux/) (')? GC\?C\)’JBQ gﬁ
£ . . oC 0 Cc(o ¢ c c
saaagglpj (https://www.hamvocke.com/blog/a-guide-to-customizing-your-tmux-conf/) :rao?c: 0)0)@[0’) BC&)C

c o
‘?&7’3(7? GC\D)C\D'J(.;'II

Aliases

1. 0326018 22§ H3200038] cd 03 eePOfaN:coa§ dc VDA Alias 0003 WsI:0lI
) r° “J"GL] @ L°GP ﬂo"sﬁ i L§°
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2. history | awk '{$1="";print substr($0,2)}' | sort | uniq -c | sort -n | tail -n
10 ™ run@ zaof):zaqp:sé: Command 20 5 eloa@: WC0I300MH S'aeéor% Alias qp:
L L L L L L Lo o L
eq::):n:(ﬂu (oao%@leﬁs— gﬁoaécj;) Bash 330905 @&weﬁ ZSH oi’l):(ﬂm history 3202¢

history 1 U?Of?zo’])ll
Dotfiles

Dotfiles qps [géaoé@d]&;u 1. 20&eN Dotfiles s'aorgog Folder 0003? w%o%:@: Version Control (Git)
Ei 00l 1. 0§08 S 3505:20: 003 (DVED- 20CeN Shell) 32000 Customization GE O POE:0
[ - 0f10§| P5RE 2 (B <4 L 29¢:
00CQ§ROIM PS5 200D9DE) Prompt [§EanE[GE209a3 cgudapeam 3aep [§oSCUloopdN)
( a9 (S L 9029 P T o iL P T 2

1. 005 doaC Dotfiles gpzd @reorm 050C&Ewn5 §25:006:00 [96so&ﬂu (foéooés%

- 0M3000¢C DO QPR (9$3°5% TCOR §2°° T L L
BRM 1n -s eaTeo:ooé Shell script o%eu?orr) 32003 Utility (htps:/idotiles github. iofutiities/) rfé
ma?:@l‘%.éoaé)u 1. oocel oof)sof:gf Script (7% Virtual Machine 33&)030303§036 063000011 1.
0305?] Tool Configuration 320(\?0'?3 20Ce Dotfiles repository o% e@)é:eglao’]u 1. ooCe Dotfiles

QP GitHub 03¢ qgconcdl
Remote Machines

c_c o . . C C C o
gﬁec\?qg&?,zaogm Linux Virtual Machine 0003 06=0&d (@0

o
S’BG@’)&% 933(5'('73 mﬁwéa%@ (https://hibbard.eu/install-ubuntu-virtual-box/) ('T(Z:) @&itﬂll

1. ~/.ssh/ :)% og):@: SSH key pair §e§ 0063020l e?}o’]m ssh-keygen -a 100 -t ed25519
C C C ° c o c ,0
@g o?oouaoflu Password $C ssh-agent sa:p:@leﬁ 39@@[6]038 (3en
00 cocC C
(https://www.ssh.com/ssh/agent) (39[ @@&LCO’]CD@)II

C C C

[ c o
2. .ssh/config OgC GS’b’)O’JOI]S’BU%C;’w c‘O;:?Cfil.) -

Host vm
User username_goes_here
HostName ip_goes_here

IdentityFile ~/.ssh/id_ed25519
LocalForward 9999 localhost:8888

3. ssh-copy-id vm o% 330{3:@@ Server o?L) SSH key O'IJL:OT'EG]M
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4. VM og(‘i python -m http.server 8888 (r% runﬁ Web server 00oColi 380306?

http://localhost:9999 OE)L) ocr:ee[)os)é VM Web server (Y% @éd]ll

. . o o . : co o [ P
5. sudo vim /etc/ssh/sshd_config 0? E‘”C\Eoﬁ PasswordAuthentication 00:?(330? GE\PC:C\)
oo Password Authentication 0’?3 3boll PermitRootLogin oo:?(%:o% e[?pézﬂ Root Login o’%

3050l sudo service sshd restart @6 SSH Service 0% @$®&|| SSH @%Oé@étﬂll

6. (o%%ee'rﬁf) VM 0gE mosh (htips//mosh org/) oof)aoé@: aj’orr)emﬁdlu ofée:p(rg Server/VM el
[} ¢ o0 C C C Cc (o C o C cocC
Network adapter 03 (g|o5c3a5dli Mosh 205 0oEze 3230C6[ggn [g§00pd gjodannd8cdl
2000311

oc C C C Co O 1]
7. (o§esT(J-_3) SSHopc -N sc -f flag qPz2 3200000 e@m[ﬁu Background Port

. coc o
Forwarding @p;o@ceo:o Command 03 t}pego’]u
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< - € cc ° € o° ° C i
» External Links & References (@co QOCIYPSC MY MYP3)

</tbody>
Resource | Description URL Micro QR
1. kill https:/ilwww.man7.org/linux/man-pages/mani/kill.1.html
2. fg https:/lwww.man7.org/linux/man-pages/manilfg.1p.html|
3.’bg’ https:/iman7.org/linux/man-pages/mani/bg.1p.html
4. jobs” https://lwww.man7.org/linux/man-pages/imani/jobs.1p.htm|
5. 'pgrep’ https:/ilwww.man7.org/linux/man-pages/mani/pgrep.1.htm|
6. ‘nohup’ https:/lwww.man7.org/linux/man-pages/mani/nohup.1.html
Ua a«p https:/len.wikipedia.org/wiki/Signal (IPC
8. ‘man signal’ https:/lwww.man7.org/linux/man-pages/man7/signal.7.html
9. ‘tmux’ https:/ilwww.man7.org/linux/man-pages/mani/tmux.1.html

10. " 205 Scrollback mode 23
ofupbu odemad ~ 206)
OB RER g

highlight t.\’{u[s: suq) copy
o el D0 T¢

me§E0dN + 2033 Pane el

33C33M|Cs OdYP: e
oA

209 3 6[YpEscuzudn

t?e:; G(\?mt\?tﬂml[ tmux

e Lo o o e
D6c[oPpés 22033) |6 E§sm

11. gﬁm(‘:a%:m https:/llinuxcommand.org/lc3_adv_termmux.php

12. screen https:/lIwww.man7.org/linux/man-pages/mani/screen.1.html|
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Resource | Description URL

13. alias https:/ilwww.man7.org/linux/man-pages/mani/alias.1p.html|

14.8 https:/iweb.archive.org/web/20260329133158/https://blog.flowblok.i
e d.au/2013-02/shell-startup-scripts.html|

15. man pages https:llen.wikipedia.org/wiki/Man page

16. Dotfiles Repositories -
sitories

17 590 https:/igithub.com/mathiasbynens/dotfiles

18. g6 pRE s https:/idotfiles.github.iol

19. Anish https:/igithub.com/anishathalyel/dotfiles

20. Jon https:ligithub.com/jonhoolconfigs

21. Jose https:ligithub.coml/jjgoldotfiles

22. ssh- keygen https:/lwww.man7.org/linux/man-pages/manl/ssh-keygen.1.html
23. ssh-agent https:/lwww.man7.org/linux/man-pages/manil/ssh-agent.1.html|
24. gpg-agent https:/llinux.die.net/man/l/gpg-agent

25. 56.?&1:035 https:/ihelp.github.com/articles/connecting-to-github-with-ssh/
26. tee https:/lwww.man7.org/linux/man-pages/manil/tee.1.html|

27. scp https:/lwww.man7.orgl/linux/man-pages/mani/scp.1.html

28. rsync https:/iwww.man7.org/linux/man-pages/mani/rsync.1.html
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https://www.man7.org/linux/man-pages/man1/alias.1p.html
https://web.archive.org/web/20260329133158/https://blog.flowblok.id.au/2013-02/shell-startup-scripts.html
https://web.archive.org/web/20260329133158/https://blog.flowblok.id.au/2013-02/shell-startup-scripts.html
https://en.wikipedia.org/wiki/Man_page
https://github.com/search?o=desc&q=dotfiles&s=stars&type=Repositories
https://github.com/search?o=desc&q=dotfiles&s=stars&type=Repositories
https://github.com/mathiasbynens/dotfiles
https://dotfiles.github.io/
https://github.com/anishathalye/dotfiles
https://github.com/jonhoo/configs
https://github.com/jjgo/dotfiles
https://www.man7.org/linux/man-pages/man1/ssh-keygen.1.html
https://www.man7.org/linux/man-pages/man1/ssh-agent.1.html
https://linux.die.net/man/1/gpg-agent
https://help.github.com/articles/connecting-to-github-with-ssh/
https://www.man7.org/linux/man-pages/man1/tee.1.html
https://www.man7.org/linux/man-pages/man1/scp.1.html
https://www.man7.org/linux/man-pages/man1/rsync.1.html
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Resource | Description URL Micro QR

29. g)) StackOverflow Post e
Q‘ orwarding-and-whats-the-difference-between-ssh-local-and-remot

30. Mosh https:/imosh.org/

EzmE
31. sshfs https:/igithub.comllibfuse/sshfs T

[Ers
32. prezto https:/igithub.com/sorin-ionesculprezto

[=]5, =]
33. oh-my-zsh https:/lohmyz.sh/

=
34. zsh-syntax-highlighting https:ligithub.com/zsh-usersizsh-syntax-highlighting

35. zsh-history-substring-
y 9 https:/igithub.com/zsh-users/zsh-history-substring-search

search
) EE
36. fish https:/ifishshell.com/
[
37. 5(1;) https:/lanarc.at/blog/2018-04-12-terminal-emulators-1/
38. Alacritty https:/igithub.com/jwilm/alacritty
39. kitty https:/isw.kovidgoyal.net/Kitty/
40. pkill https:/iman7.org/linux/man-pages/manl/pgrep.1.html
41. wait https:/lwww.man7.org/linux/man-pages/mani/wait.1p.html
. P [OF 750
https:/lwww.hamvocke.com/blog/a-guide-to-customizing-your-tmu -
42. m)m20CYyps B
gﬁ 9P x-conf/ i
O}
O 0]
43. :naﬁ:@l Utility https:/idotfiles.github.iolutilities/ 1‘;
O
c e [OF 0]
44, gﬁmcaf:m https://hibbard.eulinstall-ubuntu-virtual-box/ 4 ¥l
=
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https://unix.stackexchange.com/questions/115897/whats-ssh-port-forwarding-and-whats-the-difference-between-ssh-local-and-remot
https://unix.stackexchange.com/questions/115897/whats-ssh-port-forwarding-and-whats-the-difference-between-ssh-local-and-remot
https://mosh.org/
https://github.com/libfuse/sshfs
https://github.com/sorin-ionescu/prezto
https://ohmyz.sh/
https://github.com/zsh-users/zsh-syntax-highlighting
https://github.com/zsh-users/zsh-history-substring-search
https://fishshell.com/
https://anarc.at/blog/2018-04-12-terminal-emulators-1/
https://github.com/jwilm/alacritty
https://sw.kovidgoyal.net/kitty/
https://man7.org/linux/man-pages/man1/pgrep.1.html
https://www.man7.org/linux/man-pages/man1/wait.1p.html
https://www.hamvocke.com/blog/a-guide-to-customizing-your-tmux-conf/
https://www.hamvocke.com/blog/a-guide-to-customizing-your-tmux-conf/
https://dotfiles.github.io/utilities/
https://hibbard.eu/install-ubuntu-virtual-box/
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Resource | Description Micro QR

45, 39‘) https:/lwww.ssh.com/sshlagent

\pagebreak

# Course Overview + The Shell

* % C ('** C (‘a o C o o C C C C C o C 2, \"n
>0 32509||0 - gﬁoacoo‘?en? oac@oeeoaepa&?’ § 2§ PSS Shell 0 ©mC @o?e@l‘?@,
a3 ecgamdli

o {=html}
<div class="video-card">
<div class="video-card-header">
<span class="video-badge">» LECTURE VIDEO REFERENCE</span>
<h3 class="video-title">Course Overview + The Shell</h3>
</div>
<div class="video-card-body">
<div class="video-preview-container">
<img src="file:///home/runner/work/missing-semester-my.github.io/missing-
semester-my.github.io/ebook/assets/thumbnails/yt_z56Imr9z34Q.jpg" alt="Course 0
verview + The Shell Preview" class="video-thumbnail" />
</div>
<div class="video-info-container">
<p class="video-desc">Scan the QR code below using your mobile camera or
click the link to watch this full lecture online:</p>
<div class="video-qgr-block">
<img src="file:///home/runner/work/missing-semester-my.github.io/missin
g-semester-my.github.io/ebook/assets/qrcodes/yt_Z56IJmr9z34Q.png" alt="QR Code f
or Course Overview + The Shell" class="video-qr-code" />
<div class="video-url-details">
<span class="qr-label">Direct Online Link:</span>
<a href="https://www.youtube.com/watch?v=256Jmr9z34Q" class="video-ur
1">https://www.youtube.com/watch?v=256Imr9z34Q</a>
</div>
</div>
</div>
</div>
</div>
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B0 M([MUSE qpdgudx M (Motivation)

C O o C C c C C SN C C C o
Ryloma8gopmgEapsaact(gé npiyoqpiadpd 008lodeded [glopbeoops 3acgdypiay
o C o C C C c C C C cc o o C o C
8’3(\?8’660:“’309 o;{@eaoocglmeoospogc 3?(\3§60’.D%)9o6@’)co (78]%00’.@ :D@L;]:Dell O%GOD’)
C C cc o o C C C C 00 O O C OoC
gﬁsaqjmooe (TOJJ§L()O?° GG]_S:)J)ZGOJ’) UGJOG]_GQ:U)&S’ﬁ ogmqlmﬁfqpssaogmoaoeml 890% (T?ODO?C

C o 2, C "l =} C C (‘0 C C
()’6)‘?({]"_0’)’)0’1) 323[%@}? UgCO %&?Og’) OD(TJGST)O’JG@')C:. e@osm 6(?6(\1]?6«?0)0)@03?_}3"
c C C oc C C o o C N cC oo C C GD oo C °
Rpy075¢ 200555Ce0m wpbadE) [Jawpnfuat elynliepapt ¢ sacpbogbeo(y: §§ goecg:
C o C

.0 c.o¢€ c tool o . R o c c €. _00¢C
[<een) BODD@Q:IP“O? G@ﬂ0u§LCG®Q@ 00l quungbmnqjjuﬂg)ﬂ? ogﬁoo') C\)(DO’J‘DO’)QLOQC Glﬂ%c

(% o C cc o C C (o o _C L; (o C C o
Jloopbin adeadd RI§003325D FYP:p0Rd LOC: tool qp:el 3280530 E: 34p0:c006 30
saoo[g @@l 3900323 [@ 6006 2000323] 32E0$0HE command QP:ad 32OICOMMOE) ML

224l ° [ oﬂ.@ ’? T (’].P"L QO2M MY L’

L
O’I.E:CDé (copy-paste) [gla?f)éjgjoao moﬁe@)(ﬁ@:@wéu

Qﬁoof:oo%zooé Qﬁ[gooocp(fé e@ﬂé:sﬁ @lw&sq]cf) @o%o’]ooéu

c _00fe o o C o c_o o c 00 o ¢ c 0
20C 03?1[920332 tool Eﬂ')go’i_) S’DCDGGPODS?S 880% %ngjq@&?l GBgﬁ tool SBOOCQOQC:O% tool
c c 0 c__C c o c o 00 0 C OC 0 00 c
3330@(:”33 98&2 OO@OQC‘SG]-@EO? OOC@)SGU‘;C\?@%I QB(Q(DO?C tool Q{PZ('Y? LBQL GC\?C\)D?PG%)GP?
¢ c e ¢ o ¢ R c__c . .9 c c _c ,] c c 0o
(?Q.CDZ (0§O'Jus]_§) OCDSB’L(I)(TJOD§§%E{PQ smeo)eﬁ GgPQ)gO OD[’)_lDII gﬁ&)eﬁ;) (Y6)§({|"_CD')038

]

[}

co c c c o _ ¢ co c c cc ° c c
ODCGLFR.?‘?SO')GE 8’3(:”’330906)0 (\?3’306:?603’.) ODCGLF@‘DODBLQ 03]%00% 0?@86]03&?"
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0Cms: Yopd:0 (Class structure)

c . ¢ o [N f]r9° [N c o c e, . [P c
QﬁODCCYJ§eOgC o} @61@) ODCS?JD’J o] ? O OC[-BD CDCS«?.,@') U)O)?O)OD@ Q@Do 63ICi0 D000

C e C

(https:/imissing-semester-my.github.io/2020/) 6GTORE oo%@loo’):o']wéu w&a%smmé?qc:oa)p_’o :f):@)sﬁ
ccoom&Ceom eé]&o)cqp" @&@eoo%co 521 20C0D§2D00 0920005020036 WBE

g T ° 8 ° g" ‘?" T’ 81 324

(o c Cc o 00 (e (o C C (o C (o c C
a&a§en0l 36[PCizaepypzod 03§ (G[gdo0pdun vrzoagzepd [gouloopdi aoasie vade

.9 c oc. ¢ oc [ C <, [ c r] c _c [ C c
qJDQ(T? 33§C\?cqogc Gl%&lCG:DDC\)@oI OOCS%JUD ?OJOL)O;)C O OCG@GO?ODQ)@ C\)m@dgo :Dﬁ

d R o Con € c oo B I ,] c [N o c C .2

(demo) q_]’)u%DO? 33({):?0(1)(%0 CDC@)QGUDQR'_).,QQ @OU ODBII (DCS§D®') GL](YJ(YI_?DQJ(D u()?
C c oc c c cc c

(\383 3’3;?(\?0206)C [ea]e1~10}{e 0n}{2] @‘DO’]ODEII

0 803 0Cas:00 90 93203C: F6[TPEsTEPPrgInd Y&:(§|8EqSF [F|zomza00z20(4E
c _C C c ocC C C 0o oc c 0o C oc c

20&a§zongpzoopd 309§ 05000p5:0la0poN 88el 6oL 32§ 53UI§303C: 6COCNECYS

20300 0C8§200 0OIBARE 328 F7|DYP:H CVG2§E0EEAM 6CYM|Ca§:yP: loCloodil
c _C 124 C c o C C . C C C C c

20Cag:00gp:32(§e03¢ e6s(g§:0300p04p:za0305 Office Hours [§japde0zog:05 [§0Cloopn 338

O(‘a C C o (‘D o o . . . d 0O 0 o0O0C "] C
a3Ez0 0odeepMUlm ce:a8§:qp:0d missing-semester@mit.edu o3 9aBEESloopdN

ocC C cC o C C o C C Cc C ~ 0 ° o
3’3%? 330’)?{;{30303?]03@9 33@@330? ODC@')%GOSGQ?) Q)CU)?:U)@?O?O\B tool 33')3(\?30?
3’3603"803 @336@3°§66]" m(f)géoae 0308886 tool OSQU’JUS GS’]&"QC(TO) 8& 08 05\ S

° °T L < 2C8P oL SORM Q9 §M9M9%

ocC C (‘u C o o ('D o o o C C "| C
60000ECHDY saqccsa@@qpmr? 9206000 @o)o 20pdN
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63lczop o: Shell (Topic 1: The Shell)

Shell a%oo) 2009? (What is the shell?)

C c C oc o o o C
656905 M$Y|||0224P:eRE Command sussEea Interface 34|z q@aﬂoa&)l ISt
Graphical User Interface (GUI) gps Voice Interface qp 31 SC ARIVR qP:3200 6§6p03Cs 05 §es(03
:D@u Ges oooa@ 03390 00% OO 33(\):1; 60mCig§603>000:! @lcor 086200 o%f::saoo')
o ocC o
3RE YEOMOP5M MFACOFIADYP: §6500pd—6§ea:60 30003 86 Q ©§200303 0§
065 ©0p0gE2E0M 32358§560:8|0003 602e) B Ul 68 MR§Y|||0PM HB:eVzEMEaM tool gp:
0'% :ra@é:rao afaa?:ql%éel.%a?og(ﬁ 6§)3900 ©2008 zae@@l Interface @&wé The Shell oéo%

(‘a C e . C C C y
DC0MmM 3?3?.,@[6198 @0:}0@"

¢ 33:)5"@ 8E2005 D34P:009¢E Shell 0204|0070 00dY]: 0106@‘4 323]],09€ 6g:q|050

22912 22 QP93 Q097 Q¢ 31 329,93¢ €§:9 P
Shell sa4]jzqj2 O1§ (030001 326202805 03[gp:8Ce00dC0R0: 326(g53a0:(¢C 6209005 0ppd[]

C o C N o C o o C c _C C C c _C C o N
20p0—0g0geYPM Run ! Output 4Pz @@ﬁqﬁg 0$000M| F2CPVYPVE$ 3PCIVEES U3
o200
a)|90C9§:0203C Bourne Again SHell 0300705 3209607005 “bash® 75 3800 oz 20E[0P:60

o C C C C 20 °°°Sh ” o C C (‘Q° (‘BSS C
e atCTen) @ooop_qu Qﬁoa@gn 32003324 :aPs Shell gPs3a§0 ooo?@o[g., woc:el Syntax 2P0

C C C 0o 0 C oc C C C

33@3 Shell saqp:psc eocorlnLo']oogu Command g0 §O0PIS$CEaD Shell Prompt 9copog$

.
fertenles) oooeézo:o Terminal 003 C\O)s*af)o']a)éu 20&el 00O mE Terminal d]oé[éz@oc)o']og)&eéu
o o L L o °
o o [ .
Shell 03 2223:[g|[3¢€: (Using the shell)

Terminal 03 0CcOO3H2000323] 63O VIZAE: 60 @6 ©05 Prompt 03 6026005 @0303 5-
L 05 1 T &9 L% 7 00 61 &?, P T cﬂ &? 8

missing:~$

ﬁoa 5uo Shell el 328m 2008 Interface @0303 51 2060005 missing 232000 0HeGloE
Q @J ° E 8 9 D &? [+
sepm§e§(G: S8eN “Current Working Directory” (00§ espad§e§eam Directory) & ~ (Home

o [ c [ c [ [ c € C [« c c
gﬁ SBO_EG(D')(D) @@G@DC& GLO’)[QG:?BC: @@OD@II $ :DGO’JOJODB CDC:D&)' Root user G(IL)CD
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C C C C C C o C C C o 0 C C
s[0pCs s0d(ges(gCs [goo0pdn o) Prompt 03¢ Shell 9 328> UOeWHURHEE) Command 5 §Ad0R)

8E0loondN 3’36@5’;33 252 Command &2 0§0§60d303 Run @6" ©2025-
T @ O’{I r° T 6|] 61 T L ° @

missing:~$ date
Fri 10 Jan 2020 11:49:31 AM EST

missing:~$

e dat o (‘OE t (‘\90 (‘D Co C\ C oC 0 0 cocC by C
8egepen date 0§0gSAD Execute apO3(Gst LC2M VOO §AOPSE 29§75 §OSO[Goo$20R0N

1
o C C C o C o C (] C oC C
@EFIM Shell ™ 33@): Execute 0000 Command 0 coLe 6000C:3p00I Arguments (0’)§ss]c/
[ L 2 L L 1

B c“C d o E coc c
8’36]?)0%)3[) Eﬂ')e«?g(.\)&)’o omman 0’.L) XeCUteC\?U‘%COD&?-

missing:~$ echo hello

hello

T)|e§6poRC echo 0§0qdIM: hello =020P) Argument (¢ Run g Shell a3 SCzeo3(gc:
[ C o C C C o O O C o [ C C o

[§920p51 echo 0§0g&apS GE:ad Gadndeam Argument 03 [§§0pd COCELE{ Y|
[9109 5005 Shell 23p5 Command 03 um0g05 (whitespace) 4pz(g¢ [Fpzs) 328yP0d66(G: vaow
20z ®(D’J:C\§:3facf§f:: oé:]oeléo% Run Q e@(ﬁeoo%o;.} o:an':o:c\i:?:elpm?g Argument 39@& eosféooéu
UMAROd QU0 Facn: W6MOYP: Cloceom Argument (Rued “My Photos” 360§ Directory)

o o o C C C oc C o C £ C
603000l '+ Bewdd " [¢¢ 3p06LIECA ( "My Photos” ) AIL0LIOd DIEMO1 6§,03€ \

éeo:%éoaé( My\ Photos )il

o C Sh ” C o C o C o o} cC o C o C o0 oo (‘u
026220 Shell 2P0 date 2)OUP0D echo VQOQEYPMD VPO §PEYEEPIMD BPIA) TD§ ARl
C o C ~ O o C C c _C C C C C -

Shell 20pd Python 9900702 Ruby 03006200 0§ N§E3ECE VODOGINY COIDD @o:aoa@g Variables
qp:! Conditionals gpzi Loops gpss¢ Functions gps Gloc[og00p51 Shell 03¢ Command gps Run
2000323] Shell ™ 328(P0S6WHBN) MS F6VEC:0) 6620756 B& @503 51 Command
& 5 2 FDEECUI0P 6QINCH(IC: 2
C C ea c K d N C o € © '] Sh ” C "r C o C N C
00032000 20320§ Keyword gp:s¢ ommpovlmi Shell me0logC 0§ogoYyP: §PeYqoR

Directory @0§Cs OloCeam $PATH 550000 Environment Variable 05 ©06a0:01a005-

missing:~$ echo $PATH
/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
missing:~$ which echo

/bin/echo
missing:~$ /bin/echo $PATH
/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
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o C ~ 0 C s n C
echo command 03 Run 20p)323] Shell m $PATH 03§ : [4C [gpsconie000 Directory oo Cs
C o cCO OC O C o C ,0C C C
QP33209C: 30O YT PSYO I eogaﬂd]m Run s0zo0p0 (ttocoag Executable @]o)o']m)u
C C ° o C C C oC E t C cC O h . h o C C oc ’] C
D00DQOO0ODIEIN VNG VPO YT Execute @]o)oop_’orr? which 0g0qo [Qg §peyscouloopol

$PATH (‘f% erqf)og%;@ 8{)6@'5 C\)&ze@')és (path) za@émo:) eo:ﬁmég Run %f:d]oaéu

Shell saorgé: méss@)ézﬂ)@és (Navigating in the shell)

Shell eo']?] Path oaé Directory elpseﬁ wése@oéz@&@: Linux/macOS orgf: / 500) 556mCs

Windows o0& \ @Emézem&z é@):ooozoaéu Linux §C macOS 03¢ 7/ codze[opEsood File
(<] ° o Ie o

C cre . C . ° C C c o C C C
System & “Root” (0Ce) [0 (3s Directory s¢ File 3a2:09z wE:63300503€ §[300pdN / (¢ 000C
o O (e o . o C .
6200 Path 8] Absolute path Cp) eaTaol[So 33[5’3,, Path Clekeel Relative path ) earrscl)oaeu Relative
path 005 co05§| 66pAd§ 6§60 Directory 60l 9oopd(Gs pwd command (¢¢ [03p0gSCom cd
command @]6 e[;p&c\i.g&ﬂw 51 Path o€ 2095 COHE Directory 03 r":ﬁ@" 2005
s T [B [} ' 8 ﬂ y T Pg‘?" b A @

o} C . o C o C
oac (Parent) Directory 0D PR§:3p0P0-

missing:~$ pwd
/home/missing
missing:~$ cd /home
missing:/home$ pwd
/home
missing:/home$ cd ..
missing:/$ pwd

/

missing:/$ cd ./home
missing:/home$ pwd
/home

missing:/home$ cd missing
missing:~$ pwd

/home/missing

missing:~$ ../../bin/echo hello

. C C o0C O0C o C o C C o
646000 Directory 3202C: ©p02000 OC/QECORGP: 20000 @@ﬁ]sﬁ ls command o)
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missing:~$ 1s
missing:~$ cd
missing:/home$ 1s

missing

missing:/home$ cd
missing:/$ 1s

bin

boot

dev

etc

home

C mm nd o C fo o ﬁ C Cc [ ] f" N (o C C FI Cc
ommand 32gpzea0pd GE:03eN GeaCEYMM) 6[(PE:adqs - (¢S ooCeom Flags sC
Options gpzod coogé@oo Sil C)erm"@é h 230w0d --help fla @E Run 0loo 323203
p T 82 lJ? it oL =Sy g 4¢ i 83

©D00D8 °O% °(73§6[§:Deo°:)3 (‘” o 1 hel (DGCE')(YSO’]SBO%&" BQ)Q) 5
SQPEO? Q923 s g s --hetp [ 2

use a long listing format

missing:~$ ls -1 /home

drwxr-xr-x 1 missing wusers 4096 Jun 15 2019 missing

C ocC o C D t ﬁ o0 C C C o o C o “u C C
0)|20p060 B 2Jewad Directory &l 32600:805 32|MDI2CVMOYPENY 66H(JEVs(§C: [§oaopdN

° . (‘e o d C . . D C (‘0 C C o C
0COEI: I6|OPCIO30E) 20pd missing D Directory @oe@aco e«o[goa@u QEFM
330 0ds O T’@" 00E3030000 OEQE ( missing ) OEDEEo 300

O’_)C\i)o?C\?oOS’?UQL)?OL)(rwx)Oﬂ e 2022000 QCEC ( missing )I QCSD 200

C oC C C C - N o c o0 ¢ C C
(users ) $C m@ouoijlqpueﬁ N[l gg@lq]m (Permissions) qP30? 320pAM em@ooou@cn

@&oaéu r cj;)Readl w gnWrite ([gésoé[ééz)l x & Execute (Run @53 :1%@0?05 Directory oo
oCeepod(gcs) [go[0g00p0m

° C ocC C C C ocC C C
39[%30 3200:0C60MD Command qPsed mv ((gc Sfae@e@')c,/e&@ca)l cp (({)c mow@cu)l $C

mkdir (Directory 32000 0§03:(gCs) 03 (go(030000M
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o < ° O o ¢« « « ° -
0OQEYPIM q_looaom@co (Connecting programs)
Shell 03¢ 0§0gOYPisE WNHVCEaN F28M “Streams” $03 §0ladpd—w0C203¢0 Input stream
?%(:: Output stream 0'% @&@ooéu Q(f%za’):@é Input @0 Keyboard @5)@: Output 2 oocel w%oa:):
@6 @5oaéu o%eoa% gﬁ Stream qpsrr% mé:e@o&: e@v&soﬁeoz%éo’]wé!

C o C C C N C . . . C . O C C
320000M: me:e@')c:e@ac:m[%c: (Redlrectlon)(f') < file sc > file og@o@oopj-

missing: echo hello > hello.txt
missing: cat hello.txt

hello

missing: cat < hello.txt

hello

missing: cat < hello.txt > hello2.txt
missing: cat hello2.txt

hello

c ocC o o C c o o c c C o C [} 2, oc ﬁ o C
cat 20pd GEP:0d 20050060:600 VYOGS (4D AB[GE >> 03 3205:(g|8) GCel Fad0RE
eamzyP: 000601E:008EClandI
P 2% 2
. . C o . cC 0O coc C £ C
) Input/Output redirection &\ @&:3a0:03 Pipes qpz:03¢ 08 603 [§E8CTlaopd | 20605000005

[ C

o C C o o C C ocC C
0§0§60D3&N Output 1) 3[F: VYOECODIEN INput 32(gd §[0d30MEVEEECA N

missing:~$ 1s -1 / | tail -n1
drwxr-xr-x 1 root root 4096 Jun 20 2019 var
missing:~$ curl --head --silent google.com | grep --ignore-case content-length

| cut --delimiter="' ' -f2
219

° (o (=) (o (o (o [ -
o.?zslcxgu)q?&s oge:saosoom@mew) tool 003 (A versatile and
powerful tool)

ocC

. [ [ oc ¢
Unix ®c?®(:“’)‘.§ODC 32005 OCDCIAC
[ L L L O-°

C o C C

2 & 66 99
& 62 User coocLOM & (6] OO@—UJC‘;JU) root* user

C C R t C C C ° DO C cC oCc o o c o o C N C C o C C C o C
[4®20p51 Root user 2305 0500690938 ©p0202) BCAS63D 0§03:[gC: wodg(gEs [JCanE[gtst
cC o C cocC C o C C C e C c C o [ C
q|o>aBs(gEsqps 0800I 0360 veoDmED YMHBiagp: 6[§De0g§30300 Ho§aI:(YC

o

Root user 32(@d Log in ®0Cod sudo command 03 3203: 20051 Permission denied error gps
L L

@leogﬂd]m Root 3’3@&) C\?(SGSCD&G]_«% C\%S’b{)ﬁ @OSGC\?%CD&{:)II
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03339 Laptop 026 Eel cocionzund /sys/class/backlight 63 MY brightness fede
2 ¢ Laplop 059 gt Sl !
(‘c o o o f‘o C (‘5 ~0C f] C

320QC: ©0008 eqeoa'.n@cn@cu e@')c.,m%co jesfenll

$ echo 3 | sudo tee br

t o C c ¢ c c __c C / oc o . LOC(RE. 2 '] c
ee UGI]OG]_GOD&? roo 3’3@0) CYBOZI?OC\?OCD@Q Sys (.LOCO? GS]_DOJ)0§LC[§C° @‘DO ooeu
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(o (o (of c (o [ o
6$IM 0L VVEIDCHL I FPDOCYPS (Next steps)

wo33| 32635 20004P:ad WOECEEYS Shell 05 3203:(g|0005 (G (§20pdN 6§00
T T ST T 61'? T T° |. 8 '?"

¢ Shell sC 3203:0C6000 Command-line 0§0goyP:d Ga:fr@ j 09 Oemze0m 32000gPM
03¢ TS r° QO8eqPO? 2:919) 99 § o’ POqPO?

503 3203360qPM 3C:6060000) 20E[nIe0iae05 [6dUla0S
09303 P0gzEcqP0d §Es60q0p303 E[aPrevzogzeEd [goUladpdn
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6com|Caseyps (Exercises)

oIl Qﬁoaém%:s%og(ﬁ Bash oféeo?orr) ZSH (f)oféeoao Unix Shell 0305:? S’aail):@leﬁ c\(ézra&o'baéu

Windows 3?3?:@[38 @&(ﬂm Windows Subsystem for Linux (WSL) (https:/docs.microsoft.com/en-

. o C N . . o 2, oc C 00 C C o,
us/windows/wsl/) 2EUDOD Linux Virtual Machine 0 mo?a[gﬁcwp_’ou ©6 2DC6APEIN Shell 33095@[
C C c o _C C c C C . .

G§G@JC: OOJGSDSSW echo $SHELL U? GL]O’J(D@ 00680:0"]" JII /tmp 637_)0’)030 missing
C o . C C CcC o o C C C
32004 Directory 320000009 0§03:0lI Il touch 0§0§&36[PE: man touch [(§& sl
I touch o3 :ra:f)“[g j missing 0O0DC semester 32009§ GC32000003 VE03:01N a1 ABOE
9 d T [ [6] 9 [} &?ﬂ L T ‘? ° 3 L
3’30’6)6 637_)086]350’01){: O’JOSG@J{:OQJ 661:03)30']— #!/bin/sh curl --head --silent

https://missi il.mit.edu 61 $Cod Execute cpd[gpddl (guen ./ ter 0D §ADCODO
ps://missing.csail.mit.edu 9COD D 8 8 ./semester lGl]

C C C C C o (o C C C
A 20We(PE 3200000006(0PE: 1s output 03 0H620:6) §7200p0632E (130NN Qi
o .. (o C C C [
Command 03 Explicit 32[gd sh semester 0 Run [03p0dli 3200056(03pC . /semester opg:m
2000000 Wa 3200000080021 Ol ch §0§6326(0E: sl h
506000 5 2000000005081 01l chmod  0§0§&36[PEs 60l (man chmod ) @1
chmod 03 3203:[g|§) sh semester §odoep 00333 ./semester 0D 0IDD Run §C63C
T L’ lq 6'|] G[) L . It GL] T
@lc\)f)o']u ool | sC > qP(Y% 33:)5@'@ semester o coodedlaoeom “last modified” 610605
L Ie L L 1 o o
0 00 . N — oc . o 00
0 06 Home directory ¢ last-modified.txt ©COOQ eqzoo’):d]u oIl /sys © 00 Laptop

c e o c oc o c c
CDO’.)(I)G]_ 0D V0D CPU S'aoql§m WOOHEID Command 0003 661803')36]"
L L L pL L

< - < cc ° € o° ° C i
¥ External Links & References (@co QOCIYPSEC MY MYP3)

Resource /| Description URL Micro QR
o < < < E ‘.E
i, :.\):E:: Ga'lc:oamo? https:/imissing-semester-my.github.io/2020/ ;
=¥
i [k
2'. Windows Subsystem for https:/idocs.microsoft.com/en-us/windows/wsl/ i
Linux (WSL) i
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e30m [4|[ycdS[3c: (Data Wrangling)

53|10 - sedi awk s Regular E i sm03602 C d-line tool gpzad
33?0%"0-58 | awi ?Q.(D) egular expression &:“’JJ)?O%GOJ) ommanda-line too e“')o('r?

S*a:f?:@@ esoooqp:or% B@ée@oé:cﬁﬁséz sl

» LECTURE VIDEO REFERENCE

630M Bl@cﬁaéﬁéz (Data Wrangling)

[Lecture 4]
Data Wrangling

The Missing Semester of Your CS Education
<https://missing.csail.mit.edu>

Scan the QR code below using your mobile camera or click the link to watch this full lecture online:

L3
E Direct Online Link:

.E https:/lwww.youtube.com/watch?v=sz_dsktljt4

EpiegE
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6307420 Format 00096 32(gp2 Format 000933 6((pEzad0d20p) 326(g32684||: (03 0420
20003 32950000 [03|9:(0301866p51 0)|00Ca:e300p5 WC:za6(0FpE:03 F28mam: E(ngp:
1 L ° L
C C C C o C . o o 00 o C
603a2605 [goUloopdH 32aRa0(¢E a2 3600 Binary format § 630mgP:0d 8 3 Cean

Cl)o"):raogl)é: sﬁ]ooé:mog @l@f}[gésoé@f:: (Data Wrangling) 336@35: @56]oaén

WaC Ea§rYPiC 336@6 Data Wrangling 325,03 ecrgogééel@z @6:>aéu | (pipe)

o ° O C . o C C C C .
operator 0 :rao?:[glo?cg Data Wrangling o @lc\303§[§cz @ooapju Qued journalctl | grep -
i intel command n’% @p_éd]u w:m ®§éeﬁ Log qp:s’aﬁso% Intel OloEeom me@)&:qp:ot’?

C C C C ° 00 C ° C o C ~ 0 C
§PEYELRRON 1) 20RO 50 log 3(p93de 58320705 3209:0C600 Format o) 6[(PpEsadadmd
@63 @ar)oaéu Data Wrangling el 38m ehlZeaslesloatloa) 88 of)orgé éﬁeoao tool qu(fz) eéofé
60100 seo{):@lqeé(f:) 00036@'3(73003:@5: @&oaéu

C C o C c C C o C C C

00K omc@@@(ﬂo@u Data wrangle Blc\?osﬁgaogm EPSOS VIV PO—Wrangle @1030
C C C o C C o C C ocC C c
©pQ 6307 $C LOCIE3ONM [glc\?oeg 326P 0) o@oa&au Log 0Ccqyp:aop0 320§

C o Cc o C C ru C o o O C C o C C ru ocC C
600C39§600 b @owgl me@zcacjn WE0)MD ea}m@@ﬁ]sﬁ 932062000002 $Cd

209:03 00599 $ ©[go§E6006(0PE [§Do0p5I 632050 command (¢S Server &l log 03 odezD:

[P3e20l

ssh myserver journalctl

C C

C C C 0o C C o N C C C
@|oopdgn @20724p2 e qp3(Gprepadpdi SSH ¢ 2055hE0pdgpznfon gopos(rgdlogepS-

ssh myserver journalctl | grep sshd

§e§epcj=o Pipe o'f:) 330{3:@@ Remote server eng?] &50%

c K] [
9 ®(TJGOT§] grep ooo%Stream @l_(\?o

00
38
DO o (‘u C C C (‘u C C ° (o ° o ‘] o C
csof,(@,ooof,@c° E‘g@ooeu gﬁoo@gf)m@, 323|053C0MDGP: CYSEO qpa[gp,e:?o 60030001

o [ c oC 00 c ¢ [ c ]
CIBG@D(E GSB’)(D(;]SBCY%Cg LBE? G(D’.)CS?:?GSB’JC [glc?o@cﬂcg-

ssh myserver 'journalctl | grep sshd | grep "Disconnected from"' | less

C C o C C C e oc cC o0 C o O
3309(.)36@39 Quote S(IT)§QD§83|| LOg &:lPSODe 33(_\0)? @:mz%em@g Q0 ‘D(DCDO% 63020
320:09¢ Stream Q){)[(_?j°@ Filter C\)(S@(S"QD 5 (T.)C 05 (\9.)6°§ &2 3’36(.0’)33073 @OSGQOD c” G%G@')(S

°r L °7 L SO Q59 RO 55 3 2R s

C . Cc cre 00 C o O (o} C C C C
Remote server 60l03¢ Filter 000¢ [glcx?obo? 66 omadA) 603Q E]c° @eoagu less 00pd
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0 o0 c 9 0cC [
[2alewal (D GB(D(‘OGS?')(‘O G&l('.qp @P_’OJL‘%CGQ'D Pager 0? 9({2603&)@" QDWW &003‘?@0)

561200z jme [9pdg$cloopd-

$ ssh myserver 'journalctl | grep sshd | grep "Disconnected from"' > ssh.log

$ less ssh.log

C o C C C C o O C C C c
T)|e$6P 03¢ 603320600 @200z P: CloCe§ea0200p01 LGP LUOEP:qFIPOIM FCE
96:3:0005(g0d600 tool 63 [Doopd sed 05 sa(Uldu
0 ° ° i &?, L s o
C o C C C C c o C o o Cco
sed 000 “stream editor” 0069 @ooagu wE:aaC $Cad o?ooeﬂoo @l@c@c oM e@oa @l@c
. 5 C

L
c o d o .2 .0 c . e
616&?8?603) Comman U%(:]Poﬂ? GOD%G]_OJ&?II 3’30?»3?‘:“'308?0

F000:00:[5C:) g0

ommand @9 s (substitution -

ssh myserver journalctl
| grep sshd

| grep "Disconnected from"
| sed 's/.*Disconnected from //'

cc o ° o o C C R I E - R C C (‘o C o ° o

W03 MY$V0) 6§20002)MDPOED Regular Expression (Regex) Ego)ooeu LOCE00 EIAMDIYPEO
o o C 0O € ocC C o o (‘0 o C C C C C C d
0 (pattern) qPss¢ 0YMIDC OOEID:ELIEAN ogeomooom@moo@ o.ﬁ;o@o)a)pju s comman

&) 0dwd s/REGEX/SUBSTITUTION/ @&wéu
L J

Regular expressions (Cl)ch% emS@anSqP:)

. o c [ c c o C c c
Regular expression Q:]PZO’_L) @3@8@')3@02&)8 33(\07§ :TBO?ZOCC\J')U’]OD@II SBCD(‘O(J’] 806'_)

. o C o
/.*Disconnected from / (TI)GC\DDC\D@&?I@O’]%II

o, o R P tt o N I s C C 2, C o o o *
32093436200 Regex Pattern qpzed- - . Newline ejgcxgﬁ ORIV EICHIODCNOI - ¢ 68,
©0d: 0 5 0360UD0H B8RO Lﬂo&@é" -+ 6q 00 15 2080 BPdEED o’]o&@é" -

I T e L &?JLI T ° ﬂn " T e L 8%.] T °

o C C o C o C C o C
[abc] a1 b 3J00UP0D ¢ 3pHM PO oﬁloc@c: - (RX1|RX2) RX1 0Q0Up0d RX2
o'(_’L) o?mé[éf:: A me@vc’ eN0o- $ me@vc’ el 3033

c

c_c ° c o_ ¢ c 0 c o
sed COC saoo, OJG(YDCOE]P 33@0 LUDLDG(.DGl \ eeozq§ C\?S?OOJ@ &)90?03 -E flago?

SBQ?DBI_%CU']OD@II

. C . C C o ° oc C
Perl command-line 03¢ non-greedy matching [Qlcx?osﬁ ? o0 saoga[gl.%.cme—
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perl -pe 's/.*?Disconnected from //'

| sed -E 's/.*Disconnected from (invalid |authenticating )?user .* [A ]+ port
[0-9]+( \[preauth\])?$//"'

08 036:2025:036000 ©2030:0D Capture Grou @6 236:2005:8E0005-
° 83° l T P PYS ° 82°L 83

| sed -E 's/.*Disconnected from (invalid |authenticating )?user (.*) [A ]+ por
t [0-9]+( \[preauth\])?$/\2/"'

R Qe €. _c C 101 ' i 0 /\o c o0 ¢ .9 .,0[90('
egex (:”’.)»0? ®eo03061§ regex .COM (https://regex101.com/) 0?3%603) OO’DS?('D(:“’)JT{) 330?:; l§C

ohlooéu
Back to data wrangling (Data wrangling o% @%mé of:seprﬁ@f::)

cc o ¢ c o e ¢ c
UD? (YgJ%OO’.I;CYgC 63’3)0’)(),] Command ﬂGc‘flg @‘DOD@-

ssh myserver journalctl

| grep sshd

| grep "Disconnected from"

| sed -E 's/.*Disconnected from (invalid |authenticating )?user (.*) [A ]+ por
t [0-9]1+( \[preauth\])?$/\2/"'

) o c .28 ¢ c c c . o
6@')903) GST)(YJ?]C\I)GOJ) SBQ?uBI_QI? zaeeqpuo? 0)0)8 @@?ﬂ‘l‘? sort js(; uniq -c 0?
C

o oc
a0ps[g§E0pS-

ssh myserver journalctl
| grep sshd
| grep "Disconnected from"
| sed -E 's/.*Disconnected from (invalid |authenticating )?user (.*) [A ]+ por

t [0-9]+( \[preauth\])?$/\2/'
| sort | uniq -c
| sort -nk1,1 | tail -n1@
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c oc c c o0oce C ) c o C o oc e ¢
sort -n iDe (‘0§20CU)<§ 330)8(\?0’) O@BGOZB& -k1,1 Q)e O@@&L)S G(’)’)’)(\)C{BO? 030)8

eo:ooéu

C o C C cC o C N C C C N C
qooSypzad me@)cu ooo)e[E_pcuo) 000D 6D g@o\,oo).,eoao choza@ob e@ocgcosﬁa

r
paste -sd, 003’3:)3 @l&cw@

ssh myserver journalctl
| grep sshd
| grep "Disconnected from"

| sed -E 's/.*Disconnected from (invalid |authenticating )?user (.*) [A ]+ por

t [0-9]+( \[preauth\])?$/\2/"'
| sort | uniqg -c
| sort -nk1,1 | tail -n10
| awk '{print $2}' | paste -sd,

awk - 39@): Editor ooo°)? (awk - another editor)

C C C C e C o C C C C c o
awk Q0pJ ©I0023 WOIC:324|DIPCIM o:e@;oquso? [ngcspogc 3200$ 60DCIPSEIM 0O
qé:eé: sastebal lossH] @&wéu
awk 03C $0 :)Dé me@)&: oo&e@o&sd’): &[éz $1 © $n 0D 6O (field) qps @é@
o 1 [CH]

c - c o c o 0 ' c c c ¢
ODEII {print $2} OD&??UJLD GO’I)C\)O? C({)(I)GOE@C: [QOODEII

| awk '$1 == 1 && $2 ~ /Ac[N ]*e$/ { print $2 }' | wc -1

c c K-} o c c R coc c
BEGIN ?%(57 END UJG(\I)O’J(:IP»O? 3’30&%@[@ ogmqlmﬁqpe @l(\?o%c&)?j-

cH
o3
oOn

awk oéoq

BEGIN { rows = 0 }
$1 == 1 && $2 ~ /Ac[r ]*e$/ { rows += $1 }

END { print rows }

630MyPead 20§:00(3C: (Analyzing data)

o o (o £ C C coc C
bc o 3309:@@ Shell 03C 0P 0MJ MYYP3 [g[c?oef,cao@—

L
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| paste -sd+ | bc -1

R . o o, C C C o C o o o (‘c coc C
R (https://www.r-project.org/) 0? 33&?,;@[@ SBQJ(DSBC\)(D mslc.,zac.,qpuo? SO«%O‘D%C:D&)’-

ssh myserver journalctl

| grep sshd

| grep "Disconnected from"

| sed -E 's/.*Disconnected from (invalid |authenticating )?user (.*) [A ]+ por
t [0-9]1+( \[preauth\])?$/\2/"'

| sort | uniqg -c

| awk '{print $1}' | R --no-echo -e 'x <- scan(file="stdin", quiet=TRUE); summ
ary(x)'

\

o ° o o oc C
gnuplot O 3309:@@ Graph 0 6625$C0pO-

ssh myserver journalctl

| grep sshd

| grep "Disconnected from"

| sed -E 's/.*Disconnected from (invalid |authenticating )?user (.*) [A ]+ por
t [0-9]1+( \[preauth\])?$/\2/"'

| sort | uniqg -c

| sort -nk1,1 | tail -n10

| gnuplot -p -e 'set boxwidth 0.5; plot "-" using 1:xtic(2) with boxes'

Binary data qpsn% BIB&EE: (Wrangling binary data)
ffmpeg 7%(:: gzip qpso’% Sa:f?z[g@ Binary data qpso%mé: Pipe @é s]j’os)eoo% @l@(‘;%&mé-

ffmpeg -loglevel panic -i /dev/video® -frames 1 -f image2 -
| convert - -colorspace gray -

| gzip
| ssh mymachine 'gzip -d | tee copy.jpg | env DISPLAY=:0 feh -
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6com|Caseyps (Exercises)

C . C c o C

ol RegexOne (https://regexone.com/) enle) Regular Expression SQ0M|Ca$sGPID eo;oqjgd]ll Ju

/usr/share/dict/words 0003C 2§pd:ad: a Q s dloé@: 's @8 ©39:6000 O)E
33@613303(75(7% §pe%oo']u QI sed s/REGEX/SUBSTITUTION/ input.txt > input.txt 0D 6620008

C C C C C C (o o C o 00 C
@c:oa@ S'a:noae@')g ©6MOCs00$0sN man sed OQC F2OITOVI$PISM ﬂoe(gcﬂu G oo omel
6§2008)2 boot 000536000 2Py sy S30OSC FqPeads 33§03 §peedli ( journaletl
2300005 log show M 3305"@ oD e e§o0HD: @& boot 0003202C: D036 LEsaM Io

PooL 9 T [ I. E] ﬁg L"? I 67° IL@JL ﬂ 9

Cc o c oc o C e . o C

me@')csqpm? ﬂoe%otﬂu Gn RSOVCs 6307 FOYPse curl @g 6302 qUo|g: jg QeI

pup 32952(g|§) 60O $0903 §0005G N

Lo L

- C cc c o (%
¥ External Links & References (@co QOCIYPISC MM MYP2)

Resource | Description URL Micro QR
[OF400)
1. regex101.com https:/iregex101.com/ -
[OF i~H
EE
2.R https:/ilwww.r-project.org/
(O
[OF40]
3. RegexOne https:liregexone.com/ 3
[Of
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Debugging and Profiling

o °

©3)|0 - Logging! debuggers ¢ static analysis 0303 32a3:(g|6) 0§0§S9p:a3 Debug

325039)|0 -
C o
qps scgandli

C o C C C C C o -
@lcooo $C 9:6300CEPO3P0RM Code o Profile @lcooo
L L1 O o L L L

» LECTURE VIDEO REFERENCE

Debugging and Profiling

[Lecture 7]
Debugging and Profiling

The Missing Semester of Your CS Education
<https://missing.csail.mit.edu>

Scan the QR code below using your mobile camera or click the link to watch this full lecture online:

Direct Online Link:

https:/lwww.youtube.com/watch2v=1812pUnKxME
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o .. < [ c e c_ 9o c Cod C [ c _c ] c ¢ . ¢
UGJO&IQQCQU())C G&GGPC o)goeuecooo)? ﬂOJE(J:D - Coae ooe ODCGQPC\)CQZ:DQ? C&?C\?UC\?UQ@
c

[ cocC C ocC C C C o c 0 C Cc

0090535 ESC:6000p930HEs0 YOGS (4900 A5 0zP07B0) 6dlCimee0:g§6n

L L o, L L L L o L L 1

o C Cc C N ocC coc C C C C C
303|,600 336@338:?(:"’)2080 309§ 2059600 o:?ea'rﬁ @o)slco']oogn Qﬁoocaﬁmogc Bug olo¢

C o o ocC C cC ocC C

6§60 Code gp:sC Resource 50350 gp:[gpsegean Code gpzod i3Eaud 6(ygC:&Copd

o C C Cc Cc Cc C . Cc c c .y c Cc o O C
3205:0C600 §p0:006:503(¢D0pd Debugging [4|cv0(gE: 8¢ Profiling (G100 [gE: 0303 20 [0gp:

o ° C C '] C
6020922000 @@o 20 pdi
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Debugging

Printf debugging and Logging

66 - c ouon ing tool [ oTre cre, [N [ c
OOGGT)(YJ? S’BJ Q'i'_)o ebugging too 4]-)'_) GODQPO(.;D GBoU)eGUgoGS [§Ce @G[So (.)DCo?%gS’B% J30Ce0D
I

6P 6§SpYP:g C0paagCsaonieom print ede[0gpCagps [§920p5™ — Brian Kernighan, Unix for

5

Beginners.

o C C o C C o C C o C C .
0§0§Eo03M Debug @lcx?oeﬁ V0L $POCOL:ED @oaaqp 6020 6§PYP:g Print
C C C (e C C C C o C C C C
me@ocqu: oo&?’ogc:@: [goaagp @ogogsl@c: crae@oc:zaqcso? §300p060Q§ 329 MO0
° C o C o O C O C C o C C o C C
Q9EC0IMP) §§OPIF0 33[_99[_9@ oe,wo@co @ow@u
o C C 0o co ¢ n C C C o C C . o
3000 §pI3C0E5ED PO print me@ac:qp: 6300030 3200: 20cel 0§0§EOC Logging ™

L 1 L
c

33:1"?3@[@&: @5)07:13@u Logging ('T(I:) saoéz[gl[gézoaé o;ne% print me@a&:qp:ooo%
Fa6(03pCae(pCis[PE §§ eomEagsolaond -
o C s~ O0C o C o O o
® Standard Output 20 000D YTy Socket QP2 QOO Remote Server QPO Log 9P
oC C 00C C
086550002 602980 DN
. C C C o . cocC C .

® Logging 20pd 20¢607D00) Filter oQousceog$ Severity levels qps (goeo INFO, DEBUG,

WARN, ERROR :m)g]oaé) or% eoo:)rrr)(:)eogo']oaéu
* [gooog 320004ps [4060l0p)325] 20CeN Log 4psoaC ©pdoopd ¢tgCiese(ogpcs a3

323]05320005 A¥60dg Glocscs(g §uloopdi

3656pORC Log @034 6300050003600 §64 Python Code 03 6038CCloogd -

python logger.py

Raw output as with just prints
python logger.py log

Log formatted output

python logger.py log ERROR

Print only ERROR levels and above
python logger.py color

Color formatted output
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L o 0 00 C C c cc C C o o C C C o C I
0g 4zl 8§ wodgq cgubnpeq} o316 sboond5p: aadfjqrbeobeyd saeepSyp: (Color
d C (‘@(“)@f f] (‘" C ﬁTI’min I C o C C c C o
code) 00030C|]Ce |9OO 0o cocen Te al 03C 326PEPOY VOD§§ CQUOMED§ Z266PCHP:
30052(4| 00022000 2003|860 POI 9YED GE:PS 8PS FAPOR0VFON 1s FVLIOD
P3[4 Co2: 0N [ 2R GCsoR O [ P8 oL

~ O o C C . ﬁ C C N c c C
grep 026200 VOFLYPD Terminal 3202 Output & Gaespce@)czcosﬁ; Pgﬁ;@')z&)@
30003 0’.)(.\0?8 S’bOJé(\cL)’O’SqP‘; @03603) ANSI escape codes (https:/en.wikipedia.org/wiki/ANSI_escape_code)
o Jo 9 ofca s _ n
qp:ad 32093(g|[30loopdn puedTIE[YE echo -e "\e<a
href="https://github.com/termstandard/colors#truecolor-support-in-output-devices"

o o C C .
class="ext-1ink">38;2;255;0;6mThis is red\e[em" O} runogmd]oo 20&el Terminal o [true
color (https:/github.com/termstandard/colors#truecolor-support-in-output-devices) (T% eooooS(:)or]oo This is red

o O e C C C C C C T . I C o o f]
Selctenalunlesles; 3’a<§espc[§g @:Depj @OOD[BII zamu)ﬁ erminal 02 6000096 L§OIM (eoe’)
. 00 C o C C o o OC
macOS el Terminal.app) QO 32600600 600DMYEIN 366DC o6 6§pC Escape code 0D 2028C
Lﬂoaeéla()eo echo -e "\e<a href="https://www.nginx.com/" class="ext-1link">31;1mThis

is red\e[6m" 1

C . C C . C o C
6320050 Script 00p5 coCel Terminal 3203E:08 RGB 3266pCqP2gd

o’]oaé (True color ew)(ﬁigd]m)u

#!/usr/bin/env bash
for R in $(seq 0 20 255); do
for G in $(seq 0 20 255); do
for B in $(seq 0 20 255); do

printf "\e[38;2;${R};${G};${BIm\e[Om";
done

done
done

Third party logs

38 [?fj:er):eoat) Software osi;oc)qu(f’) méesmo%cmoaézaé] 033@35 oé’}oq&qp:za@& runeg

LL L o L

oo Dependencies qps?c,c:: @leorgﬂeé @&Lﬂoaéu Web server gqpsi Database gps o%eo?oﬁ

Message brok 32000 52 Depend sel 3003qPs s 9o 5
ge broker 4pza0pd 07303600 Dependency qpsel 320934 P6om RLEdEP: (§d(300pdN
C C o _C C C C C . . o ° C o

Qﬁ&?@qp:?g e@asan g|odsom eeoocglmoa&?lzaé] Client side error @043 CYEQDME B¢

880§ w1036l Log 4p:03 605§ 0332002050105

L ° [ L L L

o [ c 0 c R c cooSorL .2 rﬁ c . c c
()’_)G(YZDCeg)UC OGL]OS]_G 3’3‘:”3»0?@8 (DC:;O%@'] ‘I:E(L)C og (:]PJT? 20Can ®§®3306)Ce CDO)G‘%GPSPQ

o C C C o C C o CC
6620003609 ﬂ@w@u UNIX O$04PI0RC VOGP Log qpP:0p /var/log €320MQ

https://missing-semester-my.github.io/ 71


https://en.wikipedia.org/wiki/ANSI_escape_code

FOSS Myanmar The Missing Semester of Your CS Education - Burmese

eq:ooo:@f::e];) PECOFID @&wéu aom:m:@é INGINX (https:/mwwnginx.com/) Webserver wé
C o . C (o o C cocC C C C
(JL)CSG'ﬁ Log (:]PSO? /var/log/nginx e:ra’)mogc (D'.)Sﬂ&)gll G§JO’JLL)C§O:.))C ‘Dﬁi@(:”’):&)&) system
log o ©0C 32093(g|c0o[3(Gs 20CeN Log @305 30200 6epad§ep S56p (§D00GloopdI Linux 050
g o} 254 ° g L SOQ8 SEPMIYEP S5 [ $
329P:0 (320:00:607D ewo&ﬂ) 2005 20&el 0§08 Service 4ps wéooo"@é% rune @6" 320§0000
QP39 °TY° s L [ $28) qPs 9 ° ° $ ° Rt
DD &3 System Daemon [§o20p temd 03 3209:(g|[0300p0n temd 2000 Lo
o?o?oo§q“oeo:o ysS 8 system ? 2¢ l @ system &7' g
qu(r% /var/log/journal 633305036 ogzoo%l:ormat @8 ooo:c?]@z journalctl
o ° C C o oc
(https:/Aww.man7.org/linux/man-pages/mani/journalctl.1.html) Command O? 33&?3@[@ eme&n)qlquo? @OD%C
0loo b1l 32000:00 MacOS 0 /var/log/system. 1 e 36@03603303 5¢ tools 396@30539@3"
&? <0 2 var/log/system. log ﬂ § &), H
ooé System log (T% 0?3(\7)@@2 log_show (https://www.manpagez.com/man/1/log/) @(:3 @éﬁ]‘%‘é
0looabin UNIX 0sd 3a9p:000C Kernel lo F1es) @ 5666 dmes (https://www.man7.org/linux/man-
2 30 34903 9 9P (IR AN dmesg  (hitps:/iwww.mant.org

/man1/d html) C d cBconde °°[§°r'] 5
pages/manl/dmesg.1.html) COmman (T?C\)eo 3BO?° l;%CU OD@II

C C . C c
System log q[Ps632000RC Logging BI_(_\?OST? logger (https:/www.man7.org/linux/man-

o

o ° oc C C C
pages/man1/logger. 1.html) 09603 Shell program o sao?:[gl§c07w@|| 6320M0RC logger O

3305"[9 OsC System log o3 & 05°w3°[§6°°e° 006300 §6 ogewg[gooo"d]oa Cuog[gé 08
PYIPFE >y ngP ﬂo" °ﬂﬂ °L§|L‘§DL ° E 3 GL]

0§66C: 9020000 3gP:P0C System log 0d0 6qza:q§ Bindings °d]°@d]oa S
qouc:  24PEQORC System log oy 6q:0miq§ Bindings 4p: vl &

logger "Hello Logs"
# On macO0S
log show --last 1m | grep Hello

# On Linux
journalctl --since "1m ago" | grep Hello

D t I C fo C C N C o (‘e L o C Cc C o o DO(' 9°

ata wrangling 00&2§:0003¢ 602 [§€820p03203C: Log 4pzaopd 32095 §p0aqps qps(pe&c(Qs
93|C 5 5 §§8s ©00E (filter) @ 008§ 0332001202011 journalctl sC 1o

09q|C6a0 323|030 §§§§ 00RO (fi [CR09F X (A F¢ 09

o C . C C o o C C C oc
show 0DORC qpsgd Filter C\?OG:?SlLS](D ooc:o%e’ﬁ Output 0P OC0E3IDEC POOI6VISCEID Flag
o ° c C oc C o C ocC 0 00 C c 121 C oc
qp:d 32032(g|q$ ©P:e2:5ECloopdN a33a(gE Log GCqp:0d 08 eamtagsen [Joosus(§s [13p98C
606am lnav (hips//nav.org)) of)oféecno Tool qucoé: ﬁ@o’]ooéu

Debuggers

Printf debugging oaé ec(’?emnSewgooézas'] Debugger ooog?(fz) %o?:[glméd]méll Debugger
o C o (‘ﬁ o O C C C ~NO0C o C (‘9° ("’]00 cocC
320 POED VQNQEEN UNEFHNY §|ODOIDND MOMSCEIMN VOO 0[9., 6320M0l0M [9[0?0§c

Cloogh -

b 038@’)2 0’)6@')&30% GG[)OS?]GOD’.)S’DQ’] 06?]061(;8’5 8’3(\?6(\?66:??0’?_) 69%3 6160):@62”

=
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° o c O C o C C (‘09 o _C C roe t b t o C (‘u
0§0§603 p2§(0FpeqId 097 C:B30500 00a0E|Esd (step-by-step) agrzepad(gEsi

* 0§0q6 s (crash) ogo(Geeg0d Variable gpsel 0§d:qp:a) dez0:(g s
C C o ¢ © C C c C
* 200905607 F6[§F06§ MMOP3PISI 0§ g
C

* SC 352 3020¢[4¢ 3619 Ogpagon

o c c c c o o c o c c c
OGL]OG]_GGC‘; josaievalnlensl] 3’3‘:{]’)30?080 Debugger ooo)em:t:ms ()I]OCG(\OD ﬂ@o’]oa@u Python UOJC QOC:3

205 Python Debugger pdb  (1tips:/idocs python org/3fibrary/pdb ht) (§oCloopdn
C o L] o C C C C C O C C
pdb 0 6000M060L:6000 Command sfanLeﬁ 320090 §C300Cq e e:mmo’]s'acrgc: @o)
Cloogh -
. C o C C C C C o C
® |(ist) - QM me@)o: 690300000000 00 e@)o:o? @:De&au
C o C o 121 ° oc C C C
® s(tep) - comg) me@')c:o? run[g: VBN SCEIN 6§6POYC §UEII
® n(ext) - C\)(YS% function el e@*)og me@)és esp()%:)oé:raog) :)féeu?og Return @%oaésaog
C C
Calealewatillen]l
® b(reak) - Breakpoint oao%tjaof)eéu
. C o C . o C C C .
® p(rint) - com§) Context 03¢ Expression o9 ogooq]m@e&au pprint
(https://docs.python.org/3/library/pprint.html) O{):C\C?’U'](D pPp C\Dé: g]oaéu
C o . c C o C C C
® r(eturn) - OMg) function return [g.ﬁsoo&asaoo S0COM ruNePoIl

® q(uit) - Debugger & 0QEEEON

C C o C C Cc o ° o o C
6320050 Bug GloCeaon Python Code 03 [JC20Cq§ pdb 03 32952(G|0 $95703 scgam(ogpddl

(2o&a§200 830303 (0350

def bubble_sort(arr):
n = len(arr)
for i in range(n):
for j in range(n):
if arr[j] > arr[j+1]:
arr[j] = arr[j+1]
arr[j+1] = arr[j]
return arr

print(bubble_sort([4, 2, 1, 8, 7, 6]))
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C

Python oaé Interpreted language @éew)e@o{: pdb shell 0% 330%@@ Command qpPz §¢

S

. [} oc c o [} C
Instruction gpz03 run&E0p003 oaoo[glo']u ipdb (https:/ipypi org/project/ipdb)) 3090 IPython

c

o o cC 0O C cre .
(https:/fipython.org) REPL 0 33092@[003300@ 08602986000 pdb @o[gs Tab completion, Syntax

. . . o c ocC C
highlighting, Tracebacks qpzn eo:%)ezaf.co’]aaeu

Low-level programming 3203(0830Q|C gdb  (nttps:/www.gnu.org/softwarelgdb) ($G WOE:EN  pundbg

https:/igithub com/pwndbg/pundbe)) 9300905 Ldb  (hitpsidb v org) 0309 (132 §030la86ep0N waEs
(https://github.com/pwndbg/pwndbg) 2002 (https: lvm.org/) 207 @JGL] D S &)} H

50005 C-lik 2 Debuggin 5 [g 2600500008 B0 Pr Be
(IBODEB -lIke 92320000028 Debugg gs’acrgm:{aorlale lomoeoa:)mg.,e@oa&?l OCGSSO’I)QSO

o

00650:5C(Gs oM PMEN 36(33065(gdeom Registers, Stack, Program Counter 32020900505

oc c
q()ﬁ%COr](D&)'II

Specialized Tools

¢ Debug @lcgf)eﬁ @lsmseq?ooéej;) Black box binary ooos? @éeq?ooéo?gé sacasaéeoz.%é
C C

6200 Tool gz §6loopdit 0§0gSypPza0pd Kemel 00 [g|90§Eea0 CpbeamCYMYP:Td

QPe 9 2N 0YO§eqPsOR [RO% T S| M

c ¢ ¢ o ¢ c o e 3
63DCE M (\?3&003@388,] System Calls (https:/en.wikipedia.org/wiki/System_call) Hep) 3’30?3@[@
o
]

c

20pdIl 20CeN 0§0gS @lC\?Be:m Syscall qpz0d e@epéeozwé Command gpz §0laopdi Linux

C

c . o(e c
O3C strace (htips://www.man7.org/linux/man-pages/mand/strace.1.html) ﬂ[‘j: macOS ‘159 BSD eale dtrace

https://dt fabout/) §0laodN  dt 00pd WC:eN 9OC D TAVOOM:AR 09:20(¢E 262003
(https://dtrace.org/abou )ﬂ 8 race &? H Q0 Heake et C Lesl
oc C (‘u t cC o0 o W C C dt
%CG:‘IDC\)@o strace jsg LL)Q? %@GCDD rapper @OOO@ russ
o C [ NN
(https://www.manpagez.com/man/1/dtruss/) ﬂo']:)o&)' (:DGQ'):O)OJ(T_L) glug (https://8thlight.com/blog/colin-

.
jones/2015/11/06/dtrace-even-better-than-strace-for-osx.html) @&?’(ﬂ)ll

C C C
GSB’)(I)O’E’)C 1s eﬁrunﬁf:raogm stat (https://www.man7.org/linux/man-pages/man2/stat.2.html) syscall trace

o o c o C o %0 o o C o "] C o
qpn? [goaeﬁs strace O‘PGU‘L}U‘) dtruss O?Zao?@h) '?‘.ﬁ”o? 6(.0')@(1‘000 038” strace n?

~

[o 3o} o C c C
(I:!kf 32620:000 GC\;)C\)DGP? Qﬁeaooc:d]: (https://blogs.oracle.com/linux/strace-the-sysadmins-microscope-v2) j5(03

Qﬁ zine (https://jvns.ca/strace-zine-unfolded.pdf) O%ODé (9031636]:% em’.)&:eg.%d]:)oéu

Linux
strace -e lstat 1s -1 > /dev/null

macO0S
dtruss -t lstat64_extended 1s -1 > /dev/null

32 ) (S300) 3’36@3’36 °CYJ6 Oaégﬁ 000 éo [903) n% [=]0] § Network packets °0% @ 5
Al P93 20994 P fPeQ% P 4P (328
Gl% C\%S’B{)%é(ﬂ&)éll tepdump  (https://www.man7.org/linux/man-pages/manZ/tcpdump.1.html) ?Q.é Wireshark
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https:// hark org)) (3036030 Tool qpso0pd Network packet gpzel Glocoad ©oH9SC(Gs 00
(https:/Avww.wireshark.org/) O3 2 qpo E P Q:]_Pc 2 JGL]L H

C oc C C
0560:5E600 Network packet analyzer gpz [§o[036laopdn

Web development 3303(73 Chrome/Firefox el Developer tools qp:ooé 33(\3% msoée@d]oaéu
WC:0300¢ 3203:0C600 Tool ypsed VloEulannd - - Source code - ©052002) 00Ha0MEN

M Ot [ qP:Q [ 2P L
HTML/CSS/JS source code 05633 0d6a03(gCsi - Live HTML, CSS, JS modification - 0650009
330;)05 OUSSCOL)(‘!S me@o&:wqm CL)o")l Saelfzaoqjéqpm% e@')égC\S@é:u - Javascript shell - JS REPL
orgé Command qp: run@&:ll - Network - Request qp:gﬁ sfaaﬁeoa'):(fe so.%soé@ésu - Storage -

. C . . o C C
Cookies $C Local application storage 9Pz @@Jﬁﬂ@czu
Static Analysis

& @ H o a5 5 Code 03 rung§ eaduli °[§CC de 0
329)|,6990 [J200§2GP3320300 62300 D9 rung$ 0ROl pLED3:|YC Code M) 62OJP

C o C C . C ofe - o C . C O o
@@ﬂ@g 20Cel Loop variable 20 ﬂ[(_.jooo')., Variable 9900202 Function 320000 332
o

Qﬁe‘%pogé static analysis (https:/en.wikipedia.org/wiki/Static_program_analysis) tool qp: GGPO’SJ an
"] C St t I . o C o C S d o C o B° f° ﬁ Cc Cc o e, C
Cloopbi Static analysis 0§0§ogP:apd Source code ) mmsbo wEzel 9§mM§L0 0520006,
. o ° c C C
Coding rules qps0 20:6) 0§:0060:0l0R0N
C . Cc C C e . C
6320050 Python snippet 03¢ 3ae:4p:e0 VloCesa0001 0oL d:ed Loop variable foo 2005 @00
B¢ 3agD:qPsQ FOR 8°% [
function 0005603|H foo 09 Shadowing [Qjeo 6022200051 0332[QE esrdad: o[zt
1 q-] L g I. L o e | ?j L o
.

bar zee0: baz O eq::nas&oo@c: (0 &3;05 @@c:e&:?) sleep @8&?’)0’3 oeﬁnelé Crash @o)o;n:

o
Jlogdn
import time

def foo():
return 42

for foo in range(5):

print(foo)

bar

bar *= 0.2
time.sleep(60)
print(baz)
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Static analysis tool qp:ooé Qﬁﬁioge:n) @m@qpm% specoeo:géo']oaéu pyflakes
C L1 o L
(https://pypi.org/projectipyflakes) o"_:) runo‘é(ﬁo’]m Bug ?c,cﬁ?o)c\?:?{: 0050HEo Error qp:o% qﬁeé
Cc Cc C C o ocC
@oooeu mypy. (tips://mypy-lang.org)) 9003 Type 0D63D:9 @owtpqpm? §peyeSCeom 33@3::
Tool [goCloopdn afjesepaE mypy o bar 00pd com int [g6[G 642050E: Float o3
o L L [

e@jé:c\iogose@aéz ooo?)eoseé @&ooéu Qﬁ@wosp :mC\:L)({:) Code n'% runosp ec\%oé 0de0:

O~ C C C O o
603§3(5¢: [§D20pda3 2003(g|dln

$ pyflakes foobar.py
foobar.py:6: redefinition of unused 'foo' from line 3
foobar.py:11: undefined name 'baz'

$ mypy foobar.py

foobar.py:6: error: Incompatible types in assignment (expression has type
t", variable has type "Callable[[], Any]")

foobar.py:9: error: Incompatible types in assignment (expression has type "floa
t", variable has type "int")

in

foobar.py:11: error: Name 'baz' is not defined
Found 3 errors in 1 file (checked 1 source file)

Shell tools 00Ca§:0203¢ Shell script gp:320305 33600 Tool (§920p)  shellcheck

(https://www.shellcheck.net/) 336@)63(7% OD&@’)S%@O’]QDECII

C

Editor ?Q,c:: IDE 33(:]_1'):0?0:)&,5 Qﬁ Tool qp:eﬁ Output (f_z) Editor w%)c:é 0930'3
eooongé}eo:@: Warning .Tsc:: Error e]_P:rr% Highlight @eosd]:x)éu gﬁooéo%

@@ 03¢5 0® gfjzeWwMEYP: 398WI0D C\")@e 2 ©QEA 66)200026GP0 @ooeo°§.6
° T T [ JL(’IP° oL L lsl° ﬂ 61° ° q.P" T °T

Or]ODéII

o C

. C
Vim OgC ale (https://vimawesome.com/plugin/ale) CLB@U?O’) syntastic

o

(https://vimawesome.com/plugin/syntastic) plugin qpPm ()i:)g @lc\?aeogo’]wén Python 3’30305 pylint

g
(https://github.com/PyCQA/pylint) ]S(:: pep8 (https://pypi.org/project/peps/) CI%:D@F OO’%&C\S Linter GLP: @&@@2
. . X . C o, N o (2 . .2 ceoc ¢
bandit (https://pypi.org/project/bandit/) OD@ S’BOCL).,({IDcGOJ) C\?@l@ﬁl» @ODD:?’)Q:U)&(Y? ?PG(A)&T? S(FCQQEC

c c c o C . . c
002360, Tool @0)6'03&7'" 3’3[%)3 :D’)OLDO)(YJ)Z(:[PE?&C?(T) S"BO?SOCGOCO Static analysis ®’)61C§(:]P8

o - - C coc(e .
xR Awesome Static Analysis (https:/github.com/mre/awesome-static-analysis) onley @@%Cbc Linter qps

C . C cocC C
330;)00 Awesome Linters (https:/github.com/caramelomartins/awesome-linters) orgc @p_’g%cd]oa@u

Stylistic linting rr% @étgrf)eozem Tool gpzed Python 300900 black (hipsigithub.comipsfiblack)l GO
330;)05 gofmt 1 Rust mog))o% rustfmt o%eo?org JavaScript, HTML, CSS :raorgorr) prettier

(https://prettier.iof) ();Soféeo:o Code formatters qps @&@Lﬂwéu Qﬁ Tool qp:ooé 330’3&%66‘[)
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c

o 0C C oo oc c o (<] (% [
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Profiling
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o cocC C C Cc o o
C\?GC\D(‘D%CO’]:D@II 6320M0RC Python § time (https:/docs.python.org/3library/time.htmi) module (89]

330{):@[@):603’) §95 @oso']ooéu

import time, random
n = random. dint(1, 10) * 100

# Get current time
start = time.time()

# Do some work
print("Sleeping for {} ms".format(n))
time.sleep(n/1000)

# Compute ti between start and now
print(time.time() - start)

# Output
# Sleeping for 500 ms
# 0.5713930130004883
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o C e C Cc _ocC . C C C coc C C
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® Real- 0§0§5 0056 (G::q[§3200 8 (12 MW§FA]S (3a[gp: process gp: sC eoE
ql$qps Blocaopd)

® User - User code 03 runepap€ CPU g m§cg§960m 33§
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guen HTTP request [glC\?f)eooo Command ooog?eﬁ eﬂnorgé time (https://www.man7.org/linux/man-
agesimant/time.1.html) CO °j run@ 50l 03Eses:600323] 633005013203¢: Output §§SEG10001
pag o &?ﬂ @ L °°7° r° p Glﬂl. &?

a)|e$6poC Request [G:adiq§ | omssmp [03p(§E8620500p02 Process a0pd CPU user time
15ms ?Q,é Kernel CPU time 12ms 000 (Q%(g%éoaén

$ time curl https://missing.csail.mit.edu &> /dev/null
real Om2.561s

user Ome.015s
sys Omoe.012s
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C . C e oC O . C C . o ° oc
Python 03¢ Function call c0098el 323]§05 Profile [gcp0q$ cProfile module 05 3203:(g|S$E

O']ODéII 63’53(73013’30%62 Python @é GS]_SCO’):GOD’J (ﬁ(\) Grep c?(ﬁ:?’) @]or)o'boé -

#!/usr/bin/env python
import sys, re

def grep(pattern, file):
with open(file, 'r') as f:
print(file)
for i, line in enumerate(f.readlines())
pattern = re.compile(pattern)

match = pattern.search(line)
if match is not None:
print("{}: {}".format(i, line), end="")

if __pame__ == '__main__':
times = int(sys.argv[1])
pattern = sys.argv[2]
for i in range(times):
for file in sys.argv[3:]:
grep(pattern, file)

coc

6320050 Command [¢¢ o)) Code 03 Profile [§jop0SESloopdit Output 03 s0§:06(gp901m 10 ™

oc O e“R . C i C(RE, o oc c c c o
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$ python -m cProfile -s tottime grep.py 1000 'A(import|\s*def)[?,]*$' *.py

[omitted program output]

ncalls tottime percall cumtime percall filename:lineno(function)

8000 0.266 0.000 0.292 0.000 {built-in method io.open}

8000 0.153 0.000 0.894 0.000 grep.py:5(grep)
17000 0.101 0.000 0. 0.000 {built-in method builtins.print}
8000 0.100 0.000 0.129 0.000 {method 'readlines' of '_io._IOBa
se' objects}

93000 0.097 .000 5 .000 re.py:286(_compile)

93000 0.069 0.000 . .000 {method 'search' of '_sre.SRE_Pat
tern' objects}

93000 0.030 .000 5 .000 re.py:231(compile)

17000 0.019 .000 5 .000 codecs.py:318(decode)

1 0.017 .017 0 .911 grep.py:3(<module>)

[omitted lines]

Python el cProfile & 3a024p0sq|OOOD Function call 0303?533(@(73 23]§0 [Joo(gc:

o ° C C oc fele} C C
@oo:)@u 32002 :D@c Third-party library 9Pz o?:o:)@:{aé] 0602299 §cd]w Il QO §CsQ0Ce
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#!/usr/bin/env python
import requests
from bs4 import BeautifulSoup

# This is a decorator that tells line_profiler
# that we want to analyze this function
@profile
def get_urls():
response = requests.get('https://missing.csail.mit.edu')
s = BeautifulSoup(response.content, 'lxml')
urls = []
for url in s.find_all('a'):
urls.append(url['href'])
if __name__ == '__main__':
get_urls()

Python el cprofile 0{:) oi;):d]m Output me@ﬁé: Jgoo eoqlg qﬁeé @o%ooéu

. . o o C C C cC o ocC
line_profiler (hitps:/github.com/pyutils/line_profiler) ('T? runC\?mor]m mG@DCgODOG@DCJDG"ﬁ S?Q.Ic'f

o C
M SRR -

$ kernprof -1 -v a.py
Wrote profile results to urls.py.lprof
Timer unit: 1e-06 s

Total time: 0.636188 s
File: a.py

Function: get_urls at line 5

Line # Hits Time Per Hit % Time Line Contents

@profile

6 def get_urls():

7 1 613909.0 613909. . response = requests.get('http
s://missing.csail.mit.edu')

8 1 21559.0 21559. o s = BeautifulSoup(response.con
tent, 'lxml')

9 1 2.0 . . urls = []
10 25 685.0 o o for url in s.find_all('a'):
11 24 8,0 o o urls.append(url['href'])
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Memory
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C jeelClCales) C++ 0QOQE0D IDIAVONMNEYPLORC Memory leaks QP3O0 ©OYI20VE0)6ID Memory
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QPEad 0WOY|0D6EL0S [§ESCSloopdI Memory debugging 320305 Valgrind (tps:/ivalgrind org))
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Python 0303 Garbage collected omam00M:4ps0gCeoPd: Memory profiler 0 adzq§ 3205:0C
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.

Lﬂ:)aél :rae@)(r::ej;) Memory oé% Object qp:)% Pointer qp: ﬁ&@oeﬂu Garbage collection [glcoo
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6&7' E)(.Y.L)(.T)GOJ')G c 0)03?3 GS’X)O’JU&)C emory-profiler (https:/pypi.org/project/memory-profiler/) (§C

ruNCoD3600 §9§0 @o%o’]ooé -

@profile

def my_func():
a = [1] * (10 ** 6)
b =1[2] * (2 * 10 **
del b
return a

if __pame__ == '__main__':
my_func()

$ python -m memory_profiler example.py
Line # Mem usage Increment Line Contents

@profile
def my_func()
a = [1] * (10 ** 6)
b =[2] * (2 * 10 ** 7)
del b
return a

Event Profiling

. C \~ O Cc . C C o C O C 121
Debugging 320305 strace $930CI Profile [§|apboopd3as] Code &l 32600:80505 aqioa||§(Ge
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® perf list -perf @6 e@spé%&eooo Event mq&:qpm‘% @ooé

® perf stat COMMAND ARG1 ARG2 - Process a300p0d Command s¢ 000533Ceam Event

C o C
CHRMRYPR RPR

C C

o C 0OC
® perf record COMMAND ARG1 ARG2 - Command en runeop ©0100e300C perf.data Ycoo

oc C c
03888083038

° o C C N o o C
perf report - perf.data §] 32§|0232C0MYPEM) @0360038

Visualization
. C Cc oc C C o0C C C
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Flame Graph
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ICall Grap_h (https://lupload.wikimedia.org/wikipedia/commons/2/2f/A_Call_Graph_generated_by_pycallgraph.png)
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® General Monitoring - 330?:33(:”3:@:2?) top (https://www.man7.org/linux/man-pages/mani/top.1.html) =)
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$ hyperfine --warmup 3 'fd -e jpg' 'find . -iname "*.jpg"'
Benchmark #1: fd -e jpg

Time (mean * 0): 51.4 ms % 2.9 ms [User: 121.0 ms, System: 160.5 m
s]

Range (min .. max): 44.2 ms .. 60.1 ms 56 runs

Benchmark #2: find . -iname "*.jpg"

Time (mean * 0): 1.126 s + 0.101 s [User: 141.1 ms, System: 956.1 m

s]
Range (min .. max): 0.975 s .. 1.287 s 10 runs

Summary
'fd -e jpg' ran
21.89 + 2.33 times faster than 'find . -iname "*.jpg"'

C C C C C C C Cc C C -
Browser 4pso3Ccopds @6:6500Cqpd 0630004 Tool gpign loclaopd (Firefox

C
(https://profiler.firefox.com/docs/) ?%(n: Chrome (hnps://developers.google.com/web/tools/chrome—devtoo\s/rendering—loo\s))II
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Exercises

Debugging

. [ o C c 0 o [ c c
1. Linux 0QC journalctl 2000202 macOS oQC log show D CDEQ C\)-§QGOJ) G§610’.)3’3CDC8
o [ L o L L Oolo o o

Superuser o&esp(ﬁgqpm% @éu’]u e%o’]m sudo 1s run@: Ei%@&ﬂu

[ [ . o C [
2. pdb 3)C8§Sm (https://github.com/spiside/pdb-tutorial) 0’.[) @l(\?()o']ll gﬁeaa’)cg(ﬂs

(https://realpython.com/python-debugging-pdb) rr‘:}coéz (.OO'S(.;]II

3. shellcheck (htips:/fwww.shelicheck.netl) o% oof)eoé@: 63Ol Script n’% odcz0:0lI omynzes

ooﬁ;é: @&ﬂu

#!/bin/sh

## Example: a typical script with several problems
for f in $(1ls *.m3u)

do

grep -gqi hqg.*mp3 $f \
&& echo -e 'Playlist $f contains a HQ file in mp3 format'
done

C C . - C
4, (meog[gg) Reversible debugging (https://undo.io/resources/reverse-debugging-whitepaper/) 8’36@)02
C (e o C
(90)[32 rr (https://rr-project.org/) O%QLY_BCD RevPDB (https://morepypy.blogspot.com/2016/07/reverse-
o °
debugging-for-python.html) O’_L) 0?:(5]”

Profiling

1. 8o Sorting algorithm gps ej;’]o']ooéu cProfile  (https//docs.python.org/3flibrary/profile.htmi) ?c.(::

. ; ) ) 0 0 o . c . c
line profiler (https:/github.com/pyutils/line_profiler) QM O?uﬁ Insertion sort SC Quicksort @')@C

s 050l filer ™ ooj Memory @:25:009 0ol
€ﬂ§ Je memory_profiler 2 Loq y @22 D07

2. 63003 Python code (¢ Fibonacci 03§:qps 005305003 600l -

https://missing-semester-my.github.io/ 88


https://github.com/spiside/pdb-tutorial
https://realpython.com/python-debugging-pdb
https://www.shellcheck.net/
https://undo.io/resources/reverse-debugging-whitepaper/
https://rr-project.org/
https://morepypy.blogspot.com/2016/07/reverse-debugging-for-python.html
file:///home/runner/work/missing-semester-my.github.io/missing-semester-my.github.io/static/files/sorts.py
https://docs.python.org/3/library/profile.html
https://github.com/pyutils/line_profiler

FOSS Myanmar The Missing Semester of Your CS Education - Burmese

#!/usr/bin/env python
def fibO(): return ©

def fib1(): return 1

s = """def fib{}(): return fib{}() + fib{}()"""

if __name__ == '__main__':

for n in range(2, 10):
exec(s.format(n, n-1, n-2))
# from functools import lru_cache
# for n in range(10):
# exec("fib{} = lru_cache(1)(fib{})".format(n, n))
print(eval("fib9()"))

pycallgraph graphviz -- ./fib.py @& runﬁ pycallgraph.png (7% 000l fibe 00?
0000§0(36 e3ld0gp02 Comment [g|ode) [g§rundli 309 3205s0(036 esloogpden

3. Port 4444 Ugé python -m http.server 4444 ©0¢& runcli s’a@’): Terminal? lsof | grep

LISTEN Ef]f: 000l PID cr% ﬂo@z kill <PID> E‘i& Sodali

12} (o C 121
4. stress -c 3 I’un[t_.j: htop @g @@(ﬂll taskset --cpu-list 0,2 stress -c 3 run[&]:
C o C ocC
@g(ﬂll man taskset (‘)?(.OCD(.;]II ®§68Tﬁ— cgroups (https://www.man7.org/linux/man-

o o C C ° o C C
pages/man7/cgroups.7.htmi) O o?zﬁ Eﬂcx?oo']u stress -m Efig memory @:09:9() D§A00D

[03p5¢n

5. (meoc:@(::) curl ipinfo.io run@s Wireshark @E Packet qpm% (oe:ul)l@éo’]( http filter

o{):o'])n
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< - € cc € Oa o
/ External Links & References (@co QOCIYPSC n?om:.,q]mqp 2)

</tbody>
Resource | Description URL Micro QR
1. ANSI escape codes https:/len.wikipedia.org/wiki/ANSI escape code

2. 38;2;255; 0 OmThis is
red\e[Om"" m runmmtﬂm
wéel Termmal m [true color

https:/igithub.com/termstandard/colors#truecolor-support-in-outp
ut-devices

3.31;1mThis is red\e[Om"‘ll
eznmdl Scnpt ma éel
Terminal samc :» RGB :rasspc
s qmso@:»om sm o3
t7!r:n;a._'e (True color scmmu
m)n “bash #!lusrlbinlenv bash
for Rin $(seq 0 20 255); do for G
in $(seq 0 20 255); do for B in
$(seq 0 20 255); do printf
"\e[38;2;${R};${G};${B}mf\e[om";
done done done

Third party logs

69 [PJsens €27 Software 0§o

803 06N M N33
208 E) uqnqueur:n@o Tunes
€2, Dependencies 4pss 9
[Blerqe [godloadn web https:/iwww.nginx.com/
server ypt Database gps
a?uuiun Message broker
4ps0d gjmadeam
Dependency Yps senl :n:n qp
6am guwayp: o@:nan gj
ofmipnsc o|apacn gjoom
sancam:na:na'] CI|ent 5|de
error moqu: ?emmﬁ egﬁc
[4¢ wezoen Log q.p m 0>
9% mspummcﬂmen

msmc-mu«; u%nqu 24p:0
200 wczoel vuc Log 4pze_
:nceﬁ Ofoﬂmé' mos.fspspg
sqzansecy e] 20250 UNIX
o.fcq.p mc oqnqqu“ma

:n? /var/log
s:mmé 6q:am: a0
363N o:nell eom
:m:@q [NGINX
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https://en.wikipedia.org/wiki/ANSI_escape_code
https://github.com/termstandard/colors#truecolor-support-in-output-devices
https://github.com/termstandard/colors#truecolor-support-in-output-devices
https://www.nginx.com/
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Resource | Description URL Micro QR

4. journalctl https:/lwww.man7.org/linux/iman-pages/mani/journalctl.1.html
5. log show https:/lwww.manpagez.com/man/1/log/
6. dmesg https://lwww.man7.org/linux/man-pages/mani/dmesg.1.html
Un 'I.ogger https://lwww.man7.org/linux/man-pages/manil/logger.1.html
8. lnav https:/linav.org/
9. pdb https:/idocs.python.org/3/library/pdb.html
10. pprint https:/idocs.python.org/3llibrarylpprint.html : %
[=
i ; . [Of.40]
11. ipdb https:/ipypi.org/project/ipdbl E
[Ofine]
) [OF:40]
12. IPython https:/lipython.org [ 2
(O}
13. gdb https:/lwww.gnu.org/softwarelgdb/ R
[
i EEAE
14. pwndbg https:/igithub.com/pwndbg/pwndbg K K
O ]
[=] 7
15. 1ldb https://iidb.llvm.org/ Xz
=1
16. System Calls https:llen.wikipedia.org/wiki/System call
17. strace https://lwww.man7.org/linux/man-pages/mani/strace.1.html
[=1:2, =]
18. dtrace https:/idtrace.org/about/
(O]
19. dtruss https:/lwww.manpagez.com/man/1/dtruss/
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https://www.man7.org/linux/man-pages/man1/journalctl.1.html
https://www.manpagez.com/man/1/log/
https://www.man7.org/linux/man-pages/man1/dmesg.1.html
https://www.man7.org/linux/man-pages/man1/logger.1.html
https://lnav.org/
https://docs.python.org/3/library/pdb.html
https://docs.python.org/3/library/pprint.html
https://pypi.org/project/ipdb/
https://ipython.org/
https://www.gnu.org/software/gdb/
https://github.com/pwndbg/pwndbg
https://lldb.llvm.org/
https://en.wikipedia.org/wiki/System_call
https://www.man7.org/linux/man-pages/man1/strace.1.html
https://dtrace.org/about/
https://www.manpagez.com/man/1/dtruss/
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Resource | Description URL Micro QR
20. 8en https:/i8thlight.com/blog/colin-jones/2015/11/06/dtrace-even-bette

T r-than-strace-for-osx.html
21. stat https:/lwww.man7.org/linux/man-pages/man2/stat.2.html

https:liblogs.oracle.comllinux/strace-the-sysadmins-microscope-

22, gﬁszné:tﬂ:

v2
23. g‘ zine https:/ljvns.calstrace-zine-unfolded.pdf
24. tcpdump https:/lwww.man7.org/linux/man-pages/mani/tcpdump.1.html
" [=lym[E
25. Wireshark https:/lwww.wireshark.org/
=
26. static analysis https:llen.wikipedia.org/wiki/Static_program_analysis
27. pyflakes https:/ipypi.orglproject/pyflakes
[OR=0]
28. mypy https:/imypy-lang.org/ EE,
=
[OF5AD]
29. shellcheck https:/iwww.shellcheck.net/
[=
[Of]0
30. ale https:/lvimawesome.com/plugin/ale
(O
. ExgE
31. syntastic https:/lvimawesome.com/plugin/syntastic :
32. pylint https:ligithub.com/PyCQAIpylint
[E:A5E
33. pep8 https:/ipypi.org/project/peps! L
=
. [Of=0]
34. bandit https:/ipypi.orglproject/bandit/
35. Awesome Static Analysis https:/igithub.com/mre/awesome-static-analysis
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https://8thlight.com/blog/colin-jones/2015/11/06/dtrace-even-better-than-strace-for-osx.html
https://8thlight.com/blog/colin-jones/2015/11/06/dtrace-even-better-than-strace-for-osx.html
https://www.man7.org/linux/man-pages/man2/stat.2.html
https://blogs.oracle.com/linux/strace-the-sysadmins-microscope-v2
https://blogs.oracle.com/linux/strace-the-sysadmins-microscope-v2
https://jvns.ca/strace-zine-unfolded.pdf
https://www.man7.org/linux/man-pages/man1/tcpdump.1.html
https://www.wireshark.org/
https://en.wikipedia.org/wiki/Static_program_analysis
https://pypi.org/project/pyflakes
https://mypy-lang.org/
https://www.shellcheck.net/
https://vimawesome.com/plugin/ale
https://vimawesome.com/plugin/syntastic
https://github.com/PyCQA/pylint
https://pypi.org/project/pep8/
https://pypi.org/project/bandit/
https://github.com/mre/awesome-static-analysis
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Resource | Description

36. Awesome Linters

37. black

38. prettier

39. 30 AES e sDs[Yd

3 < <
e3mnc QU c::ne 3m
L T

3
nichsen 240 [§osome[mpé
40. time

o c o0 5
41. 32620380303 3¢ [Mp301

42. time

43. gﬁsmé:tﬂ:

S

line_profiler

45, Valgrind

46. memory-profiler

47. perf

48. Flame Graph

49. |[FlameGraph

50. pycallgraph

51. Call Graph

URL

https:/igithub.com/caramelomartins/awesome-linters

https:ligithub.com/psfiblack

https:liprettier.io/
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Micro QR

https:/iwiki.c2.com/2PrematureOptimization

https:listackoverflow.com/questions/556405/what-do-real-user-an
d-sys-mean-in-the-output-of-timel

https:/lwww.man7.org/linux/man-pages/mani/time.1.html

https:/ljvns.calblog/2017/12/17/how-do-ruby—python-profilers-wo

rk-

https:/ivalgrind.org/

https:/lwww.man7.org/linux/man-pages/mani/perf.1.html|

https:/lwww.brendangregg.com/flamegraphs.html

https:/lwww.brendangregg.com/FlameGraphs/cpu-bash-flamegra

ph.svg

ph_generated by pycallgraph.png
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https://github.com/caramelomartins/awesome-linters
https://github.com/psf/black
https://prettier.io/
https://wiki.c2.com/?PrematureOptimization
https://docs.python.org/3/library/time.html
https://stackoverflow.com/questions/556405/what-do-real-user-and-sys-mean-in-the-output-of-time1
https://stackoverflow.com/questions/556405/what-do-real-user-and-sys-mean-in-the-output-of-time1
https://www.man7.org/linux/man-pages/man1/time.1.html
https://jvns.ca/blog/2017/12/17/how-do-ruby---python-profilers-work-
https://jvns.ca/blog/2017/12/17/how-do-ruby---python-profilers-work-
https://github.com/pyutils/line_profiler
https://valgrind.org/
https://pypi.org/project/memory-profiler/
https://www.man7.org/linux/man-pages/man1/perf.1.html
https://www.brendangregg.com/flamegraphs.html
https://www.brendangregg.com/FlameGraphs/cpu-bash-flamegraph.svg
https://www.brendangregg.com/FlameGraphs/cpu-bash-flamegraph.svg
https://pycallgraph.readthedocs.io/
https://upload.wikimedia.org/wikipedia/commons/2/2f/A_Call_Graph_generated_by_pycallgraph.png
https://upload.wikimedia.org/wikipedia/commons/2/2f/A_Call_Graph_generated_by_pycallgraph.png
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Resource | Description

52,

53.

54.

55.

56.

57.

58.

59.

60.

61.

62.

63.

64.

65.

66.

67.

top

htop

glances

dool

iotop

df

du

ncdu

free

lsof

SSs

ip

nethogs

iftop

stress

hyperfine
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URL

https:/lwww.man7.org/linux/man-pages/mani/top.1.html

https://htop.dev/

https:/igithub.com/scottchiefbaker/dool

https:/lwww.man7.org/linux/man-pages/man8liotop.8.html

https:/lwww.man7.org/linux/man-pages/mani/df.1.html

https://man7.org/linux/man-pages/mani/du.1l.html

https:/idev.yorhel.nlincdu

https:/lwww.man7.org/linux/man-pages/mani/free.1.html

https:/lwww.man7.org/linux/man-pages/man8/lsof.8.html

https:/lwww.man7.org/linux/man-pages/man8/ss.8.html|

https://Iman7.org/linux/man-pages/man8lip.8.html

https:/igithub.com/raboofinethogs

https:/llinux.die.net/man/1/stress

https://missing-semester-my.github.io/

Micro QR

ElHE

94


https://www.man7.org/linux/man-pages/man1/top.1.html
https://htop.dev/
https://nicolargo.github.io/glances/
https://github.com/scottchiefbaker/dool
https://www.man7.org/linux/man-pages/man8/iotop.8.html
https://www.man7.org/linux/man-pages/man1/df.1.html
https://man7.org/linux/man-pages/man1/du.1.html
https://dev.yorhel.nl/ncdu
https://www.man7.org/linux/man-pages/man1/free.1.html
https://www.man7.org/linux/man-pages/man8/lsof.8.html
https://www.man7.org/linux/man-pages/man8/ss.8.html
https://man7.org/linux/man-pages/man8/ip.8.html
https://github.com/raboof/nethogs
https://pdw.ex-parrot.com/iftop/
https://linux.die.net/man/1/stress
https://github.com/sharkdp/hyperfine
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Resource | Description

68. Firefox

69. Chrome

70. :néa.i:m

71. gleamEsdls

72. Reversible debugging

73. rr

74. RevPDB

75. cProfile

76. cgroups

The Missing Semester of Your CS Education - Burmese

URL Micro QR

https:liprofiler.firefox.com/docs/

https://developers.google.com/webltools/chrome-devtools/renderi
ng-tools

https:/lundo.iolresourcesireverse-debugging-whitepaper/

thon.html

https:/idocs.python.org/3llibrary/profile.html

https:/lwww.man7.org/linux/man-pages/man7/cgroups.7.html|
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https://profiler.firefox.com/docs/
https://developers.google.com/web/tools/chrome-devtools/rendering-tools
https://developers.google.com/web/tools/chrome-devtools/rendering-tools
https://github.com/spiside/pdb-tutorial
https://realpython.com/python-debugging-pdb
https://undo.io/resources/reverse-debugging-whitepaper/
https://rr-project.org/
https://morepypy.blogspot.com/2016/07/reverse-debugging-for-python.html
https://morepypy.blogspot.com/2016/07/reverse-debugging-for-python.html
https://docs.python.org/3/library/profile.html
https://www.man7.org/linux/man-pages/man7/cgroups.7.html
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# Editors (Vvim)

S k% [ GRS o c [ c_ ¢ N N [ c c c c Y c o N
33&0%“() & ODGGP(T)GOJ) 0?3 @ceocesl,oao,ﬁmcrgm SleglOJCDLCDC\?UOI)eO\)g 039;33%03

a[gadeamn Text Editor [goaopd vim o spad:(gjspds ecocodli

“{=htm1}
<div class="video-card">
<div class="video-card-header">
<span class="video-badge">» LECTURE VIDEO REFERENCE</span>
<h3 class="video-title">Editors (Vim)</h3>
</div>
<div class="video-card-body">
<div class="video-preview-container">
<img src="file:///home/runner/work/missing-semester-my.github.io/missing-
semester-my.github.io/ebook/assets/thumbnails/yt_a6Q8Na575qc.jpg" alt="Editors
(vim) Preview" class="video-thumbnail" />
</div>
<div class="video-info-container">
<p class="video-desc">Scan the QR code below using your mobile camera or
click the link to watch this full lecture online:</p>
<div class="video-qr-block">
<img src="file:///home/runner/work/missing-semester-my.github.io/missin
g-semester-my.github.io/ebook/assets/qrcodes/yt_a6Q8Na575qc.png" alt="QR Code f
or Editors (Vvim)" class="video-qr-code" />
<div class="video-url-details">
<span class="qr-label">Direct Online Link:</span>
<a href="https://www.youtube.com/watch?v=a6Q8Na575qc" class="video-ur
1">https://www.youtube.com/watch?v=a6Q8Na575qc</a>
</div>
</div>
</div>
</div>
</div>

226030 e0m2qs 66:005(5E:5C M3 (Code) 662005(3E:0300p0 209§ (3 [gpee00

pOeamardyps @o@oaen 0§ oqé:eo’ 66200020000 328| EI0Mz4P: TYP: 33@33 2050305
6qzooz(gEeaoad GCypeaaogps ot e@a&:@c:l ®0d(5Cs C\)ese@ac: @c:sc msqp 200
C

C C C o C OoC 0 O c c o C
[§Ea0C(gC:0)03¢E 329[§06 m§ag§enn§oopdil ads(3pC 326050 66200245 V§0GOYPESE O
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620002 $ 0§0§OYP: F[Ppzeg[gCsen 30§ oMM BlooPd (UL Microsoft Word ¢ Visual
Studio Code)u

0

Programmer qpz326$(4¢ 09|§00300 saqﬁzaqp:oa% § [gCanCeqsomeepoac msap§(ogqo0
$

o)

@él &g (\%3’3{) (YS&C 0%0’3 SGOJ') Editor 030)90’3 m é" CGG’b’)é G(\'.)(\TJ[%C"OD 5 3200 COr(‘.)O"O
s L SIRES [ o.l 303 s SO o S

"] C Edt I(-‘ o ’] O C &: C C
(6] :DEII itor 33&30)0’.)0?0’[) GC\?C\:D‘?&? Hoa) GSB’.)O’.)O 3’30’1) H 8033&?-

c c c c c cc o c.o c c
° ZDCS§S®')? QODCOI] (Qﬁ OOCS§§®'.) ‘J§9 (?J‘%'og% pg§:s?ooasew) 3’3610333@0)&1_]’)8)

Co

c _oc ¢ o c_c ° c o . o ¢
L4 ®(7)CQJ§03C 00 68§36MSCEIIDCVPO: VO ®IDII3 @CSDC‘J:{ 33'.)3(\?333(76)0’) Q? Editor O?()C

005000 %353@10']
L

Cc 00 c (o C Cc o c C Cc c c cC 00
* 6apamqC: gpeydl: 38 eomEigseom §pd:06s §aoE0pdur cE[gElm F6§00mud 38
e(mf:stg%eom :?éscoéz (js’]&?oao&ﬂooéu
. C c o o Cc e [} C e Cc oc C c C C c
Editor 32000000903 3203:(g|po3¢ 006 0 §3§ BewIdd | §§3203¢: GE ¢E[gEs [gEanE(gcs

oC C C C C C o o C C C C C e c °
286220p0:[gCa/ag0d(g s 000pd 326(g54piah 0o0dE(gPrde RS (§aopdi $§ Jo 9§ 3233:(g|(:d]
CEdt . O C c c C (’eo o (‘O(‘D C re ﬁ OD orno DO C
W3¢ Editor 09a30¢ (520500005 (40(Ga1 adesdGE:09C el Fa0[sem:@sgPsa) ©0OE

° cmc c . c o o [ c oc c cmc c
80’)06168 @0)038—Edlt0r SQODO(Y.I? %Q?o[gl[%Co@? SBQJ‘?&{PN(;') 3’3030303’)60@&7, @0)03&71”
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©pd20 ) Editor M 6cpamecd? (Which editor to
learn?)

ooeieaoﬁ C\)L@l(ﬁqpseoao Editor qp:zagﬁ Visual Studio Code (https://code.visualstudio.com/) oaé
C\IDL@lchsaque@: Editor @&@:l Vim (https:/mww.vim.org/) ooé Command-line sae@[gl C\R@I(’S
Faqpsadz Editor @o%ooéu

Vim

@wém%seﬁ o0& [ogpzan 30:0d:a00d Vim o3 @a?:[gl@wéu Vim 005 Vi editor (1976) ¢ ®00C
seo C _ocC 00 C c o (’V. C C (‘c(‘ o 'T‘o’](‘
9[90 006§00MDGYC 0POINAY M §A0 VI VM 0ZC 309§ EMIDCIPYSEIM 326098326314 P: VIOC
C . O o O C . C C C o o
oo@g Tool @qpaa@')cm Vim Mode o gceoeoooo').,@oa&)lu Vim el QQULEIMCYH M IR
o C C

80 80 3209C2 20C[Prev:g§ B[4OSCEOVP08 Vim &Nl 32603:326315¢ 326(g54p20d §Es0Cs

L1
[ oo oG c '] (%
(DC@DQGODQQ’JQQE @0)() OD@II
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Vim eW 32603:3263[ (Philosophy of Vim)

[T R R [ oc JN- R c R JRE. c c [N
S OG]_GuBCa GGPOD’LSPO:.))C 32 c?ifb(:lpo?()? @O202:32200 quOD'DD@Cu(D(YJ (.OOOJSI]@C‘,%? @CGJC

E:0909€ Mm§ag§[g00pdi a3e(ogpC Vim 2005 Modal editor [§d20pd—en000: c0pY0C:[gCisE

@) &

Cc
¢
2008 @8308@&:0%3303(75 (ré@’):eoao Mode quor% ma?:@lw):ooéu Vim el Interface

o 3

c oc c o [N JUUNS . 0 c __c c c L o6R¢C,
()’.B(.DO.BCOJ@ OGI]OG]_eoGCe CY.TJOD')@(YJ’)»CDO)?(Y?O% 33(\?00?003&?—9(\?03‘:“’):. ]SO[%C::

(Keystrokes) 00pb Command gpz [§0[03(Gs wEs Command gpz0d 66100 3200:(g§Ccloopdn
. C C ° C o C c o0 C oc
Vim 00 Mouse SC Arrow Key qps Gao?s[gl@czo? eﬂ)oﬂ)sw):m@g 00 e%)zeaTm@ 3%

oc. . .he..coc cmc c
8’30?0« 661003);, @CSOC%CGOB@ @‘DODBII
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Modal editing (Mode eﬁlsé@{: @&ao&@&s)

L

Vim ogé cq&ssoaé:q]og Mode eﬁl:o? 6]%6]039_,5-
® Normal: $C3203Cs g2 $$¢ [JCa0E
F PCI2ORCE OPICNG 9%
C C
® |nsert: OGP COPICiq$
® R | . o o o Req &
eplace: @>20034P3M) JO0P2G$
® Visual (plain, line, or block): @032 32805320C:qP20) 6§q|Ude)
. .2 [
® Command-line: Command qP:op Run §¢
ﬁmsao)oro)& Vim :)0&5 Normal mode é é’]eéfeé @&méu eéoaé Mode ?esgl) Normal mode :)%
@%mé espogg]eﬁs <ESC> (Escape key) or‘:} %&qeéu Normal mode ?eﬁs@ Insert mode o?L) o¢
C c . o C C Cc . o C C c . .
eepPMg$ 1| Replace mode 2 oCesPMg$ R | Visual mode 2Q oCesPMg$ v I Visual Line
mode 03 0Ceepadq§ V I Visual Block mode o8 0Cepadq$ <c-v> (Ctrl-V)i & Command-line

d o ¢ [N o 0 ocC c M c
mo eagocespmeﬁ : U%('f? ?0619@ @@OD@II
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36[354ps (Basics)

®2m: cpdaCs[gE: (Inserting text)

Normal mode ?e§§ il 0r°3 ]g&ﬂoo Insert mode of:) eep(ﬁﬁeé @03@: za@'): Text Editor qpmof.:)
o _C coc C C C oc o c C C o C
oomzgps §AD0PRSCHDd [§00pdI <esc> $0loo Normal mode 93 [§§00pS sepod§jopd

Vim 2005 9Coodameam $EP:a) “Buffers” 03 ea'raga)p_,f)u Vim Session 000303€ Tab qpsgd
O° ] L L L L L O o
0loC&E[G: Ta o3¢ Window (30003600 Pane) qpsgd GloC§Eaopdn Window 000982000
L o [} o L L
C o C C C o . C (0 C C C
Buffer 000303 [aosuz00p01 Buffer 00020005203 Window 3a9pz32(go:0p€ (§Eop 9Ec0d (0309

o
8
©n
-0
C Qo @

&E0loo5n
T 2
Command-line

o

N
Normal mode oC 3

c c c [} . o co C c (%
moo&?lo']m Screen emme@ﬂ Command line O% GGP(D?]Q@ @(DOD@-

® :q OSG].C

o8

(Window 3059 §)

(@]

* i $C056:a0p0:5 (“write”)

ocC oC C 121 C C

° twq QL)C 339883@2[32 08('061?
. C c o oc o c _C
® :e {name of file} @CQDCC\‘L)GCD'_) QCO WC§.

® s (gé(I)’JEGOJJ Buffer (:[PEO’?I? @3361‘%

c _C

® :help {topic} saoasaeeggsﬁs
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q (o o [of [+ [ o
Vim Interface 2000 VN C: IDIANOMND0I
@osmé (Vim’s interface is a programming
language)

[ [ o4 [ o4
codze[opcaep(gcs (Movement)
C o C o c o o o, C
Normal mode o3¢ esalevalenitleatSH Command Cletesl mo?o[gloo@-

° see[gé 6§,0qpse: hjkl (:JooSl 631 300! @3)

® omsadzqps W (e‘f')o'r) 003001 b (0022:0): 320)1 e (O0MD:0Ds 33s)

° me@)ésqp:: 0 (me@of:: 320)I " (0V0LaD: M) $ (me@oés 3230:)
° w%ooo:@é: H (:raooorS)l M (33(\)05)| L (e:mn%)

® Scroll: ctrl-u (3300(73)| ctrl-d (63300'3)

°
~Go

C ocC ocC o
C: gg (Lgc 30)I G (({»c zae?:)
C o C o C
) ° [
me@:‘»cu éi;d]oo. :{number}<CR> QW {number}G

L4 ﬂ')e(g@éz: /{regex} 1 match qum@'): og')zm)sﬁs n/ N
c c .
®am: [ycaocyyps (Edits)

Vim &l [§E=oCe Command gpzen-
. o C C c

® i Insert mode 9Q 0CeePMa$

® o/ 0 6300/ F0M RE m6[PE:3200 $CqS

® d{motion} {motion} 3203C: QOOqF (RUED dw D0P0 POND: YEOGF d$ PO BE[TPEs
3395333305 (q_l(rr)el.%)

® c{motion} {motion}zaor%&s e@)é:cﬁeﬁ (Roen cw :)Dé olsaptienk e@)ésc@sﬁ)

° 2, C £ C C d_L C o C
X | 8092 000002 YMQ$ ( §G 0ppOO)

u @%@&ﬁ (undo)1 <C-r> @%Q?f)eﬁ; (redo)

* ¥ 200 :rq$ (vank)
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® p 000 PO $ (paste)
(o [ [ [
326q3200M eo']csoo@cs (Counts)

* 3w 0omzad: Y s 66,03 69,95

® 5j @')6@363 3 6@363 GS’J)OSO% GSLG]_%

®  7dw 0m:d: 0 032 G|OeS
SOQ2 Q O 9%

Modifiers (3232 [y|[gcaqp:)

. co c c o ¢ c o c s C
® ci( C\D('DG] MC:OMCI000 () 320QC:0 ®ID0DM G[QDC:C\DGI
1l [+ 6 "] L

° - co . c <. [ 2 @jr° RS
ci[ C\'.)O’Jﬂ 6Q0s6000CMC: [1] 3’3080.,? 0'333')@0?6 Co(\DG]_

IS

(0]

. C C o
® da' Single quote 30l320E 3202C50 ©DII2:M) 00§
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(o
Demo (comea [42os)

c c o . . ) c o., o
630000l (§]003050003620 Fizz Buzz (https://en.wikipedia.org/wiki/Fizz_buzz) (galcles) Vim 3’30?:[9[@

@éeo&@ooooo:oaé—

def fizz_buzz(limit)
for i in range(limit):
if 1 % 3 == 0:
print('fizz")
if i % 5 == 0:

print('fizz")
if 1 % 3 and 1 % 5:
print(i)

def main():
fizz_buzz(10)
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Vim o% 30‘3@1(73 f:aof:@f:: (Customizing Vim)

- o . ocC . . C ocC c o ¢ o C C coc C
Vim @ ~/.vimrc ©cC (Vimscript command gps: oloCeom ©c) @g o)oo[_glm @csocaf,cd]oa&gn
cc o C C . o C - - [ [
0R[$02 @caocoo’).,eoao Qoo Config o Qﬁggpogc (l2020/fileslvimrc) e:ﬂc,c\?sagﬁ

. [ oC (% ° oc C
~/.vimrc sa@o 236330008 a’aa?s@ﬁcd'lanen
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Vim o% o%saﬂo@és (Extending Vim)

Vim 8.0 Q o)ooé@ Plugin qp:o'% ~/.vim/pack/vendor/start/ Directory saorgf:: SSxee) Cogcr::ﬁ
o CcCo C [ oc ’] C
ealoalslee) saa?o[gﬁco 20p0lI

c . o R . . _..oc . c .
COCEP620 Plugin 329]|,92- - ctrlp.vim (https://github.com/ctripvim/ctrip.vim): Ocqps §PeYq§ - ack.vim

C C oOC
(https://github.com/mileszs/ack.vim). (7?:3 §P6(gq&i‘> - nerdtree (https://github.com/scrooloose/nerdtree). ({JCCQ(:{P:,

@éﬁ]q:?: - vim-easymotion (https://github.com/easymotion/vim-easymotion). C\Z”E:@%Og) og):mq%
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s'a@)s osﬁneléeuasorg& Vim Mode 33::?33@[@63
® Bash 03(3 set -0 vi

® ZshoC bindkey -v

® Environment variable: export EDITOR=vim
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[of (o g g
‘ saaog:@g Vim (Advanced Vim)
® Search and replace: %s/foo/bar/g

® Multiple windows: :sp / :vsp

® Macros: qg{character} @5 Macro Record c\?f)@: @{character} @E @%mé Run sﬁu
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‘ 32 C232(4oyps (Resources)

. f C q o ¢ C oc c ¢
® vimtutor -Terminal 0QC vimtutor oD qmoop_a'@ 6CQONSCEIMN DDCH§
o L L S, ° L
® Vim Adventures (https://vim-adventures.com/) - Vim GC\?(\)’J%&GQ)’) 86:
® Vim Tips Wiki (https://vim.fandom.com/wiki/Vim_Tips_Wiki)

® Vi/Vim Stack Exchange (https://vi.stackexchange.com/)
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6com|Caseyps (Exercises)

. O (e e C cc o o - o C C C
Ol vimtutor O [920)3631)0 G(\)(\I)O']II JII (Y(J)J&OCO@'ﬁ 336@3 vimrc m Gé]Cg(\)SC\)()ﬁ
7 3 T T IO |

~/.vimrc 33@5 :x%é:aoé: ma?z[gldlu QN ctrlp.vim (htips:/igithub com/ctipvimictrp.vim) plugin rr%

C C C C C Cc 00 C C 0O C oC C C C C
0p9ogCs 06200001 Gi ooce‘?omo'] Demo 03 68 omedlogt BUS03E @ﬁscoe [glc?o@@o']u
C . [} [} Cc °
3002320905 Vim 03 035008, 3203:(g|0ln
L o L o L

g 3

c [ c_c
SII Gﬂnme&? o} C\)S’BUgCo (2800} CSOC%

< - < cc ° € ()° ° C i
¥ External Links & References (@co QOCIYPSC MY MYP3)

Resource / Description URL Micro QR
i . B
1. Visual Studio Code https:licode.visualstudio.com/ ,'-.‘4
[=]:£%
) EFiE
2.Vim https:/iwww.vim.org/
[OF
3. Fizz Buzz https:llen.wikipedia.org/wikilFizz_buzz
4. ctrlp.vim https:/igithub.comictrlpvim/ctrlp.vim
[OF 3340
5. ack.vim https:/igithub.com/mileszs/ack.vim - 4
[Cf,
6. nerdtree https:/igithub.com/scrooloosel/nerdtree
7. vim-easymotion https:/igithub.com/easymotion/vim-easymotion
8. Vim Adventures https:/ivim-adventures.com/
QAT
9. Vim Tips Wiki https:/lvim.fandom.comiwikilVim_Tips Wiki )
OF:5%3
. [Op:40]
10. VilVim Stack Exchange https:/lvi.stackexchange.com/ ]
=
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Metaprogramming

sa§6q"6 - Build systems, dependency management, testing, ?%c:: continuous integration o?g

®
CEG@)C: GC\Q‘)C\Y)O’]II

» LECTURE VIDEO REFERENCE

Metaprogramming

[Lecture 8]
Metaprogramming

The Missing Semester of Your CS Education
<https://missing.csail.mit.edu>

Scan the QR code below using your mobile camera or click the link to watch this full lecture online:

Direct Online Link:

https:/lwww.youtube.com/watch?v=_Ms1Z4xfqv4
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“metaprogramming™ 03 6[JpepPaRE ©pOPOIEPOD FAAV§Pd:N Code 03 TIADEOD 6qro:([gC:
prog 9" 0 PR PRI NOQYOFR0: 2 R §z9925(3¢:
o C 00 o C C C C C c _C C c oo C ocC
2OV QY COEEPMYD S’amoc\)o@csoom QYUCH:0p (process) $C YO 2DMIPCEIMN 32
|3 L LL o L L L Jeo LL L
C cec o oc C C o C C C c _C C
queﬁ 3203260532000 MPSVOY EVISCIPY TEONCINS 320 @Do’]ooeu Qﬁooc&?:morgc
Code qp:o’% Build C\?BBésl Testing @lc\?f)@éz i&.{: Dependency qp:o% o%és%g@cr:: o@)qpm%
C C C C C C c O C C
eoﬂ)moog:):o']e&)lu e(qpc:oa’):cnoewomgﬁ 6$0D 2000C Qﬁoogo%n S’aes‘lgcﬂg §8:d]soae
C C (‘u C C C o C C C C C Gu ° C d b °
(Sa)eclelS[2ovaleviorticrleniéiot]e 33@0 QLD SBBC MEPOOOOORC [_Boeooeoo') ode base gz

?Q.(:Z 0)(7)6 (I%GCTE’)DODEZCES,] @3’36{)6”330’% G?q)d%égé edgﬁ@éqaé @OS(S]ODéII

" A, C o, 0 c 2 Qo c_ < o c .
metaprogramming %GOJJ Go']mqooe QGI]O_G]_G_ELDuﬂ? 0@6@’)(:31(0633’) U?OG\LQHP_A:

. L 9 C [<] c _oc c o o (] [
(https://en.wikipedia.org/wiki/Metaprogramming) U%C\)ea SBGgDOD G]_e'f.COD&O? OJOJE.‘”()I]I O%GO;D Qﬁ

c ¢ c_c c o o c o c
ODCS§§m€ﬁ qeaoaq]m?’) (Ii) 336((.))')()3(:]_”3 B(IEO’J(.;]II
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Build systems

L T X C (‘o C C o o "I (‘o C "r c C C C d o o
aTe @g ©O0DL0D0EMIC 6§:000:0101 P00 AQMELICE$ ©P0P) Command gp:a) rung
C C o C o N C Oo O C N C C C
©Po§posIl Benchmark qpzap runggl 939§)$1 GQQOD X006:00 COPYIQC)$ Command gpzesp
c O C o C C C o N cre o c
©PON$PI:I DDOVDOD 3200§:09C GULOOILEIN Code Clekeel Compile C\?Ob: Test qpzoD rung$

c o ¢ c ¢
O ROqOR e

Code Gladpd(4deo 6loopS(gdee vesp|d 32qP:@0C “build process™ (6500050000
.

m&cr"or) nda °@d]oa 51 Input 0'353[959 Output 93 eepHYa§ Oz Rd COCE:DD
L '?" 8 T ﬂ &? p E’” T )] p 3 SP ﬂeﬁ L 61 Q L ‘?" 8
cC o ¢ C C o o o C Cc C C C C N coc
200050 @otﬂoaeu e@)ama?oocx? a5 90C§:0p03C FPEDEYPEEI COO:FGPLED o’]ocaf,c
C o N C cC O C C C o c O C C C
CSloopdin 939§ 0))20pd3 rundli qrodyps aEdg$ 0320005 rundli ©006:3263PA05 WD,
C (o C c (o C N .~ 0 [ o _C C
3[gp2000 rundl vae) [§0Claopdi o) 32008:03E 603 [§ES6 60 TEPYPigIIAS0E o)) BodGAD
C o Cc 0 C C C C o C ’] o C ° C cC 0 eo0cC
QUOEPYPESE [13]60389p90 € 006U EPd: ©LICOUlI MHEONCEPLE 20C0D MP3SCe

L ° L I
o 1=}
Tool e ﬂeq?o'][gu

o

o

[

WE20303 2q23a2(4C “build systems™ 0y 63155(03(g2 3o4j:3200: gego § (03010001 ©POR)

c o cC O C Cc o C C C C C C C C
®§®(T_B o?zaeaioa&)lejso comﬂ C\?OG&T)CGIQ@ SBC\:I_)UI ?Q:‘DOD(DGQI) 90020000008 jS(; OGGP(“O’)
Ggg GOTGUJ CO’.]OD (‘" 036333 (.D&"d?)gﬁ U&B 3’8§0333') (5p] 3’3(\3(‘ SO&UJ@L;]OD r" 32 f S0

T ROOR 2R e T 9§ 0% iL [ 5118
d d . o t t_ o C C C o o (‘u C I o o C C o C

ependencies hlPoI argets k:U)o ‘Js(o: 000)?]9 U)@?QB %QG[QDCoq§ rules (:Uf)o('f? OOU)?OJGUaGlQ‘)@II

. o e C o C C o _C C e 0 °

Build system 0? Q):[%Jg Target 0)03? C\? CG@')C: G[;P(\?ml)’]ml oC: Target @'ﬁ ??‘fequ 3’3’)3(\?3

o Go C ho C (‘° C C C o o C C c R I ° o
o ﬂ)e(g@, 65200503 Target ©GME{|C: EO332COWT2CO0IGPINY CQOXCP0§§ Rule gpsm
M|Cadze0:(gCien el 32090 [gouloopdi ad3e(gE Build system 20p5 Dependency ©6[gpCsad
622 WwaC Build © qm& qﬁ%&eo;n Target qp::raorgo% 90?33960'3 Rule q_p:o% runee§o’> o%espof)

c_c R '] (%
g) eaoacaooeoqo ODEII

make o:)é S’aofgzsfaelp:e@: Build system qp:oéejs oooS? @05@: UNIX s’ae@@l t‘rg%cmlcm 324P:0
C C C ° cC O C C C ° (‘° C o O C (‘g C)° (‘° C C
03C 0D0EDCOMEVPIN) 60RO @ooa@n 320:$0:q| M 32|, §EIDCOPI: §2§)C36 32ADCI00C

C C c C C o o _C COo N o
0BEPA|MYPIF0YM 32CYF meoce@o’]ooeu make ) runc\Rmeoaozaé] co0og) Directory §
. oc o C C . (% ° o
Makefile ugeaTeooo ocon woojsnd]oaeu Target qpsi Dependencies 4p:$¢ Rules gps 320:09:0)
C N C

00 € A0 o S 5 ’] 3 5 ’]
GRYCOOORC WOIYOICOI:O I 63D MV $§0D @@0 -
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paper.pdf: paper.tex plot-data.png
pdflatex paper.tex

plot-%.png: %.dat plot.py
./plot.py -i $*.dat -o $@

oco Cc C C e C C C o ° C C C o cC 0 C C C
DFE] pp3(o3prayod 0bpdoopd poaab(goa saapi{g|e) ooudo00b[gsia wpdah aodepbepd
uream Rule [§oSloopdit a3eun0d 32(gp:0004]j: 6[gpgag)E pad(go:d 32 20005

2 PN ROV? 30045 S| PVYC PP 3§ SPPPOX
Dependencies 4p: [§0[03(gs 92050005(g6:00p5 Target [goGloopdil (gr2000:603 6320050 Block

C o o C C C o C ¢ o0 ¢ [ C C
20p5 03 Dependency gp:e Target 09 0050006050 pd V§0QO FOHATMD [gDooPdI make 0RE
oooea@s Pg%@a:qcﬁwé Default goal C\)é: @&Lﬂoaéu Argument 00123 make runolm gﬁ

Target (r% Build C\?Beé @5&)&5u oféeo%o% make plot-data.png (Ca) runolom oéé Target (r% :35:33%

Build C\?Geé @or)oaéu

Rule § % 00pd “pattern” [o(Qs 000090M$C p00H§] 07360 String 03 MRAdESeoClao I

pued Target plot-foo.png 03 60mC:adClon make 20p5 Dependency gps [gdeax foo. dat

[N

0595 [4dopda} [ogppd -

c 1 o o cmc c c Mc Di I K r]
]S(OZ plot.py 0OM ﬂ)e%oe@ @OOD@II (.D? SBC\gCD @OG‘?G:D’.) irectory OgC make runolo

$ make

make: *** No rule to make target 'paper.tex', needed by 'paper.pdf'. Stop.

c

make oD paper.pdf 03 Build §§ paper.tex c3306[0PEisC OGC 0§T32q§ Rule v§s[oPpCs

o ¢ o
(DCDGOQC\?O’_)@CQ @@OD@II (.I?CO’_L) O, Oﬁu@@@(ﬂ% -

$ touch paper.tex
$ make

make: *** No rule to make target 'plot-data.png', needed by 'paper.pdf'.

o _C [ o c o c o C c (o C C C
8050Cm:06peD plot-data.png 03 0§09:9§ Rule o5 W00 Pattern rule [§deg(gc:
[4®o0p5n Source file ( data.dat ) v§ea0:60006(0PC make M BECOS ©AAOWOSEe(PCs

e@a@ég @ogoaéll fgéqp: CzatloeE Lo.%;o%:@é@oﬁlo% -
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$ cat paper.tex
\documentclass{article}
\usepackage{graphicx}
\begin{document}
\includegraphics[scale=0.65]{plot-data.png}
\end{document}

$ cat plot.py

#!/usr/bin/env python

import matplotlib

import matplotlib.pyplot as plt
import numpy as np

import argparse

parser = argparse.ArgumentParser()
parser.add_argument('-1i', type=argparse.FileType('r'))
parser.add_argument('-0"')

args = parser.parse_args()

data np. loadtxt(args.i)
plt.plot(data[:, 0], data[:, 1])
plt.savefig(args.o)

cat data.dat

1

k o _C ’] c O C Cc (‘D
make runcd0Glan ©p593 [goepdsd: -

$ make
./plot.py -i data.dat -o plot-data.png
pdflatex paper.tex

lots of output

I make or% 06d run@é(ﬂm eéofé @or)eéeféz -

make: 'paper.pdf' is up to date.
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C C C C C C C C C o C C
9 0000906070l 2200056[TPEspdsN 36[PCien VOLAYOg§ vad3OsaNE[IPE
@030:) 511 waEm Build 0Ooon:6000 Target Clekien} 5 6o Dependenc qp"&{: wHMIE 320805
[ L ° 9 SOX @ p y FE RRN

@éeq?eé @&G[E_péz o)&eeoch?rﬁm@é: @&oaéu paper . tex rr%[géaoé@: make @%run@écﬂ

o -

$ vim paper.tex
$ make

pdflatex paper.tex

make :Dé plot.py n’% @%mé erun:?:)aéo%L o:)og@lcﬂl :rae@aé:c?o e&éza&eoaoe@'){:

@&oaé; plot-data.png &\ Dependency eéwésaspcﬂ ee@oézcﬁétﬂ!
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Dependency management

00 C Cc C (o (o ﬁs ft C N C o C o

86 mjud(y§eam 3220CapE aotel Software 0eePqADEP:0PS 32(gs VEEPQOGPO)

Dependenc 33@03 6368600 §0120001 00020E02600 VNSRS (DL python )i System
p y PREFECR OO : Q09°9P: (2 Py Y

package gps (09> openssl ) OUICD OCEN moaoo)mo:é)] Library qp: (RUed matplotlib )

o o c
0’.[) ??&CL;'OD&II ()OG§GSCDCDC Dependency S’M{P 0)0') CDO&?&TJCD&)’ 9 (o0} 6][9 03(.)30".203'.) o0

cocC C
aomfceooo repository qpse emgf.co']oo@u Ubuntu system package qposaorgoo apt  tool 9od30¢

c

ocespmeoao Ubuntu package repositoriesi Ruby library qp:saogog RubyGemsi Python library qp:

C o C . C . o C C
320000 PyPl 2000000 Arch Linux 32000 Arch User Repository D @o@o’]ooeu

. C o C C C C C C C C . C C C
Szﬁ RepOSItory Q:H'.)S%Co} adoomno eanceoloooa@ :?83(\)83&:”’)3:1)@ RepOSItory O’.)O)?%C.:JCD@? Tool
CDOSS§(SU_)QSS (YBB'J"GOJ')G@'J& 03"@')" O')&S é"@e)@'ﬁ 3’3603"0030309) jo A }{C] 5 B(.D(TSO Il 32008
LT% L o™ s ‘8- 29¢* ° 2 95250 L °

&0 3e0d: 05"05@6&7) 3203:9P260M 60luNagpP:d oof:@’)"eo"u']e 51l VDLW
e A Gt -1 L°'°1P° G]ﬂp" i eoe @ 1°1
C

versioning (90 0308905@6") @or)o']oa S 33@3" oe mHgp: d3eam ve 0 34PIOD
gILO T ° @ ° GP(U E=].P"JL q)q.] b].P"l. P_,‘)
Release 03C:00¢ version number 0263 oocf)@r@oa 51l D0 8.1.3 2300I0D

1°°78 [ ‘? 8 8 T [
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Continuous integration systems
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Exercises
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[Lecture 10]
Potpourri

The Missing Semester of Your CS Education
<https://missing.csail.mit.edu>

Scan the QR code below using your mobile camera or click the link to watch this full lecture online:

=

e

E Direct Online Link:

https:/lwww.youtube.com/watch?v=JZDt-PRg0uo
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# /etc/systemd/system/myapp.service
[Unit]

Description=My Custom App
After=network.target

[Service]
User=foo

Group=foo
WorkingDirectory=/home/foo/projects/mydaemon
ExecStart=/usr/bin/local/python3.7 app.py
Restart=on-failure

[Install]
WantedBy=multi-user.target
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Remote ocqps Local onle) %)C@CSII - rclone (https:/irclone.org/commands/rclone_mount/) - Dropbox,

5
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(https://nuetzlich.net/gocryptis/) - Encrypted overlay systemil - kbfs (https:/keybase.io/docs/kbfs) - End-to-end
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2001l 326200003200 2019 ?]S(Deﬁ Backups 20C3$3@ (https://missing-semester-

thub.io/2019/back 08@ S50l
my.github.io ackups) 2 g

APls

C OCDO cC 0 r/S . o C ro o SD t o o [} C ro Co C C C
3R§BE:§) 0odadd/Service 3apzaRE WEz0dEN Data 4p:0d 0§0qd §p0:006:[4E oCeepad
@éﬁ%&em “APIS” gps %@Lﬂ&)éll

API saquol)ooé 0365166030 URL 06 %@@SI Saquzaos@c:: api.service.com 0pC ooéﬁ@
Jloopbin 03 [g§egp:0d JSON (¢& Format [Goobaonzecod(§s da  (htpsiistedolan githubiofjal) 003

620 Tool [4€ Parse [g|o90§EUloopdi

o C . . o C (e C C
323]|,6900 APl gps20po Authentication ogmo[gu Secret token o’]ocspogu “OAuth

. 99 Q 20 ° <
(https://www.oauth.com/) Protocol (7? 33&?05“3.;0’]338"

IETTT (https://ifttt.com/) O;)é API qp:o% GU%LBI_GZOEGOLD OCYSS%O’S @&[gg OUSS%(‘/SGIPSO[)TJ@'% @036166”’)3

o o C C N C
('T? QJU)&)OOGO.,:DEII
Common command-line flags/patterns

. C °
Command-line tool GP203C 3232P620 Flag qPz¢od -
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. o ¢ ¢ o E c
* --help : 305 ppjloPiodp: (o

* “dry run” flag: 6[(pEs036p) 326pYP20R ruNecm:3d [Jaosusg§i
® __version &%90?05 -V : Version $0’105 E‘isﬁu

® .verbose 9JOWICD -v : 32600:DOD Output 4ps [§§i

. . C . o C C C C C
® - :File name SSpleale standard input QL0 standard output 39@0 2000900 §II
® .. :Special argument @6@2 GC26§2059 Q600 - oleam FepYyp:a) Flag 39@5 ©
000590560235 YOV Argument 32(§d VO9CO6VEGF (RUED rm - -r )i

Window managers

. . C L] C ™ . C
“floating” window manager qp::ra[gc 3’a[§0: 324[3320220009¢0D “tiling” window manager @o
d]::oéu Tiling window manager 03¢ Window gpsoopd mé?eoToaé? beegd Screen edlogc

Tiles qp:sa@o% o%oo%:eﬁseé @ogooéu
VPNs
VPN ooé 20&el ISP 3200¢ VPN Provider oéo% og@égo’% 6[9')62(\5(\%05[562 @OSL;]OJéll

o o o o C ° . C -
32M|:6M3:¢2 0§ 6209PY dooul 3220:PLE00D WireGuard 30)M WireGuard

(https://www.wireguard.com/) 0’% @&EEU’]I MIT eq)é:msqp:zacrg(ﬁ MIT VPN (https://ist.mit.edu/vpn) é’]oaéu
Markdown

Markdown (https: k.org/hel 5 §:9E3 QP2 66)3000:6)§ 5 Lightweight
al own (https://commonmark.org/help/) :De ‘i]oﬂCoGoJD GYJOJ')oeu’Jo GGIOOJ'_).,GW%CT(Z,)(D 19 elg
markup language @ogoﬁlooéu- *italic* - **bold** - # Heading - - list item - ‘code’

- [name] (url)

a)|ooCas:e0 Document gps 3a0:09:0% Markdown [§C 66:a320005[§C (D20 pdN
Hammerspoon (desktop automation on macOS)

C C . C
Hammerspoon (https:/www.hammerspoon.org/) 92090 macOS 320900 Desktop automation framework @o)

C . C 0 ©o00C C
d]ooeu Lua script gps eelsoo'):g 0500) oeg:d]ooeu
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Booting + Live USBs

BIOS (https://en.wikipedia.org/wiki/BIOS)/UEFI (https:/en.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface) CDé
Cc c _ocC C c O [ C C . C
0’)§({”lm’) ®UJCQJ§COC ®§®m (DCOCGU?OO@II Boot Menu vwoosoc Alternate device © Boot 0o
o o L 1 ° 1
3603 5 ]
PCOR

Live USBs (nttps://en.wikipedia.orglwikiLive_USB) 03€ Operating system d]ﬁ@:l UNetbootin
o . . o c ¢ e oc c
(https://unetbootin.github.io/) (YODO.BGOI) Tool @9 w§m:§cwell

Docker, Vagrant, VMs, Cloud, OpenStack

. - C . C C C ° o
Virtual machines (https:/en.wikipedia.org/wiki/Virtual_machine) sC Containers gP220P0 OFOOICDM)

(-] C
320D0) 0502602200 Vagrant (https://www.vagrantup.com/)l Docker (https:/iwww.docker.com/)l Cloud

Provider qp: (AWS (https://aws.amazon.com/), Google Cloud (https://cloud.google.com/), Azure

(https://azure.microsoft.com/), DigitalOcean (https://www.digitalocean.com/))1l

MIT CSAIL eoqp&:an:qp:saog(ﬁ CSAIL OpensStack (https://tig.csail. mit.edu/shared-computing/open-stack/)

C N ° uO(‘ C
UgC 3290 o?m%coagu
Notebook programming

Jupyter (https:/jupyter.org/) (Python) o%eo?orr) Wolfram Mathematica (https:/iwww.wolfram.com/mathematica/)

o C N t b k . C o, o ’] C
O%CD& 0tebookK programming S’BCTOD('D SBQP‘,({P‘,O CD&II
GitHub

GitHub (https://gi Eo Sapeed §a0201 - | ERE: - Pull t
1ItHuU (https.//glthub.com/)(fé)c pen-sourceoesp(umqpooonﬂooeu- SSUGU)CBC.,- ull reques

cmc
O’)C@CS
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- < cc c o C
¥ External Links & References (@co QOCIYPSC MY MYP3)

Resource / Description URL Micro QR
EiAm
1. karabiner-elements https:/ikarabiner-elements.pqrs.org/ ] :
[=I¥
2. skhd https:ligithub.com/koekeishiyal/skhd
[EINEE
3. BetterTouchTool https:lifolivora.ail L
=
4. xmodmap https:/iwiki.archlinux.org/index.php/Xmodmap
5. Autokey https:ligithub.com/autokey/autokey
6. AutoHotkey https:/lwww.autohotkey.com/
7. SharpKeys https:/lwww.randyrants.com/category/sharpkeys/
[Op40]
8. QMK https:/idocs.qmk.fm/ B 3
Ok 3.5
(O340
9. cron” https:/lwww.man7.org/linux/man-pages/man8/cron.8.html ¥ ﬁ
[=
10. FUSE https:llen.wikipedia.org/wikilFilesystem in Userspace
EzmE
11. sshfs https:/lgithub.comllibfuse/sshfs T
[Ers
12. rclone https:lirclone.orgicommandsirclone_mount/
kA0
13. gocryptfs https:linuetzlich.net/gocryptfs/ ]
[0}
[ORMO]
14. kbfs https:likeybase.ioldocs/kbfs
[OEEe
15. borgbackup https:/iborgbackup.readthedocs.iolen/stable/usage/mount.html
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Resource | Description

16. Backups 2&a§s0

17

18.

19.

20.

21.

22,

23.

24,

25,

26.

27.

28.

29.

30.

31

i

OAuth

IFTTT

WireGuard

MIT VPN

Markdown

Hammerspoon

BIOS

UEFI

Live USBs

UNetbootin

Virtual machines

Vagrant

Docker

AWS
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URL

https:/imissing-semester-my.github.io/2019/backups

https:/iwww.oauth.com/

https:/ifttt.com/

https:/ilwww.wireguard.com/

https:/list.mit.edu/vpn

https:llcommonmark.org/help/

https:/lwww.hammerspoon.org/

https:llen.wikipedia.org/wiki/BIOS

https:/len.wikipedia.org/wiki/Unified Extensible Firmware Interfac
e

https:llen.wikipedia.org/wikilLive USB

https:/lunetbootin.github.io/

https:/len.wikipedia.org/wikil/Virtual machine

https:/lwww.vagrantup.com/

https:/iwww.docker.com/

https://laws.amazon.com/

https://missing-semester-my.github.io/
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Resource | Description URL Micro QR
[l
32. Google Cloud https:licloud.google.com/ E
[COIF
[OREHO]
33. Azure https:/lazure.microsoft.com/
[oF 22N
- [O}=10]
34. DigitalOcean https:/iwww.digitalocean.com/
=
35. CSAIL OpenStack https:/itig.csail.mit.edu/shared-computing/open-stack/
) EE
36. Jupyter https:lljupyter.org/ i
[Of
[OEReI0]
37. Wolfram Mathematica https:/iwww.wolfram.com/mathematical i
ol
. EIERE
38. GitHub https:ligithub.com/ ]
[cijes=
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Q&A

sa§6q"6 - Operating systems, shell scripting, tool 32(03(g|g|mYp: SC 32(gp: 63lC:004ps
260l empCiamegpiel 60:95:qP:320305 F26[gyp:i

» LECTURE VIDEO REFERENCE

Q&A

[Lecture 11]

The Missing Semester of Your CS Education
<https://missing.csail.mit.edu>

Scan the QR code below using your mobile camera or click the link to watch this full lecture online:

C o c ¢ c [ o c o N C
Gc?')('DEIL)u ODCS:?JD’.)CE@(D G(Q.PCQOJ)‘,Q:]PQ GUDLE!(D'_).,GCD'_) Geo§§qun()’_L) G@@')«,?O’]OD@ -
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® Any recommendations on learning Operating Systems related topics like processes,

virtual memory, interrupts, memory management, etc

® What are some of the tools you’d prioritize learning first2

® When do | use Python versus a Bash scripts versus some other language?

® What is the difference between source script.sh and ./script.sh

® What are the places where various packages and tools are stored and how does

referencing them work? What even is /bin or /lib 2

® Should| apt-get install a python-whatever, or pip install whatever package?

® What’s the easiest and best profiling tools to use to improve performance of my code?

® What browser plugins do you use?

® What are other useful data wrangling tools?

® What is the difference between Docker and a Virtual Machine?

® What are the advantages and disadvantages of each OS and how can we choose between

them (e.g. choosing the best Linux distribution for our purposes)?

® Vim vs Emacs?

® Any tips or tricks for Machine Learning applications?

® Any more Vim tips2

® What is 2FA and why should | use it?

® Any comments on differences between web browsers?

Any recommendations on learning Operating Systems related topics
like processes, virtual memory, interrupts, memory management, etc

e C C C c C ° o C C [ o o
()CD@as%)’D @68‘]02086”35338 3?(\3§ Low-level ('qu:D’,)G@DQ 33‘)2(\1)2(7? (Y(ZJ)J@SW%ICGl? C\?BC\ZL)(JJ)
vea0gpdlil Kermel 03 662002(gEs 9960I0d [(C20E[gCs mogeam Low-level code yp: 6§2000:q$

I c c . cMmc c
UB)C(JQ OD(TJGGTJO’.)G@ @@weu

ooéoﬁq% e(mf::eg%eooo oaés%;:meu'): - - MIT e 6.828 saoo.%; (https://pdos.csail. mit.edu/6.828/) -
Graduate level Operating System Engineering 3300%;: @&oaéu - Modern Operating Systems (4th
ed) - Andrew S. Tanenbaum eqzw:wéu - The Design and Implementation of the FreeBSD

Operating System - Writing_ an OS in Rust (https://os.phil-opp.com/)
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What are some of the tools you’d prioritize learning first2

e C C C o o 00 ° 24 O C ° C
D::60200C607 631E:0p 307, - - Keyboard 0 98 32052(|[Gs Mouse 05 §p020ligo ad20005
C C

630E 600m &l - 68 30d:(g|e0m Editor 03 (3]6:03)Cgd 99:0005630¢E 600m Ul - oypSeom
° ° Yl P Qe: - s s 22
20004gPM 303360qPM @ w0&Eq§ 6000l - Git 023600 Version control tool gpsnd
OQP:0P 320932609 [ORO%Cq5 6% 2% QP

ccocmdli

When do | use Python versus a Bash scripts versus some other
language?

o C B h . t C C d (‘u C C Oo (‘n C o C

eooo?oqjsao,@g ash script 20pd Command 324p03CL0 rUNV Y §3§)C:6200 ZCQVYPLBARM
o, C '] C QD o o C o C B h C o (’o C N o '] C C C
320030C0120D0II [_guea.,eoo') 0§0§EYP320M Bash 0xC 3203$p0:q|MYPs §0I20PD - - RADCOV

qps (spaces) ololm Bug @660T$6[§6:|| - Code quo% B%coé 330{7:@{61% arﬁé@&z (Library

o C o C ~ O . N o ° C
093050 6§[§CHIN - $? VOWIAD 38 (HVEOI Magic string qpzd odzq(gCsn

oﬁée@o{: [?f_]:e'):eoao Script qp:saorgcf) Python o%eu?of) Ruby nr% sa@[g[oflooéu
What is the difference between source script.sh and ./script.sh

source ooé C\)(YS?O] Bash session ogf: Command qp:o% runeo:oo@{: Directory e@')f::@&zl
Fntin C (‘[§(‘°0 C (‘OS in C [ f@(‘ f” / . t h B h
unction 2000800(g§C300P0 COMDE Session 0RC M$OL (OOIN . /script.sh o Bas

. C C C C . izl o C C C C C
session 320000009 ¢Ce) runoo(yE Session [Geolm voeseP [g§espadeRd [goaopdN

What are the places where various packages and tools are stored and
how does referencing them work? What even is /bin Or /tib 2

® /bin - Essential command binaries

® /sbin -Roote rune@: Essential system binaries

® /dev - Device files

® /etc - System-wide configuration files

® /home - User qp:gﬁ Home directories

® /lib - System program qp:s*aogn% Common libraries

® /opt - Optional application software
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® /sys - System configuration (000 00C§:0203¢E GloCs00pd)

S

® /tmp - Temporary files (Reboot C\?f)o"loo (ﬂ(rgo%:eé)

® /usr/ -Read only user data

O /usr/bin - Non-essential command binaries
O /usr/shin - Non-essential system binaries

O /usr/local/bin - User compiled binaries

® /var - Variable files (logs, caches)

Should | apt-get instatl a python-whatever, or pip instait whatever
package?

o C C e c . o ° [ [ ]
00§ L Cs IDODOMS 30§ Package manager (QUed pip ) M crao?:@[sﬁjgg Q00 0§00 ©

ad30>60q§ Virtual environment ( virtualenv ) gpsod 32052(g|$ 32(03(g|Cloopdn

What’s the easiest and best profiling tools to use to improve
performance of my code?

o C

32(\305(@39:?3 print timing (https:/missing-semester-my.github.io/2020/debugging-profiling/#timing) @&ﬂoo@u

'3380(:)@{: Tool qP:SBOgOS Valgrind el Callgrind (https://valgrind.org/docs/manual/cl-manual.html)l  perf

o

C o
(https://www.brendangregg.com/perf.html) ?(ﬂ: Flameg@phs (https://www.brendangregg.com/flamegraphs.html) ogn?

32053(g|§CCloopd
What browser plugins do you use?

® uBlock Origin (https://github.com/gorhill/ulock) - Ad blocker

® Stylus (https://github.com/openstyles/stylus/) - Custom CSS

® Full Page Screen Capture

® Multi Account Containers (https://addons.mozilla.org/en-US/firefox/addon/multi-account-containers/)
® Password Manager Integration

® Vimium (https://github.com/philc/vimium)
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What are other useful data wrangling tools?

ja . pup ,Perl, column -t 03 [go[030loopdn Python 03¢ pandas (hps:/ipandas pydata. org) library

:Dé Csv q_p:]s{: 33@3: Tabular data qp:saorg(ﬁ 33(.\3% em&:g%o’]méu
What is the difference between Docker and a Virtual Machine?

Virtual machine 005 Kernel 30lz0E 0S 209203 runeuzooPOI Docker (Containers) my Host

C o o N C C C
050el Kernel 03 9|60 03:90(¢C Overhead §p9:0l:00p0N

What are the advantages and disadvantages of each OS and how can
we choose between them (e.g. choosing the best Linux distribution
for our purposes)?

Linux distro saqp:ogooé ogﬁesméq]o% so&q{@oaéu 38m ng')@asq]og?o Package update sol
(lfoaéooé (Arch Linux og& Rolling update @&@:l Debian/Ubuntu orgf: Conservative @fmoém
Desktop sC Server 320005 Debian 2360005 Ubuntu o3 m@@ld]oaéu

1 e o [ L L

Vim vs Emacs?

o\, o o ° [ c c c c c .
GDGPE{PO 33’.)0(1\?0 Vim 0’[) 320 Q?o[EGQDC\)@o Emacs :DP_‘DC\)@‘, emc.,tﬁeo:r_) Alternative

[gDo0p5u

Any tips or tricks for Machine Learning applications?

ML orgé oé:oa&gqp:n% e@epésﬁ JSON file qpsi Shell tool qp:‘?(:: Automation qp:(r% o?:%&oaén
Any more Vim tips?

® Plugins (VimAwesome)
® Marks ( m<x> T’%é T<xX> )
* Navigation ( ctri+0 $C Ctrl+I)

® Undo Tree (undotree (https:/github.com/mbbill/undotree))
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® Persistent undo ( undofile §(§: undodir )

® | eader Key
What is 2FA and why should | use it?

C C (o . o ° o @ C C o [ C
2FA 200 ®m’),9m3®[§c Hardware device o o?oeoﬁ C\?@leq., 320900003 0006 eo’]c.,oogeo,

@é: @Emoéu YubiKey, (https:/fwww.yubico.com/) (U2F) rr% a@@ldlooéu
Any comments on differences between web browsers?

2FA 5C 09(§|eq2 32(yC Firefox 03 328m 3a(03(g|Cloogdn
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- < cc c o C
¥ External Links & References (@co QOCIYPSC MY MYP3)

Resource / Description URL Micro QR
. EE
1. MIT & 6.828 3200§s Ehal
[Of 4
- ) EiE
2. Writing an OS in Rust https:lios.phil-opp.com/
(O]
P https://missing-: ter-my.github.io/2020/deb ing-profiling/#ti
3. print timing __ps missing-semester-my.github.io ebugging-profiling/#ti
ming
I
4. Callgrind https:/ivalgrind.org/docs/manual/cl-manual.html B
[
[OES2 0]
5. "perf https:/iwww.brendangregg.com/perf.html 3
¥
(DR 0]
6. Flamegraphs https:/lwww.brendangregg.com/flamegraphs.html _’n‘ ;
[l
(DR O]
7. uBlock Origin https:/igithub.com/gorhill/uBlock ThiR
=
[OR4 A
8. Stylus https:/igithub.comlopenstyles/stylus/ 1
=

q . https://laddons.mozilla.org/en-US/firefox/addon/multi-account-cont
9. Multi Account Containers . g

ainers/
- ESE
10. Vimium https:ligithub.com/philclvimium h3
[m]p
[OE:40]
11. pandas https:/ipandas.pydata.org/ f
=
[OF M0
12. undotree https:ligithub.com/mbbilllundotree E 4
(O
. EXE
13. YubiKey https:/ilwww.yubico.com/ E
=
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Security and Cryptography

sa§6q"6 - Hashes sC key derivation functions a03620 Cryptographic primitives gpzsG

o \ o

. .~ O C o O C °
Gitl SSH 0020625 Tool QP02 LOC30YMR VPO WOPGPs saALlI
° o L [ L oL °

» LECTURE VIDEO REFERENCE

Security and Cryptography

[Lecture 9]
Security and Cryptography

The Missing Semester of Your CS Education
<https://missing.csail.mit.edu>

Scan the QR code below using your mobile camera or click the link to watch this full lecture online:

Direct Online Link:

https:/lwww.youtube.com/watch2v=tjwobAmnKTo

https://missing-semester-my.github.io/ 139


https://www.youtube.com/watch?v=tjwobAmnKTo
https://missing-semester-my.github.io/2019/security/

FOSS Myanmar The Missing Semester of Your CS Education - Burmese

C s C o (2 C o € of® [ c
C\3§§eoao §®€'§ g\?@lc_sls «J§(°Z QDSODSCOEIB :)DCS§SOD https://missing-semester-my.github.io/2019/security/)

o
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C c ! 2, C - (‘L o c o
2000 aRy|o% 329P:(qjap oPdeundTEs(gE §7

o @ [ (] ocC cC 0 [*] oA

0?[§le:mc OO0 6§ADCELPINY F26M O
C C C .. O . o . . . Cc

200l gﬁjgoogcelf Git § Hash function qpsi SSH ¢ Key derivation function gp:sc

Symmetric/Asymmetric cryptosystems gpzadad ﬁsaoo“ooccz watm oa&@:»“éeoao Tool gpzad

y! Y ryptosy QPR & $:93 % Py
C C o @ (o o o (o "] C
$I300p060O0 c\?@leel: $¢ Cryptography 3209323040 326000003 ooc@:):o Cresll

gﬁooéa%;zmoaé (Q%Lmlormﬁsé C\‘?@leq: (6.858 (https://css.csail. mit.edu/6.858/)) o%eu%ors Cryptography

(6.857 (nitpsi/courses csail mit edu/6 857) SC 6.875) 3200§:32(gp0 326320900 3200:00:[gCs ©UHOOCN

C\")@e 25C VODANOEAM OSOOIM| WVEFL BODMEEPMOID C\")@e 2 2000gP:d ©aOeam Ol
L|.G].°J° ‘? "N ‘?" GP qu." L"’lP"L L

§(r:" oalémqjéoa L—)LDCTS()'](D 8&0%()50%6 Crypto GG\SQDSB&S 9@I(.;]§é
Ts L L L L L () =1
(https://www.schneier.com/blog/archives/2015/05/amateurs_produc.html)ll CBL o)é:e”é:oaé 0)§03 C\‘?@leqssfaogng
copd: 320700¢ [goUloopdi

i

C fo c o h o o C c [} C C
a)|0ocas:e00p5 326(33 Cryptography 320932804p:05 00dC00EH (036035 COMDEERMM))
oo&@'y’ooo"@é" @5)00 Sii ﬁoof:ac"moo 5 C\)@ 6000 ©§OYPS 230LD0H Cryptographic protocol

2y FOOOR X3 FO9PE ROV yptographic p
o o C 0 eo0 (‘o C c 0 C o C o C C Co C o, GD o [} C
qP:d ©p5a3 SEE:0596p5 0B 20C[0Fp2g$ BadECIMEDRDE 0E 3209:[]|es(§:0m8 0§0qS
qP:sC Protocol gpzad 6woD03| §:00p560q§ MSE0:866p0U ByPEOCElooPSI
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Entropy

C c

. . . . o C C o
Entropy (hnps://en.wwklpedla.urg/wwk\/Entropy7(|nformatlunftheory)) S?OL) (Js'_) 61 3@@0}? (randomness) O’.L)

ocC [ [ (% (S c [ 20C 0 o c c o C
O'.)CZO:D@CS @OCD&?" @03893 809’.) QOD0M ODOQgﬁ @8(:9()’3 803@038 DODC 3200:0C
L 1 1 L JL I L L < L

Cloogoi

IXKCD 936: Password Strength (https://imgs.xkcd.com/comics/password_strength.png)

C . C C C ocC
30000l XKCD comic (https://xked.com/936/) (0 Q0QOEWICODEIO P F0)Cs
“correcthorsebatterystaple” 03096000 @003 “Troub4dor&3” com 08 C\S@e °o’]wéu
° I J LL L N
o C ~ O o cC O C C C
036000 )| 03336900 FEPOD B VLD WVOOYAIVFRVI
o . C ocC i3 coc o e (=] C C C
Entropy 03 bits [99 o?c,,cmE]ql @a@ce@(ﬂe:m 39306059 p59|g0 aa,aaieglaqluaw@saé]
C s [ ] C c

Entropy 00p0 log_2(# of possibilities) &G orlaleo']oagu 9|02600 :rae@eog ooo)E‘po
0050305@6"03 5 Entropy 1 bit §0loon5n 6 giodsn0l 3280005: 0da 0050306@6"03 5 Entro

L ° &? Py Glﬂ &? eﬂ T '? [ T L ° &? Py

~2.58 bits Glcjs’]o']ooéu

° del o 00 [ (N o E R c c o, .
o (model) 0? ZDﬂGOJ’)(\)eo ®0’J’)°(J)0’J eaqooqq? @O?u[glmo

~Co

o co c c
U.BO')?O’JZXEZD o:um'):(;meﬁ
c

c [ c 00
30¢ H s (https://en.wikipedia.org/wiki/Diceware
6200 Random @0?0’3 (3’2 @03 00@0" (h 11y kiped /wiki/Di ) ®:De) 933?]0’] U?

C ° C C C C C C C cC ocC C C C
Entropy ©p0g| 0600000500zl %926@’)00% ﬁfemceo’ﬂﬁm@tﬂweu 3P§AC20 a%;‘?:@c:
330205 XKCD comic orgé ew)(ﬁ@ooozoa(f)ofé ~40 bits el Entropy :)oé 3360053300%; em’)éug%

f] c" c oc. I ce[écooaor co c o0 oOoC N0 cf] c 80
6] OD@ 63LAC: 9«%‘?§e Coﬁ? 9%061@?]6061§ (L)(f ?CG’)GOD’J omootj)m (\?3’300 6&? (808’)

L 1
bits 236UpP0d VM)
[ L L L
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Hash functions

cryptographic hash function (https:/en.wikipedia.org/wiki/Cryptographic_hash_function) :Dé eéwé S%Cr’:é)]e

o C C o O o oC C o r° N o QQ o C o o o C H h
B 329053C00OYP:a) 0620 333 6[gosadevs(Ge 3200: paDO GG § (030001 Has
function &l 6waLY| Hde 63MOCIF0IE: @oc)d]ooé -

L L1 L

hash(value: array<byte>) -> vector<byte, N> (for some fixed N)

Hash function el goeooooc)?efo Git 3¢ 3‘3&?3@[@)260&’) SHAL1 (https://en.wikipedia.orghwiki/SHA-1) @f)

ocCo o

o’]oaéu qésoaé eéooé 03§03 Input qp:(r% 160-bit Output (Hexadecimal mc\"?s 90) 33@15

s[(pEsade0:00pdN shatsum command [¢¢ Input 32601 SHAL hash o3 ©62000(03p9$EClo0pS -

$ printf 'hello' | shalsum
aaf4cé6lddcc5e8a2dabededf3b482cd9aea9434d
$ printf 'hello' | shalsum

aaf4célddcc5e8a2dabede®f3b482cd9aea9434d
$ printf 'Hello' | shalsum
f7ff9e8b7bb2e09b70935a5d785e0cc5d9d0abfo

%220¢[4¢ §e00Ce(0gpd0g|E Hash function 63 [§§copd 6[gpC:adq§ 053620 Random 03a3
(6003pEoD) Function 0> ©5:02:8C0la0251 Hash function 03¢ 63200501 0a2003gp: §012005 -
P 2 003 2 o L 9P 9§l 2

e Det inistic: ° | t c NP ° Outout o c . c
eterministic: CTI.EIDBGOJJ npu 038 39[30')90 %&?GOD’) utpu O’I)C(?O’.)GODODQII

® Non-invertible: o3:[gp: Output h 320305 hash(m) = h [¢dep) Input m 03 EPEEQS 2053
o;)éu
® Target collision resistant: Input m_1 @5 hash(m_1) = hash(m_2) @0368: n?@):eoa’) Input
o c C N C
m_2 M) §PEY§$ MBI
C o

® Collision resistant: hash(m_1) = hash(m_2) @&eélnputjso)? m_1 js{: m_2 cr?ﬂoe(ooeﬁ

C s (%
S(DSOD@II

2003(g|g$90 SHA-1 03 [Esc0§6000 Cryptographic hash function 06232(gd va00d6c60Rul

R . R Go N . o o o (‘°
(https://web.archive.org/web/20260207211148/https://shattered.io/) Il 030@’)., Hash function q_Pa('YE %@@l@ca
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2005 ﬁoaf:ar"meﬁ 0500500 6MPasUloondi d)@e 2 2000gp: c0Oeam Ol formal
82] ‘?° ‘? qu o‘? @ L l%’ T qP“ T

training §09§$ C33203lo0p0N
Applications

® Content-addressed storage 3203(73 Gitn hash function (https://en.wikipedia.org/wiki/Hash_function) en
C 00 C . . . o C C °
32093230200 QB 6LONVY| 0 ORI Git M Cryptographic hash function 0 moooae@)g et
C

20 p0slI

ocC C C o C C s C o . C C o C
Y o o o o

Llocooozfeﬁ S’ae@'gcosaep 32009)|0ll 620004 P Mirror gP:e eé]c.,c\?s W6 ﬂ@oo@g

[ o

c c o ¢ hlc oc ¢ o C
CD&T.)ZOC OCDSO('DE{PS(T) 63[C3003 0CSC30) Hash 00 0oCeL000:600 G]ODEII
T [ S i T ° 1

-

. =] co C o
® Commitment schemes (https://en.wikipedia.org/wiki/Commitment_scheme)ll CD:@’)S m§(f§m®?(7?

200590ams(g2 6§2009 ROO[Ja0RL T34t (D05 pued F26[Ree LB(gEN T =

random() 0’136%1:@: h = sha256(r) ()%gjeooaéu :ra@)zo.ljlm S%Z?%:@:G;‘S’JO’S r 0'%

0?05[;@ 03003e®oaén
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Key derivation functions

. C C C C - - -
Cryptographic hashes GP3$C SOMOLEFED 320)F2DDOILND key derivation functions

(https:/fen.wikipedia.orgwiki/Key_derivation_function) (KDFS) @&@: 33@3: Cryptographic algorithm gpzogC¢
Key 32(g® 09:q§ 0600 320qp:§) Output a0d603(gCs 3201320C 3209859 P:g0RC 09:2000I
L L 1 L L I o o L
c C c _oc 0O CcCo _C o Cc Cc o C C C
a00§30:(4C 632003E: 03053MDEGP) 681CEs:606$ KDF gpiad 006C 6s:60R:6320C (g|opd

otmooéu

Applications

e p h [ < Crypt hic al ith PO U K R [N o S
asspnrases JQU)&)CQZ Sa@')u ryptograpnic algorithm EIPQO’gC O%,B@ ey un CI?U)C\?O[%CDII
c ¢ c c oc c c . o _oc [ [
® cQNNO3C S’BQJ(DSBC\')(DEIPZ ODQ:&)&)S@CZII Plaintext password L-:]PS(D ODQZBC:B’) GGO’J’)CK)’];
° L 1
(]

User U?L)&:S'acrg(ﬁ Random salt (https:/en.wikipedia.org/wiki/Salt_(cryptography)) salt = random() [ga)

C o ocC C C C C
o?oooaé KDF (password + salt) 0?309:&)8261:? @oooeu
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Symmetric cryptography

C O o C C C (o} C C o o
sae@)c,,s'aepqpon? ?mrgoo[éceoap_lo Cryptography %e@ace 0PIOIZCYC VADLADE 6ORIEEAM

F6p @éooéu Symmetric cryptography 00p5 6320050 ogéeaoo{:q]rﬁql’):@{: [glcgﬁoaé -

keygen() -> key (this function is randomized)

encrypt(plaintext: array<byte>, key) -> array<byte> (the ciphertext)

decrypt(ciphertext: array<byte>, key) -> array<byte> (the plaintext)

Encrypt function ooé Output (ciphertext) © Key eﬁd) Input (plaintext) (7% ﬂ)etooel% 203607
C o

Q0 é’]wéu Decryptfunctiontﬁ decrypt(encrypt(m, k), k) =m @or)ooéu

(656900 3A)YPLEO Symmetric cryptosystem el pOWIWD AES

C C
(https://en.wikipedia.org/wiki/Advanced_Encryption_Standard) @@OD@II

Applications

° C . C o C coc o C C C N C
L4 90?@@61633’) Cloud service orgc :Deae]ﬁ ({’CE{P»O? Encrypt C\?O@C»II KDF (:]Po@(o: orgwm@
C

C cocC C
Passphrase [4C Encrypt c90SCCloopdil key = KDF(passphrase) GOODWIE) encrypt(File,

k o 0("’ C
ey) ) 90L:0Il

https://missing-semester-my.github.io/ 145


https://en.wikipedia.org/wiki/Advanced_Encryption_Standard

FOSS Myanmar The Missing Semester of Your CS Education - Burmese

Asymmetric cryptography

66 i~99 2 Lo [P o I8 C [ (S .
Asymmetric (.Y.B GST&?G]_@Co?D CfJ’JOc‘f(’TO)BJoGQZT) Key ?QAD? OWOCGOJDG@C ®20001 Private key

S

205 ], 0 coo2qepd [g4o(3: Public key ¢ 3a9p:a3 ¢|608E(J: 09[§|eq:0d ©adSadAl 6322050

06a00Cg|MYP: GloCulonad -
? DqpP: 2
keygen() -> (public key, private key) (this function is randomized)

encrypt(plaintext: array<byte>, public key) -> array<byte> (the ciphertext)
decrypt(ciphertext: array<byte>, private key) -> array<byte> (the plaintext)

sign(message: array<byte>, private key) -> array<byte> (the signature)

verify(message: array<byte>, signature: array<byte>, public key) -> bool (whet
her or not the signature is valid)

Message 0 public ke @6 Encrypt co0&Ea0001 private key ©§od Plaintext 03 §§8& 205320001
gemp Y §¢ Encrypt 0oOCa0R01 p yeq 2 A819% 2
decrypt(encrypt(m, public key), private key) =m @&:Déll
Symmetric C Asymmetric 03 62329600000 ‘@6 WHMEEOl0051 Symmetric 2005 033l
Y T% y! T s q.P“ s 18 6T @ Y PE °
C s~ O o oC o C c ocC C . C s~ O
630036000 MIY 630PINOPC: ooo/%)g $C200I Asymmetric © GOJDJL;]GOD') 620036000 MMAY
o C . k=1 . 0O 00 ce C oC C
3223 62P36CDM (Public key) eo:oooz[gz 620 (Private key) 09 600000002 NPCEIC
C C C
OO’J:[§C: @@w@u
S. / . f t o C C C C C C N C o 0 C P . t k [o
ign/verify function gP220p0 COMYOD 320D @[C\?OGW 30036200 QCDAOY) §I0PVII Private key o
~ o C C . C c C N
OO0 verify(message, signature, public key) 0 true GQOD63DC Signature @O§§ 9009

:Déll verify(message, sign(message, private key), public key) = true [§oS:>oéu
Applications

® PGP email encryption (https:/en.wikipedia.org/wiki/Pretty_Good_Privacy)ll

=} c C C o C - C R
° 002004, 000630q| %@c: (Signal (https://signal.org/) $C Keybase (https://keybase.io/))ll

o 5

° e@g&écﬁ C\)(TS&J;O’SG 30(%3@63 (Git 0035 GPG-signed commits qp: o?:é:.éwé)u
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Key distribution

A t k t h C C (‘n C C (‘D P bl k ° o [ C
symmetric-key cryptography 90p0 3209¢ 60I0C295$620000p03 Public key qpsnp 03205$C 00Mm
Cc coc o C . C o ° o ° C C o C [ o C C
@ieosﬁ; ®.§69T§9L §20 oIl Signal 03¢ VCOLED: sao?,@lgalo? o?@e@c V00 @CU(JQ ooo@cu
° C C L . L ° C C .
203200l PGP opc web of trust (https://en.wikipedia.org/wiki/Web_of_trust) 202200l Keybase oC social

o C
prOOf (https://keybase.io/blog/chat-apps-softer-than-tofu) &?:&)8"
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Case studies

Password managers

0o C ° C C C
C\R(IBCE 330?3@[039603) Tool @DOD@ (80@') KeePassXC (https://keepassxc.org/), pass

(https://git.zx2c4.com/password-store/about/), 1Password (hnps://lpassword.com))II BCTIDLéGOJ) om:gm%e”f)z

3o

o ocf(e C C . . C ocC c _oc C
zao?,Bleo)%c[gol KDF ©ooso¢ Passphrase @g Symmetric cipher @g tgcza@o 20L:300¢

eo:oaéu
Two-factor authentication

Two-factor authentication (https:/en.wikipedia.org/wiki/Multi-factor_authentication) (2FA) oaé 0)(7)’)210(‘{3 (“’OS

[eepH~eb5] mq)”) §§mq{ Authenticator (“feéa%éeo:o sfae.p”) r‘r'? of;wof) :rad?s[glc;@@é: @o‘)ooéu
Full disk encryption

M&Q|02 323:3q0lm Data gp:zad 000mwLde§ Full disk encryption 03 2320l Linux 03¢

254l 2399 QPR RO (g (<4

cryptsetup + LUKS (https://wiki.archlinux.org/index.php/Dm-crypt/Encrypting_a_non-root_file_system)l Windows O’g{:
BitLocker (https://fossbytes.com/enable-full-disk-encryption-windows-10/)l macOS 06)6 FileVault

(https://support.apple.com/en-us/HT204837)Il
Private messaging

Signal (https://signal.org/) 05:390?05 Keybase (hitps://keybase.io/) n’? of?:o']u End-to-end security 0"?

. C C C C C
Asymmetric key @g Dlealeleaten]ctcenloalecatienten]]
SSH
ssh-keygen runoo&ézaa’] Asymmetric key pair ( public_key, private_key ) ocl)cf)eogoaéu

ssh-keygen D Passphrase eoooé:@: KDF ?ooso{: Key 0:3050%073 Private key 093 Disc eoTcrg&

C ocC C
Encrypt 0p0g) 056500001
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Server ogﬁ Client el Public key ﬁooé:rae'] ( .ssh/authorized_keys org&)l Client ooé Challenge-
C . . €C 00 O0OC OC C C C C C C
response 902s0C Asymmetric signature @g ©6 QC3PCE|OPCe oomeoa[gg 6Q0DN32C OCEEPM

wéu
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Resources

® |ast year’s notes (https://missing-semester-my.github.io/2019/security/)

® Cryptographic Right Answers (https:/latacora.micro.blog/2018/04/03/cryptographic-right-answers.html)
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Exercises

1. Entropy.

c _c_ o o o ¢ 9 o RS c
1. ©00030000003M ®IC): 000, 000 L;]GCD’.) 33:7)@’.).?6 CD&[%’.)Z [Dlesal{avi] 9 3 OOG)O’J@ GG]_Z%IOJ:D
T LT L 1 L [ ol

éaﬁ}t)’lo‘é (aoea “correcthorsebatterystaple’ )i Entropy bits eé@d §w§é:u
2, om:g)(rr)oo&?(r% OJDC\?S o C\?:o']e:o) Random @(gq)/n%%:om%:qp:@{: ea:suoSoaéecT)o']qé (

0D rg8Ql34g’)n Entropy bits eés{] §w§é:u

C C C 00 OC [
3. ©P000D) OOIOMM 08 SCEIA§I:I

OIB{'OEE; d (‘ll('L §ICB c c oc C c _©e o c Cc o C
4. 0)MIMAM O OPSC OOMDOM 90, 000 a§e§:§ccﬂm| 0OMIPMOOOIOM §9§:0q$ 4|0
L L IL m Te I ] L ] L L o]

4 oyl Eromsen

2. Cryptographic hash functions. Debian image 02093 Mirror (htips:/fww debian.org/CD/htip-fip)) &
631C2003 w0 (Gs Hash S0l
3. Symmetric cryptography. OpenSSL @5 AES encryption o%@ (%8(7% Encrypt C\?{)O’]Z openssl
aes-256-cbc -salt -in {input filename} -out {output filename} I cat 3%30?06
hexdump @é @&:?Lﬂll openssl aes-256-cbc -d -in {input filename} -out {output
filename} E{]& Decrypt [gc%c?{)@ cmp @6 esliles) 000l

4. Asymmetric cryptography.

1. SSH keys gp: o26z0&dl
2. GPG ooOaoculi

3. Encrypted email iéo']u

4, “git commit -S° @6 Git commit 0'% Sign C\?&o']u “git show --show-signature’ @E
o C

8000l
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- < cc c o C
¥ External Links & References (@co QOCIYPSC MY MYP3)

Resource / Description URL Micro QR

1. 331698 $¢ Bs0553[F19

a:&laf:m P https:/imissing-semester-my.github.io/2019/security/

2.6.858 https:licss.csail.mit.edu/6.858/

3.6.857 https:licourses.csail.mit.edu/6.857/

4. Crypto 5‘133’"6&‘ u@ltﬂ https:/lwww.schneier.com/blog/archives/2015/05/amateurs produc.
56 htmi

5. Entropy https:/len.wikipedia.org/wiki/Entropy_(information theory

6. XKCD 936: Password https:llimgs.xkcd.com/comics/password_strength.png

Strength
. EzaE
7. XKCD comic https:lixked.com/936/ F 2
=
C e EAE
8. 32500023 oo@ ] https:llen.wikipedia.org/wiki/Diceware ¢
D&

9. cryptographic hash function https:/len.wikipedia.org/wikilCryptographic_hash function

(DR A0
10. SHA1 https:llen.wikipedia.org/wiki/SHA-1 ¥
=
11. u:::lo‘:?oscmgt:l https:/iweb.archive.org/web/20260207211148/https://shattered.iol
12. hash function https:llen.wikipedia.org/wiki/Hash function
(DR EAC)
13. Commitment schemes https:llen.wikipedia.org/wiki/Commitment scheme ¢
Ot
14. key derivation functions https:llen.wikipedia.org/wiki/lKey derivation function
15. salt https:llen.wikipedia.org/wiki/Salt (cryptography
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Resource | Description

16. AES

17. PGP email encryption

18. Signal

19. Keybase

20. web of trust

21. social proof

22, KeePassXC

23. pass

24. 1Password

25. Two-factor authentication

26. cryptsetup + LUKS

27. BitLocker

N

8. FileVault

29. Cryptographic Right
Answers

30. Mirror

The Missing Semester of Your CS Education - Burmese

URL Micro QR

https:lisignal.org/

https:llkeybase.iol

https:llen.wikipedia.org/wiki/Web_of trust

https:l/keepassxc.org/

https:llgit.zx2c4.com/password-store/about/

https://ipassword.com

https:/len.wikipedia.org/wiki/Multi-factor_authentication

https://latacora.micro.blog/2018/04/03/cryptographic-right-answers.
html
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https://fossbytes.com/enable-full-disk-encryption-windows-10/
https://support.apple.com/en-us/HT204837
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https://latacora.micro.blog/2018/04/03/cryptographic-right-answers.html
https://www.debian.org/CD/http-ftp/
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Shell Tools §§ Scripting

[ [ . o o o (‘n C (‘g ° C C . o
32$03)|0 - Shell scripts q: 662000:5p0:5C %)eo:zaoooom@meooo Command-line tool gz

0'% 3?&?:@[‘?&3’3 scoondli

» LECTURE VIDEO REFERENCE

Shell Tools §§ Scripting

[Lecture 2]
Shell Tools and Scripting

The Missing Semester of Your CS Education
<https://missing.csail.mit.edu>

Scan the QR code below using your mobile camera or click the link to watch this full lecture online:

Direct Online Link:

https:/lwww.youtube.com/watch?v=kgll-YW03Zw
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c_C C o P C ° C o C
)| 0C9§:0003C bash 0 Scripting 9m000232(gd 3203:(g)(5E: 326(g59prsaa0y Command-
line org& e@jam @lo?ﬁqec\g%eooa c\?ﬁcésesoaéomqp:saogn% 3’8661‘;(;]038: Shell tool 3aqps

0 0 C C C C C
32@')00? 8052005608032:00) @o)o’]a)p_qu

https://missing-semester-my.github.io/ 155



FOSS Myanmar The Missing Semester of Your CS Education - Burmese

Shell Scripting

C cro Ch” C d oo {‘OE C C _C (‘OOOP. C
003C 20Ca$:0203C Shell opc Command gpznp VPO Execute 0QUELPOSC GC:oDM) Pipe @]9
cC o o _C C C o hY C C o C C
©p2Q §|0d30MELRIM ecxgcmg@: @ooaeu 206000 me@sfaeq? 324P:@0o3C Command 3243
o c o ¢ C c c_c P o C N0
33@'):0% 32OPYM CPLEEDICE$$C Conditionals VLD Loops 1260 Control Flow gps
o c o C o C
a29e{J|q} §aadecefoopdi

Shell scripts 42000 06 gOeagiEom 6§70D30C (§o[30oopdN Shell 3agpeaaC Variables gpsi

C o c C 0O cocC e o C
Control Flow GP3S$C 903208 Syntax gps OloCeam OWOOC Scripting 950000003 ﬂ@oa@u Shell

. . . . C N C Cc cC OoC
Scripting el 33@3 Scripting 9000:4PsSC ﬁg@)oeoo’) 323|MeD Shell $C 20MaDCEN
C (‘o C o o o cocC (‘D . C o ('e C C o (‘Command
0QUC§26EDICONGPIM F20P: @pp@csﬁ esign o?ooooo.,@cc @ooa@u o%e@')g
Pipeline qps (D:%U?)S@(SEI quaqp:({i) File qp:se@& 03&280&%:@68?& Standard Input 9 worSJsJ[géz
0)en Shell Scripting 03¢ 900 Gloc(Gzom: [§oa0(gE sLrLY| Scripting 0IOTEENYPEO
Q] pting 03¢ @ o s 29 pung qpPs
33:)5"@ 08 cRLdmMEeovlo b ﬁ:)occzsr"moof: 3200232903302 @0333 5 Bash Scripting 03
L’ I.G].LLO iL [’Bg] ‘?" (<] L° q.P“L" @ p gL
228mam: eogonog):cﬂeéu

Bash orgé Variable qpP: :DorSerorSsﬁ, foo=bar syntax ()?L) :raof?s l@: Variable el oo%ffz(f_’) Q?Lsﬁa

-

$f 0'33935"@03 51 foo = bar D 6§:00:0lM 320G VWICOV] (WC:M foo 0§
00 2 28 l &), 00 = bar 2 61 H 2 > 2 s foo GL]
C C C 0O o0 C C o o C C C
0qo3: = $C bar 30z Argument 32(4® 6039030H0POUY FEM FEYPWOEWO6NE[IPE
C C C . C C C O
@o)o:)@)u eoao?oq_]:m:@g Shell Script QP303C Space (U2DMM) 2000 Argument gpoR g@a:

(<]
R c o o f]
609338(7? :DO’.)@[O ]
coc c c o c

Bash c Stri 2, cC . oo c R . ° o} , c
as UgC rnng (:”'LO? ‘J§9 O%@Cﬂl :DCO?U)%CG:D’)(\)&?@ anO%ODe %eﬁ Gﬂ() ] @C;

2

C C . C . . C o C cre . co [}
2000©0D003600 String gPsAO PO Literal String (cﬁ\e‘lc,, o:ooao,,sao?c.,) @o@o Variable 00503qPsM
002005603000 GLICONDI " [§C dYEO0I:6000 String YPzoCe Variable 02§dzqp:ad

30Q360sOR T g T ° 9 Yo L FPP?

FOK - ST S c
samooqoeooee @OOD&)II

foo=bar
echo "$foo"

# prints bar
echo '$foo'
# prints $foo
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3a[§)°o°0 6362 00OMyP:ad0E Bash 0005 if | case | while sC for 320l320C
° ﬂ Q.° ° SqP:03 3 83 T%

C |f| C o O o O° o C o (o C A o o C o Qo C coc
ontrol flow 0§05 $3260:00001 AB[GE bash  0RC Argument 4Pzl 03[z 3c0OYOEE
6200 Function gp:opds 0l§a0001 63300501 pVEdW Directory 0003 (oro%*'@“ oD Directory 3200E3

qPeCOR: OI§OR BU9>S ry 0209 050342 @) Yy 3203C:

0 c [ . c (%
20 cd OCGGT)(DGOZGOJ) Function @OOD@-
o

med () {
mkdir -p "$1"

cd "$1"

e C . . ° C C . .

36§6Pe0 $1 0P Script/Function el 000LD: Argument @ooa@u 3’5@3: Scripting 9202000008
qpP:sC 0003 Bash 03¢ Argument qpsi Error Code gqpisC 3[gps 2000a3Eep Variable gp:a s
359§ 3200: Variable g0 3209:(g| (0300001 6320 ARE 329,03 POPOsEWS(Gaedladpd- - $o -
Script el afaeé - %1 9 $9 - Script of:> eos%cx%(ﬁeoa’) Argument gpsil $1 €D oooed?:
Argument [gooopONl - $@ - Argument 3D:cds - $# - Algument 32630300 - $? - WA

Command el Return Code (33(\36(\?663 336@336.1;) - $$ - C\)(YS% Script &M Process Identification

C C C o ° o
Number (PID) - 11 - Argument 30]320E WaE Command %B@%QH e@)sm S'ao?s[gleo:o 0§
95260 Permission eés)@ Command qurs&ogjzooésaé] sudo !! @é Command 05:) sudo 33@5

C C c C C C C C C o .
Elleatslletd [§§C\Je Run Bcn @omell - $_ -wat Command &l 6§200308 Argumenti Interactive

shell & E 36@" Bewdd Alt+ Eéjm 5¢ ﬁooré’wo% w820l
(S SC3 ° bl - FOHORE TN 0P PG [

C d o C o c o C C o o ('e (‘e E N o
ommand g0 9?§mu[§g §O3gPs) STDOUT ©Q0PO6NICsI Error gpsa) STDERR &

C C C 123 o . cC oo % C oc ¢
COPI3ENMCE oceooeo:@@:l Error 3’86@8’3&?6”’)20? Script 03¢ Q@ %soce[goon OOGIDISCO$
Return Code qp:(r% eoz%@&)éu Return Code oféeu%orc) Exit Status ooé Script/Command q_p:e’ﬁ

C C C C O chos (‘D C (‘o (‘o C C (‘000 ("] oo
QQUBEICH M VPO [r_.jeoa@e@')c, em@e:}o’) §@°men@®weu 0050s @oao 00 3EP3IDON

3’380&6@6@’)62 33%8’.)0561[52 0 QU?OSJL;]OO Error @&%DESG@')&% 3’38%{)056103&%"

Exit Code qp:o’% zaof?:[glsj Command q_p:o'(_:) && (AND operator) jsé || (OR operator) o@@é

3ae[§3ae§eoTcﬁméej Run .%&ﬂoaéu Command qp:o«% me@')& m&e@v&sméwﬁ)& @00
C o C C ~ ocC C o C C A C 124

60 ; [g&oopds §(gp28Claopdi true 0§0gEPS 32(§006: O return code cus(Gs false

c NP c
command 038 3?[30’)68 1 return code GOSOC)BII
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false || echo "Oops, fail"
# Oops, fail

true || echo "Will not be printed"
#

true && echo "Things went well"
# Things went well

false && echo "Will not be printed"
#

true ; echo "This will always run"

# This will always run

false ; echo "This will always run
# This will always run

33@33 za:f?:quem é’)&@@oo&ﬁ;) Command &\ Output (713 Variable 33@(5 qoﬁa%@cc:s @E):Déu
wéz({:) Command substitution @6 @p’g&%&ﬂwéu $( CMD ) u?eqso:,o:o']m CMD rf%Execute
ap0[§2 Output 05 CVe§EPORC FE2R260:EPD [§O0PON QU for file in $(1s) 0P GqClm
T ° p 2 QEFPR sV 28 (1s) 2 9§
Shell m 0ooedsgn s 5 63l0p[3: §§ooe0m C§6:qP03 B3COTH (iterate) (YOEEIELPS
8“0 T iL °61ﬂ §L°eﬂ’)° It L 8
[ C C C C C . . cre C o
@@oa@u 3200D30) CYVEIDDCYH|DODOIED Process substitution @o@m <( CMD ) 2000 CMD )
Execute 0p0g)) Output 03 0005 $E32[gd 056:50p0:0m <() 6§6PORC 0O GOSN Fe20D:
208 p T L $30R0s O $P3 1 [ M

eogooéu Rued diff <(1ls foo) <(1ls bar) oaé foo ?%(:: bar directory 06§] file
o

C o N o o C o C o C C C
3?6@30.,8’3C\DG=]PJ)? ﬂc.,o])e[g:neooe@ @&D:DEII

GS‘?’J(YSL;] 809’)0)6 Argument 3’3@&) GOS&CO’)SGOD’) 806 30% 0)03@&)3@ foobar ©>0003 (.;]Gc]’@rﬁ C]
(<] [ L T 1

o o C o C C C C C o O C C

ﬂ()’]m (.lOC@’ﬁ SBQiSO;JC Comment 33@0 OO(.)GO’]CECD 603(1)0’1) G(.OD@CD’DSOD@-

5
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#!1/bin/bash
echo "Start program at $(date)" # Date will be substituted
echo "Running program $0 with $# arguments with pid $$"

for file in "$@"; do
grep foobar "$file" > /dev/null 2> /dev/null

# When pattern is not found, grep has exit status 1
# We redirect STDOUT and STDERR to a null register since we do not care abo
ut them
if [[ $? -ne 0 ]]; then
echo "File $file does not have any foobar, adding one"
echo "# foobar" >> "gfile"
fi

Bash ogé ﬁ&suj)éql(ﬁqps @[0?6 orgé [ 1 302 Bracket?%or)oo& [[ 11 (‘f’gsao?:@m%

s’a@@lcﬂwéu

. o c o c 0oc cocC
Script (:”')80? Run 03&2338'] 3'8(.\)'330'.2 Argument (:]PSO? (\gUDO’IJLOg'J Goi(ﬁaﬁcqﬁ (.I?CC{BB 0? qln H

oo

(Filename expansion) 93eupod Shell globbing o 320%3(g|$E20p0- - Wildcards - 2 (22002 0000H:)
C

C P £ C o o 2, oc '] C C
SC * (e000s opdgead) 0d 3adz(g|e) §PeeSCOloopdi pued rm foo? 0Pd fool $C fooz
o C Qc C (o Qo f * C b N co f C cC oC PR o
o3 qdadiepd [g0[g: rm foor a0pd bar wade) 0qI$§eom foo ©OOCAPY $EIMI:0)
cC o C C C C C o ° o
@|o>3B20p0 @ooo@u - Curly braces {} -0§0C: {} 4p:) 3309:@@ F20D3qP2EOT BI:
qu(fi) 33(\%336(\1]’)05 (f’eijﬂ%é:%éor]méu gUed convert image.{png, jpg} ()Oé convert

image.png image.jpg 0 Cf%ql:)g)eé @&Oaéll
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convert image.{png, jpg}
# Will expand to
convert image.png image.jpg

cp /path/to/project/{foo,bar,baz}.sh /newpath
# Will expand to
cp /path/to/project/foo.sh /path/to/project/bar.sh /path/to/project/baz.sh /new

path

# Globbing techniques can also be combined
mv *{.py, .sh} folder
# Will move all *.py and *.sh files

mkdir foo bar

# This creates files foo/a, foo/b, ... foo/h, bar/a, bar/b, ... bar/h
touch {foo,bar}/{a..h}

touch foo/x bar/y

# Show differences between files in foo and bar

diff <(ls foo) <(1ls bar)

bash script gps 662000¢ C 2QPsd M2 26§ shellcheck
as SCrip E{Pe GﬁloOJDoGPO;)C 3?4];\'3:,(:”3:,0? (YIZE@ ﬂ)e(geoosﬁss elichec
o °

~ O oc C
(https://github.com/koalaman/shellcheck) O?O%GOU) tool Q:UD(’)? 33&?.,@[‘%0()’]038"

S . t o o B h C C o C N P th N o ° ° o Cc C o

cript gpzd Bash 000900p08 €050 Python (o860, 39@3 :m:ooom’)ce”:)o@gcoeo
oc c oc 0C o c - L <

eslzooo:‘%co']oo@u cgcgﬁ a3039209C Shebang (https://en wikipedia.org/wiki/Shebang_(Unix) me@oc:

: C < ’] c ocC c
(808’) #1/usr/bin/env python ) COPOQPC360L3000:0IM Kernel m 20M3CEP Interpreter @g Run

C C C
RS @Doo@u
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Shell Tools

Command yp: saa:)z@lfl:r?f ﬂosg@&: (Finding how to use
commands)

C d o C C C 00 C (‘o o C C o o C Cc
ommand gPss¢ 00>2ME) F600:50d P§20]|0d EFROYPEO) (1Jpo§q§ man
(https://www.man7.org/linux/man-pages/man1/man.1.html) (manual) 0’% 390?:@%60’]03éu RUED man rm @é

° o C o C oc C
rm command el 320:(q|9sC Flag qp:a (m3p0g8Ccloopdn

Manpage gp:0005 0003l00§ SO 32600:00H :13@6 Q6 600 3’505"@ O 080 3D 32
page qpso § °8%% ° Nal G QeqICs 23(9[Q P§RF AP

c [ ] o ° oc C
@§ @@c\?cﬂm TLDR pages (https/iidr.shi) 0 sa:x?:@ﬁ.cd]oagn

Gcyp: spey(3cs (Finding files)

UNIX 0504p:0C 0EGp2sC Directory qpsnd 030003 §pewqs find (hitps:/ 7.orgflinux/
<§ Q:]Pu € ¢ b”’)cj C yqpu ? X § 061§ 1 (https://www.man7.org/linux/man-

(o C
pages/man1/find.1.html) tool LS]OCU.‘]CD@II

all directories named src

-name src -type d

all python files that have a folder named test in their path
-path '*/test/*.py' -type f

all files modified in the last day

-mtime -1

all zip files with size in range 500k to 10M

-size +500k -size -10M -name '*.tar.gz'

. c o ocC . c = [ c d . 9 co ¢ R .o¢
find OD@ GUgoﬂGOJD (fC(:”'_)oGO O’a)C -exec ag @g omman E{Pe O?MGL]OO un G(.).,%C

Of]:)\)éll

. O 00 C C ° C C o
find gﬁ 3303’.)30.? (l)EL) E‘?SOL? 3?3?3@[61 C\gQD%G:D’.) Tool 32|[@® fd (https/github.com/sharkdp/fd) 0?

32052(g|8C0loopdN 32000207 0§03203C: 3P4 (index) 050(4E QIC[58 §Pewqs L
2291% 2 S 3C: 3%s $ ¢ QUCHFR° §Pe¥hy locate

o ° oc C
(https://www.man7.org/linux/man-pages/manZl/locate.1.html) ()’_L) 3’30?2@[%06'03&)’"

https://missing-semester-my.github.io/ 161


https://www.man7.org/linux/man-pages/man1/man.1.html
https://tldr.sh/
https://www.man7.org/linux/man-pages/man1/find.1.html
https://github.com/sharkdp/fd
https://www.man7.org/linux/man-pages/man1/locate.1.html

FOSS Myanmar The Missing Semester of Your CS Education - Burmese

Mm34ps §pey(3Cs (Finding code)

WC ©O002: 30 @)C 32 3202C: ©2002: OO ( atte ) m (5] r
s G s GI)({P» ° ° P an GT) q? grep
I /| / - / / 5 3 & Ge Heor
(https://www.man7.org/linux/man-pages/manl/grep.1.html) 02 3’3035[9 ODB" (612 [§§SO§G:D'J 639000 3200:0C03

o C . o o, oc C
Tool qposa@o ripgrep ( rg ) (https://github.com/BurntSushiripgrep) 0 mo?o[gl‘%coog—

# Find all python files where I used the requests library

rg -t py 'import requests'

# Find all files (including hidden files) without a shebang line
rg -u --files-without-match "A#\!"

# Find all matches of foo and print the following 5 lines

rg foo -A 5
# Print statistics of matches (# of matched lines and files )
rg --stats PATTERN

Shell Command qpsa% @%méﬂ)sg@& (Finding shell commands)

[ c (Y o c = o o c o
Qac ﬂmm@@}geeo:o Command (:]Poﬂ? ?‘PGQG]_? history command 0’1) CIL?’GU.BCYJ Ctrl+R O'.L)

o

° oc C o C . o o C Cc
saw:@l§c&me|| o%[gc f2f (ttpsigithub.comfjunegunnitze) fuzzy finder o3 3909:[9@ copdsemCsl

. o C . C
fish (https:/fishshell.com/) O%QU_BCD zsh-autosuggestions (https:/github.com/zsh-users/zsh-autosuggestions) @C

History 3’66@@[ 330?38’36(\}]’)(73 3’6@[9[%]086”’)8 qoigmésemés 3?0?3[9[%60’133&%" D

Directory qpssaogf:: ag):m)@f:s (Directory Navigation)

o[0gpaam ogrseepdEa§ 60 Directory qp:od Aq|C[4§g> cd oCespmdg$ f
FHReePMmeRq Y QP qIc9§%> ¢ P9 fasd
(https://github.com/clvv/fasd) (command z ) 0%60?(73 autojump (https:/github.com/wting/autojump) (

. o O ° ocC C . C o o o o C C
command ] ) U%('fi) 330?:;@[%(:0’]038" DlreCtOry 5’3633’.)(73333?(7? o0tree LL)O @aﬁ]q? tree

°

o C o O oc C
(https://linux.die.net/man/1/tree) :’)%GU?O’) broot (https:/github.com/Canop/broot) O%O? 33&?:@[‘%00’]03@"
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6comM|Caseyps (Exercises)

all 1 https:// 7.org/linux/ /] 1/ls.1.html 0% (.OUS [§° 80600’3 H (.;]O(SGID')I 806
man_1s (https://www.man7.org/linux/man-pages/mani/Is.1.html) ? JGL] < QCq (:”’)., 9

o C C C C o C C N
Oe’.)OD('Yi) (.OO'DJGL]q C\g(.D('TIZEG:D’.) format (806’) 454M) @g G(DDBCD’D:G:D’.)I 9@36032800 @C@C?

e ¢ oc o [ [ c c
[23e0a] 0)0)8&?3?0?03 000236200 33661’)06]0003@ 1s command 0’)0)? GG]_E&)DZO’]II

C . C o o C C
Jn marco $C polo u?earTéan Bash function $0907 eel::mzd]u marco 03 Execute cpOo0p)

cQ c o . o oc c cc(e c c o [ c
33é] C\)(‘Oﬂ GGP('DﬂG:?GCD’_) Directory (')CL) ’(DGESO@&CIDSQ@@@(D@:I @8&)&? Directory OgC GGP('D
o cmc o c o ¢ c _c N . o Mc c
ﬂ6§03&71@0)6® polo 0? Execute (\?0(\)0303 ?ﬁg marco Run 926230 Directory O% [9§m8 cd

C C C C C '
OCGGIDm&gDZGlG@ @ooo@u

QII (.{I(YSO%E@GOCD Command 0)&? %@é 88(.;]0%” (ﬁl. Command qJO’SS:Og):OD@::Q(I% CD(‘:)S']O’)C\SC\S

—

24 C 0O OC ~ O oC C C o C C N C C Cc
Run 60z(Gg Error $¢ Output Pz GCad0d 936:20p0200 6pdg| [01360§ Run 3g6(0pcs (s

. C
6036001 Bash script 0003 eqzoa'):o’]u

" “bash
#!/usr/bin/env bash

n=$(( RANDOM % 100 ))

if [[ n -eq 42 ]]; then
echo "Something went wrong"
>&2 echo "The error was using magic numbers"
exit 1

"Everything went according to plan"

. o o, o oC N PR o " o C C (‘o s
GIl find &) -exec 03 330:[y|§) §PEYEoR§o0g| HTML GCqpeaa:ad:al Zip $Eaa(go 6[gptsad
60362050 Command CYJOS?(Y?L) xargs (https://www.man7.org/linux/man-pages/manl/xargs.1.html) 3’63?:@[@
eqoozdli

C C D t C (‘0 QQ C C o oc o o C
SII (3’380(;‘@(3) Irectory o:)o):L;s'aogco e@')eoa.,em @CSOC@'.LGO:D LLOCO? §T)G(6060003&2
o C OoC ° o C C N ocC 0o C e C C o C . C

200000 VC32D3CVIM @CSOCSGQ“D 336*”:?33&)(73 oo)eeozoo&? Command 200000 Script 0009
[ | L [N ° L S [ L

861203'_)30']"
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- < cc c o C
¥ External Links & References (@co QOCIYPSC MY MYP3)

Resource / Description

1. shellcheck

N

Shebang

I

. TLDR pages

o

“find®

~

. “locate’

®

“grep’

O

ripgrep ('rg’)

10. fzf

11. fish

12. zsh-autosuggestions

13. “fasd”

14. “autojump”

15. ‘tree”

URL

https:ligithub.com/koalaman/shellcheck

https:llen.wikipedia.org/wiki/Shebang_(Unix

https:/lwww.man7.org/linux/man-pages/mani/man.1.html

https:/itidr.sh]

https:/lwww.man7.org/linux/man-pages/man1/find.1.html

https:ligithub.com/sharkdpl/fd

https:/lwww.man7.org/linux/man-pages/mani/locate.1.html|

https:/lwww.man7.org/linux/man-pages/mani/grep.1.html

https:/igithub.com/BurntSushilripgrep

https:ligithub.com/junegunn/fzf

https:/ifishshell.com/

https:ligithub.com/zsh-users/zsh-autosuggestions

https:ligithub.com/clvvifasd

https:ligithub.com/wting/autojump

https:/llinux.die.net/man/1/tree
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https://github.com/sharkdp/fd
https://www.man7.org/linux/man-pages/man1/locate.1.html
https://www.man7.org/linux/man-pages/man1/grep.1.html
https://github.com/BurntSushi/ripgrep
https://github.com/junegunn/fzf
https://fishshell.com/
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https://github.com/clvv/fasd
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Resource | Description URL Micro QR
o i
16. “broot https:/igithub.com/Canop/broot ;i
[=is>
17."'man Is” https:/iwww.man7.org/linux/man-pages/man1/ls.1.html
18. “xargs’ https:/ilwww.man7.org/linux/man-pages/mani/xargs.1.html
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Version Control (Git)

[ c . .
350310 - Git &l data model s Version controli 9:66l¢seam0Eg DY

@é&% %&?E@lq@é§é: GC\?N)(;]II

» LECTURE VIDEO REFERENCE

Version Control (Git)

[Lecture 6]
Version Control (Git)

The Missing Semester of Your CS Education
<https://missing.csail.mit.edu>

Scan the QR code below using your mobile camera or click the link to watch this full lecture online:

Direct Online Link:

https:/lwww.youtube.com/watch?v=2sjqTHEOzok
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. o C o C ocC C C
Version control systems (VCSs) 320 POY Source Code qp: (a@eo?oo za@a: ((e~]e Folder QOO0
qp2) el :rae@jé:sac\iqp:n'% e@q)ésﬁ; :raoci):@lwé Tool gps @&@wéu 3’3@&5036 ewﬁ@oo'):

C 0(‘u T I o C (‘u S o ﬁ Ofn (‘u o O(“7 0(‘0 ° C C °
20p9303E: ) Tool 4ol 326((PEszpcdypiel 29C6(0CaD AB§:056:60200p032(JE (g2
204pisC 0:601E:6800C MNP0 VLOMEDUloON VCS 20005 Folder oodasE wézel

ILqPDJ AR T ° ‘El T 8" o iL 8 "[P“ P_,‘) [ °
OloCugp:ad O§6ax (snapshot) 3205050 ‘@E e@ 560°[§°| Snapshot 000202005 Top-level

JL(:].P" T 1 Rl p 8 T ’°IP° s SP °‘u° p T 8 p

Directory 3209C2§) $E/Folder gp:e 326(53265000909:0 &(03008C63:0C popd200:602Cla N
y 3C8) ¢ qpPs $ RNER IR ROR: eere [

0833@6 VCS gpz0005 Snapshot 009803 ©000008§03:900001 32600H320008 BICDH DS (messages)

3 Q’].P" @ p T L @ iL ‘? °9 @ T ° L(GHDD g

o c o oc oc c
3’30?]03@ Metadata (:lPiO?O'] 00:?203636026]03&?"

. o o [ c (% [ o C c 00 c@ c [ c
Version control O’) 3303°[§|_[§C°an S’BO’)(.DG@C CEOD"OC:D:?@"II QQ(I)O)B%D@“ S’BC\)U(\)OG§

qﬁoococ oeequmgﬁ Snapshot 3260mMEs sqp: 0'3 [g‘?m@@@u S [§c I mqjleo:o sae@oc czab)
qP:d 300e[0PE [g1pd9e(gpcs vodmGr00CamSE([gEs [§|Con ¢ [§09:000564): Branch

s llel branches) @6 33(\)6(\)635@6" e Yol fesTouteatoa) [g 08EUla0RdN 33[%)"03 2sC
elP"(para s [ G ° §OP020? YN0 [ TRLUTCTE

0:601Ez0006800E0p) 33l 0pC0pd: 3 [gpanyps ©pdR)32 2 6[pEs0d000:00p503 (0305

Ree0ICY 22 RCCOR0: SRYPE 0RO 3EPYP: : 30PR [IRQ
§C00p932[JC [§|Cop e EeparE [goeolomanp) oguoggps (conflicts) 05 6[ggCsepg 3209§
T [ [CR X (] 28 V§OR9ps T N °) 9%

c;o%sfo:‘)eoao Tool @056103&5"

63058 VCS gp2oopd 63300501 66:3§24p20300p08 AQUOMED (SC FCIT6qPM) 6(g[0PrevSE

d]ODe -

* o) Module 03 69533 6630008920803
* o)) 6Cel a)) 952(gps @26[3pC:) ©PO0P)[§03C1 PO [(C0CHGR0sN FIUOE[PE
[gEa0E3005p5e
* p§3600 Y 0000 FPPC2 © PO PTG/ S0 PYTE(PCEz6(PE a3x(gp: Unit Test 023
3000600060295 [§dagrz00s0:H
L L ° o

3[gp26000 VCS gps §600500p02 Git 00pd Version control 320300 328 ds|$: (de facto standard)

@o%o']oaéu Qﬁ XKCD comic (https:/ixkcd.com/1597/) ec\)soaé Gitel e(qf)@):ﬁo% o:)esf)ooo:d]oaé

Ixked 1597 (https://imgs.xked.com/comics/git.png)

Git &V Interface ooer leaky abstraction @or)eo:ne@)é Git or% Top-down §é:méz[§{: (w&sel

. C C C C C oc
Interface / Command-line Interface ¢ omc@) ec\gc\:o@c:oo@ 060G PIE @o)e(ﬂéo)ﬁc
0l Command 32825:c0503 320000 0590500’)"@" escsfa@& 00D @ooo 023
8 ‘?&?" T 802M )] ‘g ooaf T L ‘?3 [
C C N oC C o C
a0dandlm 32003l Comic Ol 320932803203¢: [§|epdecy §(a3cloogdn
L L L ° 1
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Git c c R Interf o c o Co cMmc (% (N8 rnﬁ Co 80C €
I OgC Jel]oeogceoao nterrace ﬂ&)g(‘? C\)(YDQG]_QE @o)eooomgo QOC:€N 6320M3 S(‘[\CNJ§(;} 33()\"{
S’DSDGIPSODé 3’3(\8% OD{)S]_(S(\POL;]OJéII JGI]{)GC(&‘SGOLD Interface (Y% 3’6(\80{)(’)’4]0’3?(;)616&%} ‘5

C C eoc o cC cocC C o C cc o C . o
62000002 QPUEAM 3EE:MDY $r2VREo60UNN §EClooRON AYs[PE 0R§0032005 Git 03
C C C cC O C C C C C
wC:zel Data model © o)ooc@ emme@? 3200 (Bottom-up) ﬂcumcumc@)neouee @o)

cocC . C o C o C C o
6$IMYCY Command-line Interface :rae@:)coo? cgeogl oac@pod]e@u Data model 0§

2
ﬁ[‘b)’)

c

20:0l00 Command gpza0ad 6320063 Data model 05 80503 892§ 3000583200003 0 §:00
57° qps Pj T 8 3 03 & L E °

c c
QDGUJ’)GL)’](D(\I)U']QEII
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Git’s data model

N C o C
66)38000:600 Model 0003 ﬂ(ﬂoo&?u
Snhapshots

. C . C 0o0oC C C oc C o
Git 005 Top-level Directory 03C:§) §CypsC Folder gps popd:oel 208Es6(03pC20 Snapshot gps
saoéC\%o'Sza@oS (:)ewr)ooozd]oaéu Git ecﬂoo')slogf: (‘%cczrfl) “blob” 0 eaTséz)@z ooé::oaé Byte
3203260:9|000 [Qos:néu Directory rrcg’ “tree” 0 eaTa@@: uo&::né saeéqpsrr% blobs a%eu?ors
o o C C C o C . C . coc C
trees 93 §]053005602010005 (a36[03p¢ Directory qpzogC 3(gpz Directory gps Gloc&Eaopd)N
Snapshot 83200560 6(gepdes6a Top-level Tree [§d0laopdH pOEIFN:[YE 63005C1Z203C: Tree

002 §8E0lo0ab -
2 ST 2

<root> (tree)

+- foo (tree)

| + bar.txt (blob, contents = "hello world")
|

+- baz.txt (blob, contents = "git is wonderful")

c __o.¢ orc'](*f] C e 9 T [« c. o0 ¢ oc ¢
Top-level Tree ogC 32000320C2 $03 0loCOID I foo 0p6aleom Tree 0003 (qc:o?oao?cq_))c

“bar.txt” o?eaTeoa') blob oo&? Lﬂoéwé) T%c:: “baz.txt” ugeaTeo:n blob cnoS:%cfé @&@wéu

Modeling history: relating snapshots

Versi trol c ¢ rS hot .2 c o c ¢ < co9o._c. Model
ersion control 0):?00)@?308 napsho hlPoO? 880{)0 SO("OO)OS(L&)(;OO:?@.:II GL]QﬂCoSOCD oae!
c <. [ oc. c. I histor [E\‘]r r] r” °6° @)rc c oc 0)0 O(TS
CDO)?‘ED 6”806@3(03 ODGLCDG cs (linear history) o0 68 CDL]_) 6 C&De 3’3%@3’3 8(\?
c

Snapshot gpzel o6 E: [§0lepdit 036005 Fa6(0gpEse(0gpCs 6[PpE Git 200 0|03 §gCse0m

Model 0% eo{):d]u
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Git org{: w%éze@o&:eﬁ}m c?j Snapshot qp:gﬁ Directed Acyclic Graph (DAG) @oc)o']ooéu Qﬁ
° C C

20 CED :l)qs 30(m°(\)°80c° @OG(mC"@OSgéGCDS(\) Os ‘%03600’]§é|l ﬁ:l) r@'ﬁ 3’3&0305@') Git 8
25 B & ° ¥ 22 ROIFSI Q)00 0 T 8
C C

Snapshot 000982005 LoCzel 3209|C 36300 Soogps “parents” €1l 3PFE0:05 P§:06§(3C:
p T [ ° Q€ Q3 qpPs P L S0P Wyepesses
@ar)o']oo 51l 600 00D3000: (linear histo nt @03&)()5&%) 00D 6D 3O3VE0: @oge @(r:%;)
[ T ° ry o3 s L L ° FO3<35

S h t (o c o o Co C oc Cc C C 0 C o (O o Oq C

napshot 0050005 §o0gp:gRe a0E:000DaNEEEoME[PE [§D0pd (pued [§|Eon & (§j:0320005

C o C C c o ¢ C O C C C
6§6000 Branch $6903 601C:00 merge 000030500p032314][:03C (g0
1 L L L L o, [}

Git 2005 Snapshot 209 “commit” gp:0d 6alad0loondI Commit 208¢sefopCand Oewd
e Q Eip L (:lP L L &? L L L

@ 50l 63300013203 602q0lend -
@ T° ooG]. &

0 <--0<--0¢<--0
A

\
---0<--0

C C C e . o o C C
2200000] ASCII At 03¢ 0 gp:oopd a35(gps Commit (snapshot) qpad c3udeds(g|0laopd (¢os
qp:ooé Commit oo&@o%eﬁ Parent 0'% pg%@e.ﬁ;@é: @&o’]wé (“eﬁno%tj; C\I)Q)é” eoqoB:rS “eq,
© C0D00P5” EMEDEN: E‘q&wé)n 00300 Commit @:e‘gxﬁ w%&:e@s&:wé ::5:@3: Branch o
232(g0 §0900a2:00p01 7)) 00POED POWITI:(YE 0S:[gp: Feature $0903 00(G|CsDOd: 0S:[gp:
e o (O o Oc C (o C Co Cc =] ’] C (o C B h C o M (o
& & [§03:0005630¢ [g0pOes(gEss 0ppdloopdil e§3E0E o)) Branch 6903 Merge [gap0s)

C ° C C C o C © oc(e C oC oc C
Feature $§0900)2 GloCea Snapshot 32000000903 0§05:5C(Gsl 63005013207 C: Cz6(PpCs
C C C "T‘ C C . [ ] ° C C ’] C
322000003 0g0de0lam6d (4D Merge commit 3200603 209:3200(4E 66(goozloogd -
L o L L L °

0 <-- 0 <-- 0<--0<----0
" “bash

~0C

Git é’] Commit qp::)oé ee@oé:®§cew) (immutable) 32EPYP2 @é@:}oéu Qﬁoaéej;) ecloal] ok
05.:) @5306@ eq%&org sr%o‘::)[géz 00050l Commit w%é:e@o&sn’{) “[gésof:@é:” aEI)oaétin :ra?%

C

C C . C =3 o C
M05I[YE Commit 32000000

IS Hes) co%oo:cx?m@&z @&@3 References quo‘:} Commit 32000

]
e}

0 c c co ¢ ¢
ik?u pgq?@emc 3’3()3(30(.\?00?0’)[%
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Data model, as pseudocode

Git &\l Data model 03 Pseudocode @6 eslzoaasooozooécrg S50l 0 e]f::cof::omzd]eé -
L ° L 2, LL o

// file ageméejso Byte 32032602 @or):né
type blob = array<byte>

// d t C C C o oc o C d t o '] C C
irectory o3C 320p000003630 YCYPisC directory gp: olocoopd
type tree = map<string, tree | blob>

c c

// commit o3¢ parents, metadata sC top-level tree o3 CloGaopd

type commit = struct {
parents: array<commit>
author: string
message: string
snapshot: tree

0)|20p0¢0 208 Cs6[Esel 200§ 0 Cza0C:6000 Model [godloopdi
Objects and content-addressing
“object” sﬁi)oaé(fo blob, tree oﬁéeu?of) commit @ogo']oaé -

type object = blob | tree | commit

Git data store 03¢ object 39'_)(\?0'2) oaf::or%eﬁ SHA-1 hash (https:/fen.wikipedia.org/wiki/SHA-1) @6

Content-addressing @la?ﬁooosd]oaé -

objects = map<string, object>

def store(object)
id = shal(object)
objects[id] = object

def load(id):
return objects[id]
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Blobs, trees ¢ commits g0 0)|$p9:[4C 60lCz0p030002010000 - E203 330020000 object gps
’ T% QPP QP39S SOR0s ° X e OR300 0bj qP:
@&@o&én oa(r::or%:né 3’3[%): object elp:rr% pg%se@wé:ﬁ:ﬂl Disc eoTog& Object 03&?0"?30%

c C C C N C Cc o o ocC C C
PIAWCs ooo:@cz 000D Hash @g £39§s8p00:6000 Reference 0pom ooe:aogzooo:o’]oo@u

gom:m:@]{: 3comul Directory o<§05eﬁ Tree (‘f‘.? ( git cat-file -p

c

698281bc680d1995c5f4caaf3a359721a5a58d48d [§C (03p0ga002600) 630C3203¢: 603gdlopd

100644 blob 4448adbf7ecd394f42ael135bbeed9676e894af85 baz.txt

040000 tree c68d233a33c5c06e0340e4c224f0afca87c8ce87 foo

0O € OoC C C C C C o C
Tree (3U03CARE GloCeom Fepqps[gdoopy baz.txt (blob) $C foo (tree) o3 pas(geom

L
Pointers gps GloCdloogdn git cat-file -p 4448adbf7ecd394f42ae135bbeedo676e894ar85

Cc c C o _C C ocC o C C (o]
Command @g baz.txt el hash @9 @Qﬂa?mcﬂm emmcﬂs*ao?co 9o @ooo&? -

git is wonderful

References

o o C C cocf(e C o C
oa?zaa'] Snapshot 320:00:0) SHA-1 Hashes ng@g g)@ozooooejsor)§c[3 @ooa I 206200 O

C e .. . ° o C o C C C
qpPo® 16 ®:0 40-digit Hexadecimal DAY POD BODOE) eagoaogoa@g S'asocee[gd]u

C . C C o C C C
gﬁ@oaaﬁs’):mogm Git el e@ﬂcueuooejn SHA-1 Hashes QP30 CR$I00PO0QUO6IMD F20VYPs SL:
@6:@&@: u)('::o%(fi) “References” ) esnglofloaéu References qp:ooé Commit qp:({:) pg.%@
600 Pointers gps [4o[0300p01 06[(pEsad8Ce0m Objects ypisC ©0Ra> References gpsoopd
e@')&cﬁg&ﬂm 5 (Commit 3200009 r@emé 303050008E0 C)n omza’)"@é master

T 83 pEQ? [ 83 8 it

reference ooé 328 Branch el e.ﬁs’m%eﬁ?s Commit 093 pg%;[geag %d]oaéu
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references = map<string, string>

def update_reference(name, id):
references[name] = id

read_reference(name):
return references[name]

load_reference(name_or_id):
if name_or_id in references:

return load(references[name_or_id])
else:

return load(name_or_id)

C

gﬁ‘?é@é Git oaé ﬂéc\quem Hexadecimal String 3202: “master” ({)oféeooo C\Iﬁ)sméogoa
C °0 0(‘0 (‘00 e° °S ht °° (‘00 c 2, 0("‘] C
6200 VPGP ooeecoe:@')ceﬂ :D,@'Jo napshot g P2§:50§$ %0?°@l§co euten]]

o ¢ c_c oc c [ co 9% O 0 oMm¢
32620000 328|M OO0 ODE?CZG@)CSU())C QM ﬂGGPO’)G]G‘?GQD G;‘fép 0 ﬂ(\?@c

el parents field 03 ©0503 000560565 S ) B 03§8Cw @ooo ||G|too oB“corrS eepMm
p T 83 e T §83° T 1T 83 EB (<} T ﬂ q?

§e§eoao egep” Of)é “HEAD” U.BGQTGOJ) 32002 Reference @o(ﬂ:neu

Repositories

C O C 24

6§2008)203C Git repository €1 32830 W0OYOEE (ﬂb wEz0pd objects $C

L
references Data yps @&@oﬁlwéu

Disc 60l03¢ Git 056520p520008009|00p0 objects ¢ references gpsood (o[(032005 - Git €N Data
model 03¢ Slzam§lon git command 3a0209:0005 objects 4psa) OPIC:[gCssC references
(S 2% 9 0RO 0bj 30 CORRCs °T
o co C C (o C . o C o C C C C C
Hea afaosooo?o[éc:@cn Commit DAG 0 90 @csoceq?@c: @o)d]oa@n

Command 000333?0% f(rg%’.&\%(rgor%c:l 08 Command ooé 63DMS Graph Data Structure (7% 0 c:
C N () cC O C
e@acnm&?w@s?oapjo? Dletlox o220l 320008 oooc: Commit DAG o:) 233 [?p e[gac meooo)se

O C

@lo?f)cx‘:’eo']m (goeo “eoaezsle H=lous) me@ocesacoeﬂaorrg ogioo@: *master’ ref 0? commit
o O

o c c C o C C C .
5d83foe 00 &?§@o']"°) QR [QLC\?OGW Command 00033 6500 @ooo@ (eoe) git checkout

master; git reset --hard 5d83f9e )

https://missing-semester-my.github.io/ 173



FOSS Myanmar The Missing Semester of Your CS Education - Burmese

Staging area

C C e C C C . c _©e C
a)|20p0¢0 Data model s 03:[gp: 3UIZ20 [§DE20DC0R0: Commit gp: w§03:00p) Interface &l
3200032060009 @&o’]w Sil
[ T [
C o C C C C . . Cco o

Snapshot qu3(gC:a3 3260mC3200p066HEPARE Working Directory &l cond§) 326/53265 0
me@é@ Snapshot 32000 ¥§03:6030p] “create snapshot” command 269 §op0UD ooé@cr:%{:

'] C ) V . t It I o C o C C C “o Gt C ’] cc
Cloopbin 323,600 Version control tool gpzaogd 0))a3 320000p0(geasdc0pd: Git ewacdAli R|$0

o C C C Cc Co S h o o o0 Qq c o C 2, S h
0%00p5 200602048 Es603 Snapshot 4p:ad 303§ (03(Js1 00§ 326(33265 COOB0I:e Snapshot

C C N C C cocC C =] C o izl
qup(gE:00p5 32(4o06: ©20¢60DSEUlI QUETN:[GE Bs[gp: Feature $O07 6z00zc03(Gs
:)5:@3: Commit s63 (o%o%:c\%oaé B0ld1 vooe Commit & vaow Feature o']occ:[éz 30500 Commit
1 L L L [ o L
C o C o C o C C o OC C . .
ap¢ 303w Feature JloCeoado0pdi a300r0d Code 03¢ H&Gm0dE0aM:603 Debugging print
C C 121 . C C o o . o . C (e N
oe[opEzqps dloces(Gs Bugfix $¢3207 cepesnesoopd a30ldi Bugfix 0dax Commit cpO(Js Print
6[0pErqpod @§003ClepdN
"E’I.P" T o‘?v L 8

Git 005 “Staging area” 096360 §p0200629MEDE BRIV PY 326[(PCETAIGPOD 6§

-

s hot [ c, .. ..C.0 c o o, R [ c or] C
napsho CYO)C CD@OQCJQ@&L)ODE(? :D.,@Du OD(I)?CD%CBZ [gl_CD'JuU OD&II
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Git command-line interface

C C C o C c C C o o _C C C
323]0530005g s 008 6[4d60q§320305 6370050] Command yp:a3 326005805 §Es[gopd
eu?o&ﬂu 0600500530900 3’3(\3% 33@@[03’.)3603’) Pro Git (https://git-scm.com/booklen/v2) or‘:z) wcfaﬁ]o']
2360005 20Ea&:m 830303 [Mdgal

pOV7 ‘?° O3WRM @@JGL]O f

Basics

3 L C o c
® git help <command> :git command 320000 32M3IJVO NS

° it init ! Gi c ¢ c e ¢ . di c d o oc, (N8
git init : Git repo 320000003 ¥ CYJA]_«‘T? ( .git directory OQC metadata (:”’)»(7? ODB»SO@;,

::oé)
® git status C\)O’Sé)] 3’36@336&?%350% @é?ﬂﬂ‘%

oC o . o C C
° . - . ° °
git add <filename> : @CypP:0) Staging area 09 cOPIIIC:6)

3

c

. . . C C c o C
® git commit : Commit 3’30;)0)000)? (.0§OO:61§

- <a href="https://tbaggery.com/2008/04/19/a-note-about-git-commit-messages.htm
I class:"ext—link">sm<r::§$eoao commit message qp:</a> <span class="ext-url-pri

nt">(https://tbaggery.com/2008/04/19/a-note-about-git-commit-messages.html)</sp
an> eqzamedl!

- <a href="https://chris.beams.io/posts/git-commit/" class="ext-link">e0mnCsg§o0
6D commit message qp: eqzm:q@é: 339@')6:33@[{::@”)«/» <span class="ext-url-prin
t">(https://chris.beams.io/posts/git-commit/)</span>!

® git log : 20§E:6[0PCs 9DMO:P:ad qdi6(PE (¢S [Joogs

® git log --all --graph --decorate : m%ée@)&ﬁ% DAG Graph (l)o)@é @éeogqq%

® git diff <filename> : Staging area $C 0pQIC Ejlc?f)ooozeoo’) 836@3&23305&"38(7% [903
9%

® git diff <revision> <filename> : Snhapshot qps @3{5’] 8)66@)&:(\5%\({[):0% @0061:%

L

® git checkout <revision> : HEAD 0% m&%OSC\?{)q:é (Branch cr% checkout C\‘LJLF)OI](Y) C\)(Yc)(js)]

branch ogl)o'] e[ﬁpémﬁeosmé)
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Branching and merging

. . .9 c
® git branch :Branch Cletesl [goosﬁ
® git branch <name> : Branch 20000 w%o%:sﬁ

. . c ¢ ore 0 o c_ o ISP
® git checkout -b <name> : Branch 32000 ©§032(gs a3 branch o qjadg)C: 6[(PEeadq

- "git branch <name>; git checkout <name>"

. . . C o C o C C c
® git merge <revision> : COMD§ branch 3200C: ) ed]c:@oeﬁ
® git mergetool : Merge conflicts qp:o% e@ﬂé:sﬁ Tool @6 :rao;JLs'aé qoﬁeﬁ

. . o o (% C o C Cc
® it rebase : Patches 9P Base 322000003 eoTo.B Rebase [glc\?oeﬁs
Remotes

® git remote : Remote msléqprfé @q%

® git remote add <name> <url> : Remote 32000 ooéeﬁ

. o . O O (e
® git push <remote> <local branch>:<remote branch> :Remotea%ObJects qp(r?ti) H

o co C C c
Remote reference o) 320300000¢)$
® git branch --set-upstream-to=<remote>/<remote branch> : Local ‘J§(F: Remote branch @):
C C C C c
20MAUOY WY S
o L 1
® git fetch :Remote ¢ Objects/References qu(f_’) uljlesoocczsﬁ

L
. ) . . . % ] C
® git pull : git fetch; git merge $C 0ROV

® git clone : Remote & Repository 03 631¢:008 quaq)

Undo

. . . . o [} C co o c c ¢
® git commit --amend : Commit &l 0 VP zae@)c,,s'aepo? @ceocsﬁ;

® git t HEAD <file> : Staging area © 3¢ [Q§00006 S
g1 rese lLe . g g 9 ¢ T § 7 61§

5 . . o R . N .2 c
® git checkout -- <file> .[;]I_C\?O(I)’LG:D’) ZBGB')CeS'bC\)un(T.B 2 000)61
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Advanced Git

. . . o 0 C (] C [+ coc [ Cc C
® git config : Git (2] ooo[_glm E:JC&)C%COB: @(‘;‘.EDZCDE (https://git-scm.com/docs/git-config)

— o

. . oc, [N (P N o c c
® git clone --depth=1: ooeL;cue Cs 3’3@@3’8? BO’]:D SBGUTOD Clone C\?OG]_«?

q . . o o€ . c _C
® git add -p :Interactive ‘3‘”@9 Staging [glc\?oeﬁ,

. ™. . o o C c _C
® git rebase -i :Interactive (L)o)@g Rebase @lC\?osﬁs

. . Co C (‘09 o C C o o C C N cC O C
® git blame : ©6[03C: 0206[0PEBA) VPO E§HMOED: [§Ca0EF0PO0S [Joog s
° . . W k d t o C C C o o C o ocC o C o o C
git stash : Working directory § [JCa0Eq|0dqp:0 69g3 0udgP:a56:a0pdsaoiq s
. . RPN X c, € ol ;o c c
® git bisect : 209C:6[0PC203C IpD2qP20) Binary search [4C §pegas
C o C C

&:[P‘;(D ODO’J?CDGT% (https://git-scm.com/docs/gitignore)

O~

. . o N C C o
* .gitignore :6[gepedad LOLWICEL) &

5,

-
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Miscellaneous

. C . o C cc o 0O € ocC
° . et ; o
GUIs: Git 320M GUI clients (https:/git-scm.com/downloads/guis) Clekloa) ﬂo’]oogu R|$00R MUOORCH

C o O ° N . . o o C
0LOC30M) VDD Command-line interface galevs %o?z@lo'baeu

® Shell integration: 20Cel Shell prompt orgf: Git status o’lo&eﬁ;@é:wé 33(\3% %eoée@o’]oaé

(zsh (nttps:/igithub.com/olivierverdier/zsh-git-prompt), bash (https:/github.com/magicmonty/bash-git-prompt))il Oh My

. .\ 0 c C [} C
Zsh (https://github.com/ohmyzsh/ohmyzsh) (YDJO:I?,GOJ) Framework (alPSO:_))C ﬁ(\) (.;]OCG(\??]QDP_'DII

® Editor integration: 320000013209Es 30320C6000 zaéqqf)qum@é ed]éw&ooo:gcr:o']ooéu
L L o s T
e = B . . C o\ C oo C. c c
f_ugltlve.wm (https://github.com/tpope/vim-fugitive) :X)e Vim 3’306)0’) OJ?Q,H., @@OI]OD&?II
cc o C C o o C N A C C
® Workflows: 02]$00p0000 Data model $¢ 336@9 Command gpzo) oac@aueo@[g, [«;go)oa&)',
C o C C C C C C C C o % C o c o
veepq|ed [pfiqpiogt sacobepdepg wp2aop §pdic0bigp:a} cfrdPqupd Faopdny ve
E_\]GIGZ)OsU’] (§é3(\)é: (Yé@)_:ﬁgu’)_ﬁgg (https://nvie.com/posts/a-successful-git-branching-model/) %@wé)u
® GitHub: Git ooé GitHub 90?050']" GitHub og{: pull requests
(https://help.github.com/en/github/collaborating-with-issues-and-pull-requests/about-pull-requests) U%GSTGOID C{B@')S
C o o O C e C c o C
OGG[)(]J(TJQ_P:O% Code (.D)LL)EG(.)%ODQ OD:[%J: qse:me: ﬂo’]&)@u
c

® Other Git providers: GitHub o;)é 03:@3: F200: eo?ogdl - GitLab (https://about gitiab.com)) $G

3

BitBucket (httpsi/bitbucket.org/) 3201320€ Git Repository Hosts Setoal é"]@d]:néu
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Resources

. R C c C C (3 (o C c o
® Pro Git (https://git-scm.com/book/en/v2) OL)E G’aC\g.f (DO‘)J%QD?GID) 0)3?0 @0)0(1038" 3’39?3 o} (Js 3 (e9)
©0Hg3H0ln Data model 03 §3300 °om°@°@&j Git 0 m|6zmEm 3305"@ 8€und
JGI]L L‘P"&?""q LoJ"(qu L°|.L&?
C C coC C cC o ¢ C C C C C C C
[4®00p51 6§7050C: 322§2qp203C BodOCRYWD 3250¢(4C Fp6[PEs3aepY P2 CloCaopdi
® Oh Shit, Git!2! (https:/ohshitgit.com) ooé 306099260 Git 32ed:gPie eéo% @%mé neg
0pO03 6200050006000 CVGEPR§ 3203 (DA

® Git for Computer Scientists (https://eagain.net/articles/git-for-computer-scientists/) oaé Git e\ Data model

o c [ [ o c [ [ c c
0? Pseudocode ‘?E:O']Ng)@g LB(m:qJO(:]_PSOg) 3?0?3@[@ ﬂCS(\)CS(IZOSGQZD ©O0003 @OOD@II

® Git from the Bottom Up (https://jwiegley.github.io/git-from-the-bottom-up/) oaé o%of)oémzalalqpssfaog(ﬁ

D del c c __c G.ﬁ .9 ¢ [ c_c Q. JRe.
ata mode CD('DGO’.“’JC\(?:?GOD’) it 81 32600:000 SBG(TJ')CSBCD&?G(.O')E\QJ'L(Y? ﬂCuC\DCoCD')e@CD

[Gooogd

® How to explain git in simple words (https://smusamashah.github.io/blog/2017/10/14/explain-git-in-simple-

words)

® Learn Git Branching (https:/learngitbranching.js.org/) ooé Git ooé@'):eo:eooo Browser 336@[9[8

& @&ooéu
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Exercises

1. Git ?Q,(:: ooBoooB@ S’aecrgga@l eéﬁeoogo’]m Pro Git (https:/git-scm.com/bookleniv2) €) 0000 339%:

C cC O C o C - . C c o
32$p0sCLOM 0050 jeeC{0alea Learn Git Branching (https://learngitbranching.js.org/) Q0Ca§:M

[g1e903ln [gepOes0p3203C: Git command gp:a) Data model ¢ w3 ®pze:dli

c ¢ 0 C - o C
2. Qﬁlsaoo‘ls:eﬁ 03)&?0’) repository (https:/github.com/missing-semester/missing-semester) ('Yi) Clone C\?UO’]II

1. 008&se[opEad Graph =2(gd (13pdgs) scvcodlu
1. "README.md" 03 e§205sd: [JCanCa00en ©pdarspdal (32g|0d3c00d- “git log™ o3 argum

[ ]
ent @6 afezo’])n
.

age & m§ésl| (3331](633(0(73— git blame" ‘?é “git show 0'% ofl):d])u

1. "_config.yml® el “collecti ) me@’)ém‘% ec?'xrr)a"?: @ca)ééoa&:) commit el mess

1 Gt C o o C Gt C Qo C ocC 95 o o C t
. Git 609006PORE 3260642697 F6200096D Git (§& ¥BGAEE GC[0Jeqpz0d Commi
908 [gEz 0300705 3266:(03:600 Fg|MDI2OMYP:A) COPIC:E[5C: (D20 pdN Repositor
L e 31032 Sl qPeap ORRC: ° p y
23 ®Eda >Vl Commit 000l AdesHrnd 0086"6@:)5"06@ BOEM 0LSYHUI ( ﬁe
L T @ L e ‘P T°° T I I ('qJ Q *‘?ép
C C o C
ggg (https://help.github.com/articles/removing-sensitive-data-from-a-repository/) @[BJGJ.%COD )II
2. GitHub 9 Repository 0303?0'% Clone C\?&Lﬂl fﬁ@zo:ns (%cczm&?o% @f:o’]u git stash runc\‘::)(ﬁ
C cC O C C . . C C cC O
oogsas’] 0poa) @@ag)zoo§@:|| git log --all --oneline runoogsaeﬂ ©pdp03 60y

spaﬁsé:u git stash pop run@ @l(\?&é:)&)é(‘)’% @%cﬂ(ﬁo’]u eémé :rae@zaeéfogégﬁ °

C ° C C
20pOED 3200:0C0$0sI
3. Command line tool saq_p:og(@o%oé Git ogé ~/.gitconfig ugeeﬁﬁsoa) Configuration file
. o C . . C . C CcC o . o C .
(dotfile) o’]ﬂweu ~/.gitconfig opC Alias 003 wa;oa:g git graph runc\?mcﬂm git log

. o c C . . oc o
--all --graph --decorate --oneline el output §§)322C @I_C\?UO’]II ~/.gitconfig oco

0o co ¢ C C [+ C C C
g’fmﬂg@cmc@g (https://git-scm.com/docs/git-config#Documentation/git-config.txt-alias) @gwe:emcsl

. . c (% C coc c - c o
git config command @gm@:em’)c: @lcx?o.%co']oa@u Git alias 3?6@’)02(‘7? &fg (https://git-

cocC C
scm.com/book/en/v2/Git-Basics-Git-Aliases) @@%CO']OO&II

4. git config --global core.excludesfile ~/.gitignore_global ﬁ%run@ze@(ﬁ

. . C . o C cocC C C .

~/.gitignore_global 03¢ Global ignore pattern gpz0d 9205905§ESloo PO orj|o0pded Git

39&5"@ 005 Global ignore file 6sepm 030590360"@6" @036035(\3 5 080)&"6@36"006 GEM
L’ I. @ 9 ‘?Gp T )] ° ° 8" T ° M- e o

RUOIC 0§032§ 930D @E)oaéu 20Cel Global gitignore $EonC OS 230wH0b Editor

L L L L o [ L
08500, 0005 6Cqps (QUed .DS_Store ) 03 Ignore cYOg§ 2G590HG N
° L (8 e 219 209 T

o
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c c 0 ¢ - o C
5. Qﬁlsaoo‘isse:ﬁ 03.')&?('7) repository (https:/github.com/missing-semester/missing-semester) 0? Fork L\?UOI]I

309:601E: €2:09C0 30070 032006 E§63C [|00SELP) 326p0d §p(Q: GitHub
[ D A R T O L’ °o§ I.LI. 8 GPL§P°
0¢ Pull Request 0oC0l E (https:/igithub.com/fi ibutions/fi butions) (13p98C
2 quest O0Co (_gﬁg§_eIJ_ogg( ttps://github.com/firstcontributions/first-contributions) g@c
C ° C o C C C o C
Cloopd)i 3209:0C6000 PR gpzayom 0oCeuzdl (6mses(g|e) Spam ©co0AlsENi 0950005

[ c c ¢ o coc c
6320C [glC\?OOGP BGUOJD(.;](D gﬁeq’)oqjgago? G(Y.]J’)%CO’]OD@II
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< - < cc ° € 0° ° C i
¥ External Links & References (@co QOCIYPSC MY MYP3)

Resource / Description URL Micro QR
. Bl
1. XKCD comic https:lixked.com/1597/
EEH:
2. xked 1597 https:llimgs.xkcd.com/comicsl/git.png
EkE
3. SHA-1 hash https:llen.wikipedia.org/wiki/SHA-1 ¥
=
4. Pro Git https:ligit-scm.com/book/en/v2
5. sm&:g$sm commit https:/itbaggery.com/2008/04/19/a-note-about-git-commit-message
message g4ps s.html

c..c .
6. €aNC3Y$620 commit
° <

3 663 .13 H https:lichris.beams.iolposts/git-commit/
< <

:ﬂs@c:chxqp:

0 cro ¢ e _coc ¢ <
7. 00| m [YCDCSCOL: YT

EBI E 3 E ° https:/igit-scm.com/docslgit-config,

U’J::Da
8. :”og?d-,qr https:/igit-scm.com/docslgitignore
9. GUI clients https:/igit-scm.com/downloads/guis
10. zsh https:ligithub.com/olivierverdier/zsh-git-prompt
11. bash https:ligithub.com/magicmonty/bash-git-prompt
12. Oh My Zsh https:/igithub.com/ohmyzshlohmyzsh
13. fugitive.vim https:/lgithub.comitpopelvim-fugitive
14. .fésm&: ﬂé@):ﬁeu’)sg) https:linvie.com/posts/a-successful-git-branching-model/

https://help.github.com/en/githubl/collaborating-with-issues-and-pu

15. pull requests
p q ll-requests/about-pull-requests
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Resource | Description

16. GitLab

17. BitBucket

18. Oh Shit, Git!2!

19. Git for Computer Scientists

20. Git from the Bottom Up

21. How to explain git in simple
words

22, Learn Git Branching

23. gijmm§e 0B
repository

2. ez pope

9 co ¢ e erme

25. 3med [gEE[[Es
2

26. 3¢

27 gﬁsfcpmé
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URL

https:/labout.gitlab.com/

https:/ibitbucket.org/

https:llohshitgit.com/

https:/leagain.net/articles/git-for-computer-scientists/

https:/lsmusamashah.github.io/blog/2017/10/14/explain-git-in-simpl
e-words

https://help.github.com/articles/removing-sensitive-data-from-a-rep
ository/

https:ligit-scm.com/docslgit-config#Documentation/git-config.txt-a
lias

https:ligit-scm.com/book/en/v2/Git-Basics-Git-Aliases

https:ligithub.comlfirstcontributions/first-contributions
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